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A 001 Informed Medical Breach A 001 The following is Planned Parenthood Mar Monte’s
(PPMM'’s) response to the Department’s request for a
. Plan of Correction with respect to Entity Reported
,',-Iealt.h .and Safety que Section 1280'15. (b)(2), Incidents CA00306419 in CDPH letter dated June 11,
A clinic, health facility, agency, or hospice shall 2012,
also report any unlawful or unauthorized access
to, or use or disclosure of, a patient's medical Deficiency # D071 [22 CCR 75030(a)(2) not met
information to the affected patient or the patient's because of failure to ensure written policies and
representative at the last known address, no later procedures were implemented for one patient;
than five business days after the unlawful or failure to provide supervision to ensure the policy
. . was implemented
unauthorized access, use, or disclosure has been me I
deteqted by the clinic, health facility, agency, or {a) Corrective actions to be accomplished for the (a) 4/10/12 |
hospice." affected patient: As soon as the Seaside Center | !
Manager learned about the possible breach of the |
The CDPH verified that the facility informed the patient’s protected heaith information (PHI), a
ffecte ; r atient's ) . comprehensive investigation was begun. After it was
; er tsc(ejn?:]ttil\(/i‘n(ts()s)o?tf;demurF1)IawfuI or unauthorized | “AHFORNIA Bewmininggipat a breach had occurred, a PPMM
repre e A N . OF PUBjlerepresenfative called and spoke with Patient 1
ac;cess, use or disclosure of the patlents medical informing her of the breach and apologizing. PPMM’s
information. JUN Bp@mplinge Officer also sent Patient 1 a letter
! N “’g‘gmg\ l&iating similar information. There is no
. . Statement  of  Deficiency concerning PPMM's
i I
. - %ﬂ(j ¢ “é’gﬁgﬁm\ication with the patient.
D 000 Initial Comments D 000 SANJOSE

|
_The following reflects the findings of the California

Department of Public Health during the
investigation of an entity reported incident
conducted on 5/29/12.

Entity Reported Incident CA00306419 regarding a
breach of patient health information by the
primary care clinic was substantiated. A
deficiency was identified (see California Code of
Regulations, Title 22, Section 75030(a)(2)).

The affected patient was notified by the clinic of
the privacy on 4/9/12.

Inspection was limited to the specific entity
reported incident investigated and does not
represent the findings of a full inspection of the
clinic.

(b) Identification of other patients potentially
affected by the same deficient practice and corrective
action to be taken:

This situation involved Staff B impermissibly gaining
access to Patient 1’s chart because Patient 1 was Staff
B’s relative and Staff B had no business reason to gain
that access. The breach was reported to PPMM’s
Compliance Officer by another employee (Staff A).
PPMM has repeatedly emphasized the importance of
employees reporting possible PHi breaches to their
supervisor, as Staff A did. None of the people to whom
employees are directed to report this conduct
(Compliance Officer, CEO, General Counsel, Seaside
Center Manager) has received such reports or reports
from any other sources about such PHI breaches.

PPMM is also not aware of Staff B having any other
relatives receiving care at PPMM nor of Start B
impermissibly gaining access to any other patient
charts. When Staff B was approached following the
breach, she said that she had never accessed a friend’s
chart.® |

or another relative’s chart, except her m

|
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D 000 | Continued From page 1 D 000 {c) Immediate measures and systemic changes that © s/ i
. . . . will be put in place to ensure that deficient practice | \° 12
Representing the Cahformg Department of Public s
Health; 11442, Health Facilities Evaluator Nurse.
- PPMM took appropriate corrective disciplinary action
D 071| T22 DIV5 CH7 ART4-75030(3)(2) Basic D 071 for Staff B on April 6 and April 20, 2012 to ensure she

Services--Policies and Procedures

(2) Policies relating to patient care.

This Statute is not met as evidenced by:

Based on interview and record review, the clinic
failed to ensure written policies and procedures
were implemented for confidentiality of patient
health information for one of one sampled patient
(1). Findings:

On 5/29/12, the electronic medical record (EMR)
indicated Patient 1 checked in at the clinic on
4/4/12 at 3:05 p.m. for an appointment.

In an interview on 5/29/12, the clinic's patient flow
manager (Staff A) stated in the afternoon on
4/4/12, she saw the check-in processor's (Staff B)
computer screen opened in areas that were not
appropriate. The clinic's computer program has
time stamps when someone accesses a patient's
record. Patient 1 was a family member of Staff B.
Staff B had opened the patient's record 17 times
from 9:49 a.m. to 4:18 p.m. On 4/4/12, at
approximately 5 p.m. Staff A called the clinic's .
manager and reported what she discovered.

Review of the employee file indicated, on 12/6/11,
Staff B signed a form which confirmed she
received a copy of the clinic's policy Regarding
Provision of Services to Relatives and Others
Known to Staff. The policy indicated."...Personnel
shall not provide medical-related services to their
relatives,...services shall include...access to

would not commit similar breaches. On April 19, 2012,
the Seaside Center Manager conducted a staff meeting
explicitly addressing intentional breaches and the
Relatives policies. The Center Manager also gave staff
quizzes on intentional breaches three times in 2012:
Aprii 24, May 4, and May 9.

On April 27, 2012, PPMM revised its Privacy Manual
and posted it on PPMM’s intranet. A copy of the
Privacy Manual was also included in the Health Center
Administrative Manual. Included in the Privacy Manual

is a policy addressing provision of services to relatives
{Policy 5) and a policy on sanctions for privacy
breaches (Policy 19).

(d) Monitoring Process/Quality Assurance

This breach was discovered by a Seaside supervisor
observing that front office Staff B had her screen open
to a part of the electronic medical record (EMR) that

- front office staff typically do not need for business
purposes. Additional monitoring and supervision of
Seaside front office staff will occur.

Specifically, starting on June 25, 2012, the Seaside
Center Manager and Patient Flow Manager (or their
designees if neither is available) will circulate in the
front office space on a more frequent basis to identify,
if possible, whether any front office staff are accessing
any of the EMR templates that are not necessary for
them to view in the performance of their job. From
June 25 until July 31, 2012, there will be daily visual
supervision/monitoring. If any staff members are
found to be on EMR templates outside those required
for their job duties, the immediate follow-up will occur
to determine whether PHI was impermissibly accessed,
If such access is identified, the Seaside Center
Manager, woarking with the PPMM Compliance Officer,
will take appropriate steps to address thesituation.
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Continued From page 2

medical files/records..."

The clinic failed to provide supervision to ensure

| the policy was implemented to protect patient

health information.

D 071

After July 31, 2012, the Seaside Center Manager, in
consultation with the PPMM Compliance Officer and
other appropriate PPMM staff, will review the results
of this supervision/monitoring. if there are no
instances of EMR access, they will re-evaluate the need
for daily visual supervisions.

The Compliance Officer tracks each confirmed incident
of an intentional privacy breach within the affiliate as
well as any violations of the PPMM'’s policy concerning
provision of services to relatives. Certain incidents will
be reviewed by PPMM’s Risk and Quality Management
Committee to identify issues involving these
intentional breaches. When appropriate, additional
corrective actions will be implemented at those sites
where the intentional breaches occurred.

These issues will be reinforced at periodic health
center privacy training and staff will be required to
attend and sign an attendance sheet and
acknowledgement that they understand the contents.

(e) Date corrective action will be completed:

See column x5 on CMS 2567.

STATE FORM

Licensing and Certification Division

6899 MDRF11 If conti

for

atiogs 3of3

11€




California Department of Public Health

PRINTED: 06/11/2013
FORM APPROVED

STATEMENT OF DEFICIENCIES (X1) PROVIDER/SUPPLIER/CLIA (X2) MULTIPLE CONSTRUCTION (X3) DATE SURVEY
AND PLAN OF CORRECTION IDENTIFICATION NUMBER: A BUILDING: COMPLETED
C
CA140000238 B. WING 05/21/2013

NAME OF PROVIDER OR SUPPLIER

PLANNED PARENTHOOD OF CONTRA COSTA

STREET ADDRESS, CITY, STATE, ZIP CODE

2185 PACHECO STREET
CONCORD, CA 94520

and Compliance Officer (Employee 3) of the

interaction between Employee 1 and the clerk at
Hospital 1. Employee 3 stated that she received

- communication regarding the incident from

' Employee 2 late Friday, 05/03/2013. Employee 3
stated that she would call Employee 2 on Monday

* for further details. There was communication by

- email from Employee 2 to Employee 3 explaining
the incident on 05/08/2013.

Review of the clinic's Annual HIPPA Policy and

- Procedure: Agreement and Acknowledgement
dated 03/01/02, did not include provisions on how
an employee would request a medical record
from another facility by phone in a manner that

| would protect the patient's identity.

(X4) 1D SUMMARY STATEMENT OF DEFICIENCIES D . PROVIDER'S PLAN OF CORRECTION (X5)
PREFIX (EACH DEFICIENCY MUST BE PRECEDED BY FULL PREFIX | (EACH CORRECTIVE ACTION SHOULD BE COMPLETE
TAG REGULATORY OR LSC IDENTIFYING INFORMATION) L TAG | CROSS-REFERENCED TO THE APPROPRIATE DATE
i DEFICIENCY)
D177 Continued From page 1 D177  |The Annual HIPAA Policy and Procedure 6/21/2013
records for a follow-up visit at the clinic. Agreement has been revised to include the
Employee 1 made a list of telephone calls to following statement’ * 1 will double check that |
complete including Hospital 1 and Hospital 2. | am calling the correct provider/patient before |
Employee 1 called and dlgclosed the information disclose any protected health information
on Patient 1 to Hospital 1 instead of Hospital 2 in g : £ 5 ;
error. ‘ including patient's name.” All staff will be
i retrained in this addition to the policy and
' On 05/03/2013 at 3:06 p.m., Employee 2 procedures.
informed the Vice President of Client Services Adherence to this procedure will be monitored ~ 7/5/2013

by the Director of the Medical Results
Department, All Health Center Directors and VP
of Client Services and Compliance Officer.
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' Health Records

(b) Information contained in the health records

- shall be confidential and shall be disclosed only

| to authorized persons in accordance with federal,
state and local laws.

This Statute is not met as evidenced by: !
' Based on staff interview and document review,
the clinic failed to ensure the confidentialityof

. Patient 1's information when Employee 1
disclosed the information to Hospital 1 when
there was no need for the hospital to know.

Findings:

During a phone interview on 05/22/2013 at 5:48
' p.m., Employee 3 said that on 05/03/2013
- Employee 1 had two hospitals to call concerning
: two different patients including Patient 1. Patient
| 1 was seen the emergency room of Hospital 2.
| Employee 1 had to request the emergency room

STATEMENT OF DEFICIENCIES {(X1) PROVIDER/SUPPLIER/CLIA {X2) MULTIPLE CONSTRUCTION (X3) DATE SURVEY
AND PLAN OF CORRECTION IDENTIFICATION NUMBER: A. BUILDING: COMPLETED
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CA140000238 B. WING 05/21/2013
NAME OF PROVIDER OR SUPPLIER STREETADDRESS, CITY, STATE, ZIP CODE
PLANNED PARENTHOOD OF CONTRACOSTA. | 2ONCOND, S SraeET
X4)ID | SUMMARY STATEMENT OF DEFICIENCIES | D PROVIDER'S PLAN OF CORREGTION (x5)
PREFIX | (EACH DEFICIENCY MUST BE PRECEDED BY FULL PREFIX (EACH CORRECTIVE ACTION SHOULD BE COMPLETE
TAG | REGULATORY OR LSC IDENTIFYING INFORMATION) TAG CROSS-REFERENCED TO THE APPROPRIATE DATE
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D 000 [nitial Comments D 000 Patient 1 was notified that we inadvertently '5/9/2012
contacted the wrong hospital to obtain her
The following reflects the findings of California ; s
' Department of Public Health during the medical records and disclosed her name and
investigation of an entity reported incident on birth date. We apologized for the incident and
- medical breach. gave the patient the opportunity to contact the
Entity Reported Incident Intake Number: HIPAA Privacy Officer is she had any concerns.
CA00354156. She declined to do so.
| Representing the Department; 31387. |
The findi flect th i tofth No other patients were identified to have the | 5/8/2013
I The findings reflect the specific component of the ial of Bisiic af . ficiont!
! entity reported incident investigated and do not pOter?t'a af being sifectad by his:same:deficlent
represent a complete inspection of the facility. peaetica. !
D 1771 T22 DIV5 CH7 ART6-75055(b) Unit Patient D177

Employee 1 received a corrective action notice ~ 5/8/2013
from her Supervisor Employee 2 about the
incident

|
All Employees in Medical Results dept received 5/9/2013
retraining on the importance of double checking
that they are calling the right provider before
disclosing any PHI

RECEIVED

JUN 24 2013
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D000} Initial Comments D 000
We apologized to Patient B in person and 1p213
reassured her that Planned Parenthood is
il i
We also thanked her for returning the
invgstigation of a ‘self-repc_)rted breach of a empty bottle of medication with Patient
patient's medical Information. A’s name on it.
Complaint number: CA00348529 An apology letter was mailed to Patient A | 32513
) L o . RECEIVED regarding the privacy breach. (Please see
The investigation was limited to the spegifj E’f@  PUBLIC HEAL'BH%ached.)
reported and does not represent the flﬁﬂ’iﬁ&s 0
full inspection of the faciity. 3 The Health Center Manager discussed the 329413
, e 73 20 incident with the staff person involved and
Repre§ent|ng the le_lfornla Department of Pu‘él@g reviewed the 5 Rights of Medication
Health: }.-Iealth Facilities Evaluator Nurse C Jm.‘o(ﬁidministration with all health center staff
State 1D: 27941. L]GENSIN(E 8 CERTIFt ot 0%%}&%1- staff meeting, She also reviewed
SAN DIEGO NORTH DISTRIGT ULt ot the importance of handling one
A001| Informed Medical Breach A 001 patient’s chart at a time.
Health and Safety Code Section 1280.15 (b)(2), A streamlined process has been put into 3/25/13
" A clinic, health facility, agency, or hospice shall place whereby charts are maintained with
also report any unlawful or unauthorized access the patient until health center staff is ready
to, or use or disclosure of, a patient's medical to complete the orders for the patient. This
information to the affected patient or the patient's will prevent errors form occurring and
representative at the last known address, no suppotts the staff in managing one patient
later than five business days after the unlawful or chart at a time.
unauthorized access, use, or disclosure has
been detected by the clinic, health facility, The Health Center Manager will performa | 4/18/13
agency, or hospice." root cause analysis with the Director of
Quality Management to determine what
The CDPH verified that the facility informed the contributing factors led to the error.
affected patient(s) or the patient's Results will determine if additional
rapresentative(s) of the unlawful or unauthorized measures should be put into place and/or |
access, use or disclosure of the patient's medical what systemic changes may need to be
information. made. !
|
|
D177} T22 DIV5 CH7 ART6-75055(b} Unit Patient D177 !
Health Records
(b} Information contained in the health records
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D 177 | Continued From Page 1 D177
) . . Monitoring of compliance to the 5 Rights 05/25/12
shall be confidential and shall be disclosed only of Medication Administration has been (Date
to authorized persons in accordance with federal, incorporated into the initial assessment for | assessment
state and local laws. new health center staff and the annual ;f;?ememd)
performance evaluation. The Health Center
Manager is responsible for conducting the
. o . . annual performance evaluation. The annual
This RULE: is not met as evidenced by: . review process is part of our quality
Based on interview and record review, the facility assurance program. '
failed to protect the health record information for
one sampled patient (Patient A} as required per
Health and Se!fety Code Regulatiqn 1280.15. As 3 The Health Center Manager is responsible
result, the patient's private health information was for continuously monitoring compliance to
compromised. all HIPAA privacy policies and procedures
Eindinas: in their health centers including protection
indings: of patient privacy through congistently
The facilit d ; dical adhering to the 5 Rights of Medication
|6 laclily was mace aware of a me lca - Administration with every patient and with
information breach on 3/22/13. The facility notified every transition of patient care
the Department of the incident on 3/25/13, '
The facility reported a breach of the following iﬁgjﬁéﬁ;‘?ﬁﬁ;ﬂtﬁaﬁﬁnl;lg??{l(zgacer
private health ln_forr.natlon (PHI) of Patient A: health center staff as part of the agency’s
Name and medication. orientation and training program as well ag
On 3/28/13 at 10:50 AM, Medical Assistant (MA) 1 :;?:;“ﬂll‘g ﬁf&“ﬁg{'ﬁ:ﬁ;ﬁ;ﬁ:‘;‘jglm
stated, she accidently gave Patient B a bottle of con duc.te d annuall Eﬁ a minimum of six
medication meant for Patient A. health centers Y
All corrective actions were completed by
4-18-13,
!
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D 000| Initial Comments D 000
The following reflects the findings of the California
Department of Public Health during the
investigation of an entity reported incident.
Entity reported incident: CA00368031
Category: State Monitoring (Non-Breach Patient
Medical Information Incident)
Representing the Department: Lisa Cork, HFEN
The inspection was limited to the specific entity
reported incident investigated and does not
represent the findings of a full inspection of the
facility.
No deficiencies were written as a result of entity
reported incident number: CA00368031
._,, ' ) I
i
|
i
i
L
)
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D000 Initial Comments R We apologized to Patient 2 on the phone, 9-3-13
) L . . reassured that Planned Parenthood
The following reflects the findings of the California is committed to protecting patient privacy
Department of Public Health during the and asked that ¢ return the receipt
investigation of an entity reported incident. Etenitted Bar Pattant T Patisnt doratund
g . . Patient 1’s receipt within 30 minutes of
Entity reported incident: CA00368794 visit and was provided with a correct
G y receipt.
Category: State Monitoring (Non-Breach Patient P
Medical Information Incident) An apology letter was mailed to Patient 1 9-4-13
Representing the Department: Lisa Cork, HFEN regiﬁtnﬁlgllfngggi}e/n?{l?ﬂ iinfogimmis:gling
: ; _— . . to protecting patient privacy. Patient 1 was
The inspection was limited to the specific entity o i t L
reported incident investigated and does not ?lﬁr;ne?ﬁ?:?eicneithftlen:r\:}.‘;:. Pitée"t.‘ k;ad
represent the findings of a full inspection of the S e
facility. ;
ROl The Health Center Manager immediately 9-3-13
) ] discussed the incident with front office
D 177 T22 DIV5 CH7 ART6-75055(b) Unit Patient D177 staff, reviewed the policy and procedure for
Health Records verifying patient identitv and emphasized
. S the importance of handling one patient’s
(b) Information contained in the health records paperwork at a time.
shall be confidential and shall be disclosed only
to authorized persons in accordance with federal, The Health Center Manager performed a 9-10-13
state and local laws. root cause analysis with Front Office
Specialist (FOS) staff involved in the error
to determine what contributing factors led
. . A , N to the error. This resulted in a new process
I his Sta‘iufie SMATRIEE ewdenc_ed o whereby the FOS will ask the patient to
Based on interview and record review, the clinic . T
failed to ensure the information contained in the to then initial the receipt P
patient's health record be disclosed only to the ’
patient or authorized person. The health T i o
information of 1 of 2 sampled Patients (1) was e SIS B Spr st £ wedl (e 9-27-13

inadvertently disclosed to another person without
the Patient 1's authorization.

Findings:

Patient 1 and Patient 2 with identical first names
were seen and examined at the facility on the
same day and around the same time.

An interview with the health center manager

incident with all health center staff at theit
next staff meeting. reminded staff about the
policy and procedure for verifving patient
identity and the importance of handling
one patient’s paperwork at a time.

Licensing and Certification Division
LABORATORY DIRECTOR'S OR PROVIDER/SUPPLIER REPRESENTATIVE'S SIGNATURE

Hang R Deffile

HIPAR  Puiae, O ter —— f “3

TITLE

STATE FORM

4
6899 {/’f

Z9LV11

“ffeonts

! B [atat i ]

I |
! |
1 |

|




California Department of Public Health

PRINTED: 12/23/2013
FORM APPROVED

(FOS) was assisting another employee and had
not noticed the error."

A letter of notification was mailed to Patient 1 and
Patient 2 of the incident. The letter explained that
on visit summary note had been given
another patient in error.

An interview with FOS 1 was conducted on
10/23/13 at 1:30 P.M. FOS 1 stated, "there was a
line in check out so went to assist. Noticed
check out person was paying cash. At that time,
there were two patients there with the same first
name checked in and out. For the check out, she
checked the chart and reviewed the fees with
Patient 2. Patient 2 paid for the visit and the
receipt was provided. | believe Patient 1's fees
were pending so both receipts must have printed
out the same time."

Ainterview with the HCM was conducted on
10/23/13 at 1:40 P.M. The HCM stated the
incident of giving Patient 1's personal information
to Patient 2 was a breach in confidentiality. The
HCM acknowledged that Patient 1's
confidentiality had not been maintained when
Patient 2 received the receipt that contained
Patient 1's personal information.

the annual performance evaluation. The

annual review process is part of our quality

assurance programy.

The Health Center Manager is responsible
for continuously monitoring compliance to
all HIPAA privacy policies and procedures
in their health centers including protection
of patient privacy through verification of
patient identity at the time of check out.

[n addition, the HIPAA Privacy Officer
conducts HIPAA training for all new health
center staff as part of the agency’s
orientation and training program as well as
an annual HIPAA Compliance Training
review. HIPAA compliance audits are also
conducted annually at a minimum of six
health centers. All corrective actions were

completed by 9-27-13.
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received a receipt which contained Patient 1's earporatalini (e ISR amenm
personal information to include name and e g ent form
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the facility of the error. The front office specialist Manager 15 responsible tor conaucting nted)




California Department of Public He

PRINTED: 12/21/2012

STATEMENT OF DEFICIENCIES
AND PLAN OF CORRECTION

{X1) PROVIDER/SUPPLIER/CLIA
IDENTIFICATION NUMBER:

CA090001041

FORM APPROVED
(X3) DATE SURVEY
(X2) MULTIPLE CONSTRUCTION COMPLETED
A. BUILDING
B. WING
11/26/2012

NAME OF PROVIDER OR SUPPLIER

PLANNED PARENTHOOD - CHULA VISTA CEN

STREET ADDRESS, CITY, STATE, ZIF CODE

1295 BROADWAY, #201 & #202
CHULA VISTA, CA 91911

(X4) 1D SUMMARY STATEMENT OF DEFICIENCIES ID PROVIDER'S PLAN OF CORRECTION (x5)
PREFIX (EACH DEFICIENCY MUST BE PRECEDED BY FULL PREFIX (EACH CORRECTIVE ACTION SHOULD BE COMPLETE
TAG REGULATORY OR LSC IDENTIFYING INFORMATION) TAG CROSS-REFERENCED TO THE APPROPRIATE DATE
i DEFICIENCY)
D 000: Initial Comments ; D000
: _ ] We apologized to Patient 1 in person and T
. The following reflects the findings of the California reassured @er that Planned Parenthood is
. Department of Public Health during the ! committed to protecting patient privacy.
! investigation on an entity reported incident. i
_ o i A follow up apology letter was maiied to 10/15412
- Entity reported incident: CA00329880 | Patient 1. -
Category: State Monitoring: Non-Breach Patient i The Health Center Manager immediately 10/16/12
Medical Information Incident spoke to the Front Office Specialist
| _ involved in the complaint and the
Representing the Department: Nanette Bizzarro, | Employee Relations Manager was
HFEN contacted. Disciplinary action included a
written “Employee Incident/Solution
The inspection was limited to the specific entity Notice.”
reported incident investigated and does not
represent the findings of a full inspection of the The Health Center Manager reviewed the 12/14/12
 facility. agency’s HIPAA privacy policies and
procedures with staff at their staff meeting
D071 T22 DIV5 CH7 ART4-75030(a)(2) Basic © DO71 including protection of patient privacy at
Services--Policies and Procedures the front desk.
| T : ; ! s , 12/14/12
(2) Policies relating to patient care. i See above regarding immediate measures
i that were put into place to ensure deficient
3 practice does not recur.
' ; ; : g ; 05/25/12
This Statute is not met as evidenced by: Monitoring of compliance to the Front
' Based on interview and document review, the Office Specialist Skills Assessment Form
' facility failed to ensure that clinic staff followed has been incorporated into the initial
the facility's expectations and policy, and assessment for new health center staff and
 maintained the confidentiality of Patient 1's the annual performance evaluation. They
- medical information. are conducted by the Health Center
| | Manager.
Findings: i
. The Center Manager is responsible for
An interview with the clinic manager (CM) was monitoring compliance to HIPAA privacy.
conducted on 11/26/12, at 3.00 P.M. The CM policies and procedures in their healih
stated that Patient 1 reported that, a front desk centers including protection of patient
staff verbalized the reason for+  clinic visit, privacy at the front desk.
"loud enough for other patients in the waiting 1
room to hear." The CM stated that the front desk 'al
: ¥ ¥
Llcen5|lqn_d Cemﬁcat!on Dlvmn . ” ) . ,.. ! !
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D071 Continued From page 1 - D071 In addition, the HIPAA Privacy Officer

staff should not have verbalized any identifying

visit when checking in patients. The CM also
 stated that it was the clinic's expectation and

' skills assessment, that the confidentiality of all
- patients’ health information would be maintained.

. A review of the Front Office Specialist Skills
' Assessment form indicated that, "Correctly
maintains patient confidentiality at all times at

“name, talks to patient at window in low voice,
does not ask patient what they are here for today,
etc.)."

' Front Desk position (i.e. only calls patients by first

" information and should not ask the reason for the !

pelicy, and it was alsc part of the front office staff

1
i
|
i

t

i

centers.

Officer.

by 12/14/12.

conducts HIPAA training for all new
health center staff as part of the
agency’s orientation and training
program as well as an annual HIPAA
Compliance Training review. HIPAA
compliance audits are also conducted
annually at a minimum of six health

A HIPAA Privacy audit of the front
office processes at this health center
was conducted by the HIPAA Privacy

All corrective actions were completed

11/26/12
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D000| Initial Comments D 000
We apologized to Patient B on the phone i1
. ) o and reassured her that Planned Parenthood
The following reflects the findings of the California is committed to protecting patient privacy,
Department of Public Health following an :
invgstigation 9f a 'self-rep(')rted breach of a An apology letter was mailed to Patient A
patient's medical information. regarding the privacy breach. (Please see 12712
‘ attached.)
Complaint number: CAQ0336712
, L o . The Health Center Manager spoke to
The investigation was limited to the spec_mc event Patient B and asked that she return the 1217712
repgrted ar'.ld does not rga_present the findings of a birth control pill packet (cotrsct
full inspection of the facility. presoription} with Patient A’s name on it
Representing the (}g[ifornia Department of Public ;i?;gg?;e‘;;? lr,lr:: :)lgqlla}:;l]:g Bf tl{[l control
Health: Health Facilities Evaluator Nurse ‘
State ID: 15932. The Health Center Manager reviewed with | 121%12
: _ all health center staff at their staff meeting, |
A 001/ Informed Medical Breach . A 001 the policy for Verifying Client
: Identification and the 5 Rights of
Health and Safety Code Section 1280.15 (b)}(2), Medication Administration, She also
" A clinic, health facility, agency, or hospice shall reviewed with staff the importance of
also report any unlawful or unauthorlzed access handling one patient’s chart at a time,
to, or use or disclosure of, a patient's medical '
information to the affected patient or the patient's The Health Center Manager performed a 109/13
representative at the last known address, no root cause analysis with the Director of
later than five business days after the unlawful or | - Quality Management to determine what
unauthorized access, use, or disclosure has contributing factors led to the error, This
been detected by the clinic, health facility, resulted in a streamlined process whereby
agency, or hospice." charts are maintained with the patient until
health center staff is ready to complete the
The CDPH verified that the facility informed the orders for the patRRCERERIN prevent
affected patient(s) or the patient's . errors S AN EME RUBIAG pts Ay pfaft
representative(s) of the unlawfu! or unauthorized in managing one patient chart at a time.
access, use or disclosure of the patient's medical : |
information. APR 1 7 2013 1
|
LICENSING ' i
D177 | T22 DIV5 CH7 ART6-75055(b) Unit Patient D177 SAN DIEGO NgFﬁ'ﬁEﬂﬁgl]FFI%?s ‘-‘HEJN o
Health Records - AL LR
(b) Information contained in the health records Unl e d
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D 177| Continued From Page 1 DA77 Monitoring of compliance to the policy for
' : g . i 0512512
, ) . Verifying Client Identification and the 5 {Date
shall be confidential and shall be dlsclq_sed Only Rights of Medication Administration has assessment
to authorized persons in accordance with federal, been incorporated into the initial form
state and local laws. : assessment for new health center staff and implementec)
' the annval performance evaluation. The
Health Center Manager is responsible for
) ) . condueting the anmal performance
This RULE: is not met as evidenced by. y evaluation. The annual review process is
Based on interview and record review, the facility part of our quality assurance program.
failed to protect the medical record information for _
one . L . The Health Center Manager is responsible
sampled patient (Patient A) as required per Health for contimiously monitoring compliance to -
and Safety Code Regulation 1280.15. As a result, all HIPAA privacy policies and procedures
the patleqt‘s private heaith information (PHI) was in their health centers including protection
compromised. of patient privacy through verification of
e patient identity and the new process for
Findings: _ handling one patient chart at a time.
The facility Wés made aware of a breach on In addition, the TIIPAA Privacy Officer
12/11/12. The facility notified the Department of conducts H,IP AA training for ;{1 new
the incident on 12/17/12. health center staff as part of the agency’s
e . ientati d training pr: 1
The facility reported that the breach included the , gﬁ:ﬁnauﬁnﬂa% AAE_l Eﬁﬁiﬁéﬁlﬁn\ﬁg as
following PHI related to Patient A; Name, birth review. FIIPAA compliance audits are also
control information. conducted annually at a minimum of six
T . . 1tk :
The Administrative staff confirmed the incident health centers
during a telephone interview on 1/23/13. The . .
AP ; . t
Administrative staff stated that Patient B informed f_lgl_cloammve actions were completed by
the facility that she received birth control '
medications that were meant for Patient A.
STATE FORM s J54H11
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D 000 | Initial Comments - D 000
We apologized to Patient B in person and 7/16/13
reassured her that Planned Parenthood is
llowing reflects the findings of the California committed to protecting patient privacy. We
-Igt;?);?tment%f Public Health fo!?owing an took the birth control pill packet with Patient
investigation of a self-reported breach of a A’s name on it and provided Patient B with a
patient's medical information. properly labeled birth control pill packet with
her name on it.
Complaint number: CA00362725
P _ The Health Center Manager called Patient B 71713
The investigation was limited to the specific event after determining that she may have also
reported and does not represent the findings of a received two boxes of emergency
full inspection of the facility. contraception with Patient A’s name on
_ them. Patient B returned two boxes of
Representing the California Department of Public emergency contraception with Patient A’s
Health: Health Facilities Evaluator Nurse name on them and was provided with
State 1D 15932, properly labeled boxes of emergency
conitraception with her name on them. We
) again apologized to Patient B and thanked
A 001 Informed Medical Breach , A 001 her for returning the items.
Health and Safety Code Section 1280'1,“? (b)(2), The Health Center Manager also left a phone
" A clinic, health facility, agency, or hospice shall message for Patient A apologizing for the
also report any unlawful or unauthorized access error ?;.:I,l d asked her to comac‘:’t us. In addition
to, or use ar disclosure of, a pgtient's medicgl the Health Center Manager ) ?
fepresentaive af the ast khown adiress. no. immediately discussed th ertos with medtica
later than five business days after the unlawful or assistant staff. o
i s, Use, ot disclosure has .
gggﬁtggtrgftgdagﬁe clinic, health facility An apology letter was mailed 7/18/13
- or hospice." ' ! to Patient A regarding the privacy breach.
agenoy, pice. (Please see attached.)
if acility informe
gpfgc?e[zlppgt‘i’:r:ltf(!sesd JP ?r,: e:h;ait:‘ie:ant‘g med the The Health Center Manag_er performed a root 719/13
representative(s) of the unlawful or unauthorized Kzusef“alym wéth the D lrec;or of Quality [ /]
access, use or disclosure of the patient's medical anagement o determine what contributing ]
nformation factors led to the error. This resulted in ¢
‘ . streamlined process whereby a pre-printed |
label with the patient’s information on it, will |
‘ ) be generated after the clinician has pliced the
D177 T22 D|V5 CH? ART6“75055(b) Un|t Patlent D 177 Ol'del'. The medi_cal aSSiStﬂnt will n ®
Health Records confirm the patient's identity in thf p nel e d
o of the patient, prior to attaching ¢ 1
{b) Information contained in the health records the medication (s). ®
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D 177 | Continued From Page 1 D177 Continued From Page 1
shall be confidential and shall be disclosed only . L
to authorized persons in accordance with federal, The Health Center Manager reviewed with 7/26/13
state and local laws. all heialth center .staff at the!r s_taff .
_ meeting, the policy for Verifying Clieat
Identification and the 5 Rights of
N Medication Administration.
This RULE: is not met as evidenced by: She also reviewed wiih staff the new process
Based on interview and record review, the facility %%ig‘g)ﬁlmg medieakion in the preserce o Hhey
failed to protect the medical record information for U _
one ' Mor}ltgrmg o_f compha.nce tf) the policy for 5/25/12
sampled patient (Patient A) as required per Health Verifying Client Identification and the 5 fdate
and Safety Code Regulation 1280.15. As a result, Rights of Medication Administration has fassment
the patient's private health information (PHI) was been incorporated into the initial assessment implemented)
compromised. for new health center staff and the annual
performance evaluation. The Health Center
Findings: Manager is responsible for conducting the
annuzl performance evalvation. The annual
The facility was made aware of a breach on review process is part of our quality
7M7113. The facility notified the Department of the assurance program.
incident on 7/22/13. 7
. ' : The Health Center Manager s responsible
The facility reported that the breach included the for continuously monitoring compliance to
following PHI related to Patient A: Name, birth all HIPAA. privacy policies and procedures
control pills, and emergency contraception. in their health centers including protection of
patient privacy through verification of
The Administrative staff confirmed the incident patient ideatity and the new process for
during a telephone interview on 7/23/13. The labeling medication in the presence of the
Administrative staff stated that Patient B notified patient.
the facility in person she received a medication _
that belonged to Patient A. After Patient B left the In addition, the HIPAA Privacy Officer
facility, it was determined she also received two conducts HIPAA training for all new health
other medications that belonged to Patient A. center staff as part of the agency’s |
orientation and training program as well &s
an annual HIPAA Compliance Training l
review. HIPAA compliance audits are also |
conducted annually at 2 minimum of six |
health centers. |
)
All corrective actions were compwnl
7-26-13.
STATE FORM w2100 8PSF11
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D 000 | [nitial Comments D 000 #) The deficiency occurred when a medical
recoids staff person failed to follow the
normal process for ensuring correct patient
The following reflects the findings of the California lde“.t]]t%“ . o lele'fwm% medical ‘ef‘ordﬁ via
Department of Public Health following an emal. ' hat process involves comparing the
. A patient’s email address listed on their medical
InV?Stlgatfon c.)f as elf-repqrted breach of a records release form against the email address
patient's medical information. on the computer, prior to sending medical
Complaint number; CA00407428 records viz email. ,
] o o . Performance issues related to quality of work
The investigation was limited to the specific event had also been identified with the staff person
reported and does not represent the findings of a involved in the error. She had difficuity
full inspection of the facility. operating systematically and in a timely
' fashion. The staff persen was acting with a
Representing the California Department of Public sense of urgency 1o meet the patient’s request
Health: Health Facilities Evaluator Nurse and inappropriately ignored al! procedures that
State ID: 15832. were outlined,
, Prior to this error, the staff person had
A001| Informed Medical Breach A 001 received re-training and a detailed process for
. responding to medical records requests which
!rlealt'h and Safety Code Section 1280.15 (b)(2), had been developed for her to ensure
A clinic, health facility, agency, or hospice shall timeliness and accuracy. She received this
also report any unlawful or unauthorized access policy on 7-2-14 and was being actively
to, or use or disclosure of, a patient's medical monitored on a bi-weekly basis by her
information to the affected patient or the patient's supervisor,
representative at the last known address, no
later than five business days after the unfawful or As of 8-8-14, the staff person is no longer
unauthotized access, use, or disclosure has employed by the agency.
been detected by the clinic, health facility,
agency, or hospice." b) New written procedures have been created
and provided to the current medical records
The CDPH verified that the facility informed the staff. In addition, we are developing a new
affected patient(s) or the patient's onbearding process for all new medical
representative(s) of the unlawful or unauthorized records staff. The new onboarding process |
access, use or disclosure of the patient's medical will focus on a standardized step by step
information. procedure for fulfilling medical records |
requests, including responding to requests hy |
email. |
D 177 | T22 DIV5 CH7 ART6B-75055(b) Unit Patient D 177 ¢) This procedure will be used as the
Health Records guideline for training and evaluating medical @
‘ records staff on a regular basis. InMﬂ l e d
{b} Information contained in the health records this procedure will be used at the (Sasdnlin .
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D 177 | Continued From Page 1 D177 performance evaluation to ensure that this
person is meeting the requirements of the job.
shall be c_:onfidential an.d shall be disclqsed only The St. Director of Quality is responsible for
to authorized persons in accordance with federal, conducting performance evaluations for
state and local laws, medical records staff which includes ensuring
policies and procedures are followed regarding
the appropriate release of patient records by
email. The performance review process is part
This RULE: is not met as evidenced by: of our quality assurance program,
Based on interview and record review, the facility R litv is ¢
failed to protect the medical record information for d) The .Sll' ?“.ecw' of Q“‘]‘ ity is also
one Zzszgo?iil:cz tgﬂ‘;ﬁ;ﬁ;ﬁ;ﬁﬂgﬂg l]illlgcs and
sampled patient (Patient A) as required per Health pl.ocl;dm.es in the Medical Recm.d;
and Safety Code Regulation 1280.15. As a result, Department.
the patient's private health information (PHI) was
compromised. €) The Sr, Director of Quality oversees the
Medical Records Department and is
Findings: responsible for implementing the plan of
correction,
The facility was made aware of a breach on e e N
7/23/14. The facility notified the Department of the The Sr. Director of Quality immediately
I reviewed what contributing factors led te the
incident on 7/28/14. error and determined that a medical records
. . staff person had not followed the policy and
The facility reported that the breach included the procedlure for responding to a patient's request
following PHI related to Patient A: Name, to receive records by email,
laboratory results, medical history, diagnosis,
medications, and provider name.. A written procedure was created and all
medical records staff have been trained on
The Administrative staff confirmed the incident this,
ig%‘%g;g;ﬁ%hgg% 2:2{; (Ije:! r?_]g C?Igj/: : C OTrgs The Sr, Dire'ctor of Qualit.y also met with the
. . staff person involved to discuss the error and
employee failed to ensure an emalil address was comrective actions
correct prior to emailing PHI, As a result, PHI that ‘
belonged to Patient A, was emailed to Patient B. In addition, the HIPAA Privacy Officer
conducts training for all new staft (including l
medical records staff) as part of the agency’s J
crientation and training program. An annyal |
HIPAA Compliance Training is also requived
of all staff. HIPAA compliance audits are also |
conducted on an annual basis by the HIDAA |
Privacy Officer °
All corrective actions were complun l
8-8-14.
STATE FORM oztian WBOH11
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D 001

Informed Medical Breach

Health and Safety Code Section 1280.15 (b)(2),

" A clinic, health facility, agency, or hospice shall
also report any unlawful or unauthorized access
to, or use or disclosure of, a patient's medical
information to the affected patient or the patient's
representative at the last known address, no later
than five business days after the unlawful or
unauthorized access, use, or disclosure has been
detected by the clinic, health facility, agency, or
hospice."

The CDPH verified that the facility informed the
affected patient(s) or the patient's
representative(s) of the unlawful or unauthorized
access, use or disclosure of the patient's medical
information.

Initial Comments

The following reflects the findings of the California
Department of Public Health during the
investigation of Entity Reported Incident
CA00420349 regarding Breach to Person/Entity
Qutside Facility/HC System.

Inspection was limited to the specific entity
reported incident investigated and does not
represent the findings of a full inspection of the
facility.

Representing the California Department of Public
Health: 32398, Health Facilities Evaluator Nurse.

The Department was unable to substantiate a
violation of Federal or State regulations.

A 001

D 001
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(X4) 1D SUMMARY STATEMENT OF DEFICIENCIES D PROVIDER'S PLAN OF CORRECTION
PREFIX (EACH DEFICIENCY MUST BE PRECEDED BY FULL PREFIX (EACH CORRECTIVE ACTION-SHOULD BE conﬁ’é?sre
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. i
A 001: Informed Medical Breach ] A 001 'The following is Planned Parenthood Mar
. ; ‘Monte’s  (PPMM’s)  response  to  the
Health and Safety Code Section 1280.15 (b)(2), f Department’s request for a Plan of Correction
" Aclinic, heaith facility, agency, or hospice shalil : ‘with respect to Entity Reported Incident
also report any unlawful or unauthorized access | CA00300096 in CDPH letter dated March 27,
to, or use or disclosure of, a patient's medical i 2012,
information to the affected patient or the patient's :
repre§entat|v.e at the last known address, no later - Deficiency # D069, D071 [policies relating to
than five business days after the unlawiul or patient care not implemented]
. unauthorized access, use, or disclosure has been ! .
detected"by the clumc health facility, agency, or } (a) Corrective actions to be accomplished for
hospice. ! the affected patient: As soon as the Gilroy
. . ! Center Manager learned about the possible
The CDPH \_/enﬁed that the fgacuIJ‘ty informed the i breach of the patient’s protected health
N affected patient(s) or the patient's : information (PHI), a comprehensive investigation
representative(s) of the unlawful or unauthorized ; was begun Aﬁér it was determined that a
access, use or disclosure of the patient's medical : ’ N
inf breach had occurred, a PPMM representative
ormatlon ! . co :
. ; called and spoke with the patient informing her
i -of the breach and apologizing. PPMM's
S » : Compliance Officer also sent the patient a letter
D000 Initial Comments D 0oo ‘communicating similar information. There is no
i Statement of Deficiency concerning reporting to
The following reflects the fmdlngs of the California! _the patient. The patient has not requested any
Department of Public Health during the ; further action from PPMM concerning the
investigation of an entity reported incident

conducted 3/5/12. i

Entity Reported Incident CA00300096 was in
regards to breach of patient health information by :
" the primary care clinic. A deficiency was |dent|ﬁed
(see California Code of Regulations, Title 22, CALIFORNjA 1y
Section 75030(a)(2)).

: The affected patient was notified by the clinic of ; APR 1 0[ 2@
* the privacy breach on 2/16/12.

. - - ii&CDNﬁOM
Inspection was limited to the specific entity i SAN JOsg
reported incidents investigated and does not
represent the findings of a full inspection of the |
primary care clinic.

I
i

i

‘(b) Identification of other patients potentially

OF P UBLLC’ EAL”:FIEIS situation involved an emp|oyee (Staff A)

_None of the people to whom employess-are

breach. This portion of the POC is the same as
proposed in the POC dated March 20, 2012.

affected by the same deficient practice and
corrective action to be taken:

telling another employeée (Staff C) about Staff C's
srelative’s PHI. PPMM has repeatedly emphasized
the importance of employees reporting possibie” )
PHI breaches to their supervisor, as Staff A did.." ;

directed to report this conduct {Compliance
Officer, CEO, General Counsel, Gilroy Center
~Manager) has received such reporis or _renorts

LABORATORY DIRECTOR' S OR PROVIDER/SUPF’L!ER REPRESENTATIVE'S SIGNATURE

Licensing and Certification Dwnyon 6/ C&'VVI !7 '( an u 0 K ]T(JFQ é/—

from any other sources about such'PHl breaches. % |
@ 4.
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Services-Policies and Procedures

(2) Policies relating to patient care.

This Statute is not met as evidenced by:
Based on interview and record review, the clinic
failed to ensure written policies and procedures

- were implemented for confidentiality of patient

health information for one of one sampled patient

(M.
Findings:

On 3/5/12, Patient 1's clinical record indicated the
patient had an appointment at the clinic on 2/7/12
and 2/10/12, for test procedures. On 2/7/12, the
patient received assistance for the procedure
from Staff A.

On 3/5/12, during an interview, Staff C stated she
was related to Patient 1 and she was not aware

Licensing and Certification Division

STATE FORM

6809

policies, highlighting and affirming that
confirmed intentional breaches result in
termination of the employment relationship and

. that suspensions may occur during investigation,

consistent with PPMM’s Human Resources

- policy; b) role playing of hypothetical scenarios ~
- and discussion of appropriate responses; and c)

acknowledgement of participation in the in-
service will be signed by ail staff members who
participate at the completion of the in-Service.

 The PPMM Compliance Officer will prepare the

written materials, with input from PPMM staff as

. appropriate. The Regional Area Service Directors
. (AsDs) will disseminate the materials to all
* Center
. Managers (RPMs).

Managers and Regional Program
The Director of Operations
for the Response Center will also receive the

same materials. The Health Center manage(s or

~ individuals with similar supervisory responsibiiity

will review the materials and conduct the“in-

" Service training. The highlights of this In-Service

will be reinforced at the annual privacy. site In-

Service (material prepared by Cum,,la.we
Officer, presented by same p p
presented the intentional breachilin

unless  PPMM management e5|gna es
otherwise).

IDENTIFICATION NUMBER: COMPLETED
A. BUILDING .
B. WING
CA070000181 03/05/2012
NAME OF PROVIDER OR SUPPLIER STREET ADDRESS, CITY, STATE, ZIP CODE
760 RENZ LANE
PLANNED
PARENTHOOD GILROY, CA 95020
(X4) ID SUMMARY STATEMENT OF DEFICIENCIES D | PROVIDER'S PLAN OF CORRECTION (X5)
PREFIX (EACH DEFICIENCY MUST BE PRECEDED BY FULL PREFIX | (EACH CORRECTIVE ACTION SHOULD BE COMPLETE
TAG REGULATORY OR LSC IDENTIFYING INFORMATION) TAG CROSS-REFERENCED TQ THE APPROPRIATE DATE
» DEFICIENCY)
D inu L |
000} Continued From page 1 D 000 In addition, PPMM has taken appropriate
Representing the California Department of Public -disciplinary action concerning the person who
Health: 11442, Health Facilities Evaluator Nurse. committed the intentional breach. In addition,
PPMM will be engaging in the following
. . proactive  corrective  actions  concerning
D069 T22 DIV5 CH7 ART4-75030(a) Basic Services- | D 069 intentional breaches: 1) mandatory In-Services
-Policies and Procedures for all PPMM Health Center, Response Center,
) . ' . and Education staff; 2) PPMM intranet privacy
(a) Written policies and procedures which the FAQs; and 3) revisions to PPMM New Hire
clinic shall implement shall include, but not be Orientation material. (see (c} below).
limited to: ' ;
(c) Immediate measures and systemic changes
that will be put in place to ensure that deficient
practice does not recur:
This Statute is not met as evidenced by: 1. Mandatory Intentional  Breach
: ' | Training In-Service for all PPMM Health Centers,
Response Center, and Education staff that will
D 071 T22 DIV5 CH7 ART4-75030(a)(2) Basic D 071 include: a) discussion of PPMM'’s privacy breach

_,,..., —

if@
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training will review the quiz results and follow-
up-as appropriate. These quizzes will serve as
weekly reinforcement of knowledge to inciaasa
understanding of the range of intentional privacy
breaches.
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PLANNED PARENTHOOD GILROY, CA 95020
(X4) ID SUMMARY STATEMENT OF DEFICIENCIES ID ! PROVIDER'S PLAN OF CORRECTION (X5)
PREFIX (EACH DEFICIENCY MUST BE PRECEDED BY FULL PREFIX (EACH CORRECTIVE ACTION SHOULD BE COMPLETE
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. DEFICIENCY)
D 071 Continued From page 2 D071 |
the patient had an appointment at the clinic. On 2. Privacy FAQS on the intranet: PPMM ‘E
2/8/12 at approximately 7 p.m. Staff A told her will prepare Privacy FAQs to be posted on the |
Patient 1's test results. Patient 1 did not want internal Intranet site. The initial batch of !
Staff C to know she was at the clinic. On 2/10/12, _questions posted will address intentional {
Staff C stated she was working in the back of the breaches. The Compliance Officer will work with
clinic and Staff A told her Patient 1 was in the the Information Technology Department and |
clinic. other PPMM staff to publicize the new feature. i
- On 3/5/12, review of Staff A's employee file 3. New Hire Orientation (NHO): NHO
| indicated on 12/21/11, Staff A signed a statement materials will be revised to reflect the In-Service
she would comply with the clinic's requirements materials noted above. These materials will be
for Confidentially and Nondisclosure Agreement. prepared by the Compliance Officer and the ],1/
-The Privacy Policy indicated, the clinic, "...is: - Director Training and discussed at NHO. L{ ! ﬁ
committed to the protection of the confidential T
information, documents and proprietary (d) Monitoring/Quality Assurance: PPMM
information of which it is respgnsible." plans to undertake the following monitoring and |
B quality assurance activities:
On 12/16/11, Staff A signed and dated the clinic's o
Policy Regarding Provision of Services to ‘1. Sign-ins, acknowledgments: see @. |
Relatives and Others Known to Staff. The policy The sign-ins will be maintained by the people {
indicated,"...Staff may encounter Others when conducting the In-Services. teah creman
this occurs, staff should inform them that all LLW%W (swm)
services are strictly confidential and that the 2. “Huddles” The people conducting the
| privacy of their heaith 'nformatlor':" including In-Service (or their désignees) will conduct daily
| patient status, will be protected.. “huddles” covering possible privacy breach
i L . examples and debriefing from previous day for
i The clinic failed to ensure policies were three weeks after the In-Service.
i implemented to respect patient's rights for
confidentiality of health information. 3. Quizzes: Quizzes will be given once a
- week for three weeks following the In-Service.
LLE(LH’“ 4| _Responsible staff*who conducted the in-Service

United
fortife
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v it o b
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~will track each confirmed

sites where the intentional breaches occurred.
. For PPMM

- will take place no later than April 23, 2012. The

- the mandatory In-Services. The intranet FAQs
. and the NHO material will be completed no later

(X4) ID SUMMARY STATEMENT OF DEFICIENCIES | 0 PROVIDER'S PLAN OF CORRECTION l (X5)
PREFIX (EACH DEFICIENCY MUST BE PRECEDED 8Y FULL i PREFIX (EACH CORRECTIVE ACTION SHOULD BE i COMPLETE
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DEFICIENCY) {
D 071 D 071 ‘

4. Compliance Officer Monitoring of
intentional breaches: The Compliance Officer
incident of an
intentional privacy breach within the affiliate.
Certain incidents will be reviewed by PPMM'’s
Risk and Quality Management Committee to
identify issues involving these intentional
breaches. When appropriate, additional
corrective actions will be implemented at those

(e) Date corrective action will be éo‘mpleted:

sites . that have experienced
intentional privacy breaches beginning in
January 2011 through the present, the In-Service

remaining sites will include the In-Service at the
next regular staff meeting. The huddles and
quizzes will continue for three weeks following

than April 23, 2012.

ni

STATE FORM

i
Licensing and Certification Division

6899

9T6J11

yla3l]

fortife



( { . PRINTED: 04/02/2013
' FORM APPROVED
STATEMENT OF DEFIGIENGIES (X1) PROVIDER/SUPPLIER/CLIA (X2) MULTIPLE CONSTRUCTION (X3) DATE SURVEY
AND PLAN OF GORRECTION IDENTIFICATION NUMBER COMPLETED
A. BUILDING
: CA080000260 B. WING 03/04/2013
NAME OF PROVIDER OR SUPPLIER STREET ADDRESS, CITY, STATE, ZIP CODE
PLANNED PARENTHOQOD - ISABELLA CENTER 1820 MARRON ROAD SUITE 110
CARLSBAD, CA 92008
(X4) ID SUMMARY STATEMENT OF DEFICIENGIES D PROVIDER'S PLAN OF CORRECTION (X5)
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D 000 | Initial Comments D 000
We apologized to Patient B in person, 21213
, . . ) reassured her that Planned Parenthood is
The following reﬂec_ts the findings qf the California committed to protecting patient privacy
.Dep‘?".*me.”t of Public Heatth following an and thanked her for returning the Health
Invgstlgatlon ofas elf-reported breach of a RECEIVED Access Card with Patient A’s information
patients medical information. CA DEPT OF PUBLIC|HEAT W We provided Patient B with a new
. Health Access Card with her correct
Complaint number: CA00343719 " information on it.
The investigation was limited to the specific e\.re%lg’rJH 17 201
g a8 Peci The Health Center Manager called Patient 21313
reported and does not represent the findings of a explained the privacy breach,
full inspection of the facility. -LICENSING & CERTIF} CAT% ized for the error and reassured her
SAN DIEGO NORTH DISTRICT nned Parenthood is committed to
Eeplrtes?tmlghtl;e Cahforré:a IIZ)epart]Tent of Public protecting patient privacy. Patient A was
Ste at r:D' $§E§32 acilities Evaluator Nurse also informed that the Health Access Card
ale 1L ) with her information on it was returned to
. us and that a new Health Access Card
A 001} Informed Medical Breach A 001 would be mailed out to her.
Health and Safety Code Section 1280.15 (b)(2), A follow up apology letter was sent to 271513
" A clinic, health facility, agency, or hospice shall Patient A, (See Attached.)
also report any unlawful or unauthorized access
to, or use or disclosure of, a patient's medical The Health Center Manager immediately 2/12/13
information to the affected patient or the patient's discussed the incident with front office
representative at the last known address, no staff, and implemented a new check-in
later than five business days after the unlawful or process, The process involves the patient
unauthorized access, use, or disclosure has completing a check in form, the Front
been detected by the clinic, health facility, Office Specialist writing down the Health
agency, or hospice " Acceas Card number on the form and then
immediately returning the patient’s Health
The CDPH verified that the facility informed the Access Card to them.
affected patient(s) or the patient's
representative(s) of the unlawful or unauthorized The Health Center Manager reviewed the PEVIE
access, use or disclosure of the patient's medical new check-in process with all health enter!”
information. staff at their next staff meeting, She als6 |
reviewed the agency policy for Verifying |
Client Identification, |
D177 | T22 DIV5 CH7 ART6-75055(b) Unit Patient D177 |
Health Records U o ]
(b) Information contained in the health records nl .e
LABORATORY DIRECTORS OR PROVIBER/SUPPLIER REPRESENTATIVES SIGNATURE TITLE

o
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D177

Continued From Page 1

shall be confidential and shall be disclosed only
to authorized persons in accordance with federal,
state and local laws.

This RULE: is not met as evidenced by:

Based on interview and record review, the facility
failed to protect the medical record information for
one

sampled patient (Patient A} as required per Health
and Safety Code Regulation 1280.15. As a resuli,
the patient's private health information (PHI) was
compromised.

Findings:

The facility was made aware of a breach on
2112113, The facility notified the Department of the
incident on 2/15/13. ‘

The facility reported that the breach included the
following PHI related to Patient A: Name, ‘date of
birth and medical record number.

The Administrative staff confirmed the incident
during a telephone interview on 3/4/13. The
Administrative staff stated that Patient B informed
the facility she was given a Health Acces Program
card that contained the PH| of Patient A.

D177
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A 000 Initial Comments A 000 We apologized to Patient B on the phone, 0730/
reassured her that Planned Parenthood is R
The following reflects the findings of the California committed to protecting patient privacy and
Department of Public Health during the asked that she return the letter intended for
investigation of one entity reported incident. Patient A. Patient B returned the letter to us
the same day.
Entity reported incident number: CA00365335
Representing the California Department of Public , )
Health: 25937 / 2122 An apology letter was mailed to Patient A
regarding the privacy breach .and reas‘suring 07/31/13
The inspection was limited to the specific entity her that Planned Parenthood is committed
reported incident investigated and does not to protecting patient privacy. Patient A was
represent the findings of a full inspection of the also informed that Patient B had returned
facility. the letter to us.
This Department was able to substantiate a The Case Management Supervisor reviewed
violation of the regulations. the incident with staff at their staff meeting 075113
and they performed a root cause analysis to
; determine what contributing factors led to
A 001 ; :
ADE| Imarmig; Medical Branch o8 the error. The solution was determined to be
Health and Safety Code Section 1280.15 (b)(2) the installation of personal desk printers for
" Aclinic, health facility, agency, or hospice shall prinkingont pelicat labiresutleitens; This
alee repc,th any unlawful or unauthorized access allows the Case Management Specialist to
to, or use or disclosure of, a patient's medical print the patient’s lab result letter from the
information to the affected patient or the patient's geﬁ?mc Mfctllmal Ii;ootr’c} aégﬁe f‘a}n; tl”“e
representative at the last known address, no later Y LREY Pl iie PRNSIESHEOCESSE RS
than five business days after the unlawful or from their personal‘ label prmte.r. The letter
unauthorized access, use, or disclosure has been and label are therefore printed in the same
detected by the clinic, health facility, agency, or order and matched prior to mailing.
hospice." y .
P See above regarding immediate measures
The CDPH verified that the facility informed the | .7, | that were putinto place to ensure deficient
affected patient(s) or the patient's A \ ! practice does not recur. Printers installed
representative(s) of the unlawful or unauthorized | {X ' | shortlyafter solution determined.
. access, use or disclosure of the patient's medical 7 "l
G information.

United
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A017| Continued From page 1 A017 Continued from page 1
A 017 1280.15(a) Health & Safety Code 1280 A017
Monitoring of compliance to the new
(a) A clinic, health facility, home health agency, or process has been incorporated into the 04/12/12
hospice licensed pursuant to Section 1204, initial assessment and training for new (date
1250, 1725, or 1745 shall prevent unlawful or case management staff and the annual | assessment
unauthorized access to, and use or disclosure of, performance evaluation. The Case il
patients' medical information, as defined in Management Supervisor is responsible
subdivision (g) of Section 56.05 of the Civil Code for conducting the annual performance
and consistent with Section 130203. The evaluation. The annual review process is
department, after investigation, may assess an part of our quality assurance prograni,
administrative penalty for a violation of this
section of up to twenty-five thousand dollars The Case Management Supervisor is
(%25,000) per patient whose medical information respansible for continuously monitoring
was unlawfully or without authorization accessed, compliance to all HIPAA privacy policies
used, or disclosed, and up to seventeen and procedures in Case Management
thousand five hundred dollars ($17,500) per including protection of patient privacy
subsequent occurrence of unlawful or through use of a dedicated printer for
unauthorized access, use, or disclosure of that patient lab results,

patients' medical information. For purposes of the
investigation, the department shall consider the

clinic's, health facility's, agency's, or hospice's In addition, the HIPAA Privacy Officer
history of compliance with this section and other conducts HIPAA training for all new case
related state and federal statutes and regulations, management staff as part of the agency’s
the extent to which the facility detected violations orientation and training program as well
and took preventative action to immediately as an annual HIPAA Compliance

correct and prevent past violations from recurring, Training review.

and factors outside its control that restricted the

facility's ability to comply with this section. The All corrective actions were completed by
department shall have full discretion to consider 8-20-13.

all factors when determining the amount of an
administrative penalty pursuant to this section.

This Statute is not met as evidenced by: |
Based on interview and facility document review, ‘
the fagility failed to prevent unauthorized access

and/or.disclosure of Patient 1's medical px
information,-when Patient A's laboratory results
Licensing and Certificaticn Division
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were sent to Patient B. This failure had the
potential to result in misuse of private/protected
information.

Findings:

On January 23, 2014, at 11:55 a.m., the Privacy
officer (PO) was interviewed. The PO stated
Patient B notified the facility on July 30, 2013, that
she had received a letter in the mail that was
intended for Patient A. The PO stated Patient B's
name and address was on the outside envelope,
but the letter inside was addressed to Patient A,
and contained protected health information (PHI).
The PO stated Patient B returned the letter to the
facility.

The letter sent to Patient B was reviewed. The
letter contained Patient A's name, address, and
positive test results for Chlamydia (a sexually
transmitted disease). In addition, there was a one
page information sheet describing the disease as
a sexually transmitted disease.

The information contained in the facility employee
handbook, under Health Insurance Portability
and Accountability Act (HIPAA) Privacy
Statement. The information indicated the
following:

1. Make sure all medical records are secure from
unauthorized use.

2. Never allow an unauthorized person access to
any medical records or PHI.

3. As a general matter, An individual's PHI may
not be used or disclosed without proper
permission.
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D 00G| Initial Comments D 000
a) The deficiency occurred when Patient A
and Patient B checked in for their
\ L ] ) appointments at the same time and muitiple
The following reﬂecfts the findings qf the California patient labels and Fee Tickets for both patients
_Depar‘tme'nt of Public Health following an were printed out. In this instance, one or both
investigation (_)f a self-reported breach of a of the Front Office Staff did not properly
patient's medical information. verify identification prior to placing Patient
A’s label on Patient B’s Health Access Plan
Complaint number: CAC0407631 (HAP) card and handing it to Patient B,
The investigation was limited to the specific event The center was functioning with two different
reported and does not represent the findings of a processes to return HAP cards to patients, We
full inspection of the facility. believe this led to the failure in this case to
_ . properly identify patient information with
Representing the California Department of Public HAP card information.
Health: Health Facilities Evaluator Nurse
State |D: 15932. The plan of correction will be o have one
consistent practice to verify identification
. between the HAP card and the Fee Ticket
A001| Informed Medical Breach A 001 whereby the HAP card will not be returned to
the patient at the front desk.
Health and Safety Code Section 1280.15 (b)(2),
" A clinic, health facility, agency, or hospice shall b) The procedure for implementing the plan
also report any unlawful or unauthorized access of correction includes a consistent process
to, or use or disclosure of, a patient's medical whereby the patient’s HAP card will be
information to the affected patient or the patient's attached to the patient’s Fee Tickel and both
representative at the last known address, no will be given to the Medical Assistant, The
later than five business days after the unlawful or Medical Assistant will compare the HAP card
unauthorized access, use, or disclosure has against the Fee Ticket, call the patient to the
been detected by the clinic, health facility, back of the center and will then ask the patient
agenay, or hospice.” to verify their information prior to handing the
patient their HAP card.
The CDPH verified that the facility informed the o
affected patient(s) or the patient's c) Momtormglprolccdures ‘to ensure that the
representative(s) of the unlawful or unauthorized Ella“ of correction i effective include the
access, use or disclosure of the patient's medical calth Center Manager reviewing Fee Ticks(s |
information. and gbservmg both the front ofﬁge sla.ft and |
n Medical Assistants to ensure verification ¢f
patient identity. ;
D177 | T22 DIV5 CH7 ART6-75055(b) Unit Patient D177 The Health Center Manager is responsibia for |~
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D177 | Continued From Page 1 D177 handling of HAP cards and the process for
. . . verifying patient identity, The annual review
shall be qonfldentlal and shall be dlsclqsed only process is part of our quality assurance
to authorized persons in accordance with federal, progrant.
state and local laws.
The Health Center Manager is also
responsible for continuously monitoring
compliance to all HIPAA privacy policies and
This RULE: is not met as evidenced by: procedures in the health center. This includes
Based on interview and record review, the facility protection of patient privacy by following the
falled to protect the medical record information for new procedure outlined above.
one
sampled patient (Patient A) as required per Health The HIPAA Privacy Officer also conducts
and Safety Code Regulation 1280.15. As a result, annual audits that may include this issue,
the patient's private health information (PHI) was . i
compromised. d) The Hezlth Center Manager is responsible
for implementing the plan of correction,
indings:
Finding e) The Health Center Manager immediately
The facility was made aware of a breach on ;;‘;f{?};?it‘z 1;111‘01;;21:{0052:1? ({Sﬁgﬁip cands
.7/ 2%/ ! 4,( Th?, /g&:]C;Illty notified the Department of the and verifying patient identity on 7-28-14. She
Inciaent on 4. also discussed with staff what contributing
, factors may have led to the error,
The facility reported that the breach included the Y
fqllowmg PHI Irelated to Patient A: Name, date of The Health Center Manager again discussed
birth and medical record number. the consistent process with all staff at their
. . . o next staff meeting on 8-29-14, She reminded
The Administrative staff confirmed the incident them about the importance of verifying patient
during a telephone interview on 8/13/14. The identity before providing the patient with a
Administrative staff stated Patient A and Patient B HAP card, and specifically addressed the
were in the clinic at the same time. Patient B was Medical Assistant’s responsibility as outlined
given a label for her health card that was meant above,
for Patient A.
In addition, the HIPAA Privacy Officer
conducts training for all new staff as part of
the ageney’s orientation and training prderam.
An annual HIPAA Compliance Trainingis
also required of all staff. HIPAA compliance /|
audits are also conducted on an annual basis
by the HIPAA Privacy Officer
All corrective actions were complete <
8-29-14. l e
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A 000| Initial Comments A 000 .
The following is Planned Parenthood Mar Monte's
: (PPMM’s) response to the Department’s request for a
AMENDED 2567 9/25/14 for COI‘I’B(?'[IOI"I to the Plan of Correction with respect to Entity Reported
Clinic's policy and procedure used in Tag D177 Incident CA00405313, enclosed in CDPH letter dated
September 25, 2014, received by PPMM's Modesto
The following reflects the findings of the California Health Center (Madesto) on September 29, 2014
Department of Public Health Licensing and concerning an incident at Modesto that was reported
Certification during the investigation of Entity to CDPH on July 9, 2014 (CDPH Report)
Hef:’oned Incident: CA00405313. Deficiency cited as not complying with Cal. Health &
) Safety Code 1280.15(b)(2), 22 CCR 75055(b)(clinic
Representing the California Department of Public failed to ensure confidential treatment of Patient 1's
Health Licensing and Certification: 31360, RN, protected health information (PHI) when Staff 1
HFEN disclosed to Patient’s boyfriend the nature of Patient's
' visit when Patient told Staff 1 that Patient authorized
\ . vy g 4 Patient’s boyfriend to take an appeointment that she
The Inspection was limited to the specific Entity could not make).
Reported Incidents and does not represent the
findings of a full inspection of the facility. (a) Corrective actions to be accomplished for the
affected patient:
One deficiency was written as a result of Entity 5 RS, W Wit 5 " -
! ; n luly 9, , the Modesto Center anager (C
Heported Incident: CA00405313' called Patient 1, discussed the incident with her and
apologized. On that day, the Compliance Officer mailed
A 001| Informed Medical Breach A 001 the letter to Patient required by Cal. Health &
Professional Code 1280.15. CDPH does not note any 3y 7/9/14
Health and Safety Code Section 1280.15 (b)(2) deficiency concerning PPMM’s communication with
ey 25 e : Patient 1,
" Aclinic, health facility, agency, or hospice shall
also report any unlawful or UnaulthoerEd access (b) Identification of other patients potentially
to, or use or disclosure of, a patient's medical affected by the same deficient practice and corrective
information to the affected patient or the patient's action to be taken:
representative at the last known address, no later N _ _ "
than five business days after the unlawful or PPMM has not identified other patients potentially (b} N/A
. i affected in this instance.
unauthorized access, use, or disclosure has been ey
detentd by the clinic, health facnlty. agency, or (c) Immediate measures and systemic changes that
hosplce." will be put in place to ensure that deficient practice
o _ does not recur; () _719/14, 7/16/14,
The CDPH verified that the facility informed the CM sk with taff 1 about the incident on uly 7 agd 3|, <73
. : 1 spoke wi a about the incident on July 7 ap 3/24/14
affected pat.lent(s) ?rr:he plat‘lAf:;.‘fntlS thofized July 16, 2014, reinforcing the importance of not ‘
representatlve(s)_ of the unlawful or .unalu OFIZ.E‘ disclosing PHI in similar situation unless Patient
access, use or disclosure of the patient's medical authorizes. At the September 24, 2014 center-wide ]
information. staff meeting, CM presented a privacy question fof
discussion that was based on this inci t and
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D 177 T22 DIV5 CH7 ARTB-75055(b) Unit Patient : D177 reiterated the importance of not sharing patient’s PHI
Health Records (unless prior patient explicit authorization) with

someone who asks to take a patient’s appointment
when the patient has cancelled, even though that

(b) Information contained in the health records person states that he/she already knows about the

shall be confidential and shall be disclosed only patient’s appointment.
to authorized persons in accordance with federal,
state and local laws. : (d) Monitaring Process/Quality Assurance

By October 10, 2014, CM’s supervisor will schedule a
privacy quiz for March 2015 at Modesto to manitor
staff’s continued understanding about protecting PHI

This Statute is not met as evidenced by: in the type of circumstance described in the CDPH

Based on staff interview, clinical record review Report. By October 20, 2014, PPMM's Privacy Officer
and administrative document review, the clinic will begin revising PPMM's Privacy Manual to more
failed to ensure confidential treatment of explicitly address the circumstance described in the
protected health information (PHI) when Patient CORH Report for dissemination i 2015.

1's information related to a medical appointrhent
was disclosed to an unauthorized person.

(d) 10/10/14, 10/20/14
This failure resulted in unauthorized access of
Patient's 1 PHI and the potential for abuse of the
information.

Findings:

On 7/25/14 at 3:00 p.m., during an interview, the
Compliance Officer (CO) stated Patient 1 made
an appointment for services at the clinic. When
Patient 1 could not keep her appointment, her
boyfriend wanted to take her time slot for himself.
He phoned the Clinic's call center and was then
told the nature of Patient 1's appointment without
Patient 1's authorization.

Patient 1's PHI breached was the nature {(health
related reason) of her medical appointment.

The facility policy and procedure titled "Privacy
Manual Policy 4: Reasonable Safeguards against
Privacy Breaches" revised September 2013,
indicated "Confirmation of patient identity before
discussing or providing written PHI (including
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SUMMARY STATEMENT OF DEFICIENCIES

prescription, referral forms, etc.) to patient: -
Before patients receive documents or are spoken
to about PHI, [Clinic] staff should at a minimum,
ask patients to provide their first and last name
and date of birth, and check the document to
make sure that it corresponds. Staff should not
provide the information first and then ask for
confirmation, since that can result in a privacy
breach if the person is not the correct patient.

Conversations: PHI should not be discussed
anywhere when the discussion is not based on a
need to know for professional reasons.,.

Phone calls: The identity of the person on the
phone must be confirmed before any PHI is”
provided and messages should be left only in
accordance with [Clinic] policies."
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D 000 | Initial Comments D 000
We apologized to Patient B on the telephone 2-12-14
and reassured her that Planned Parenthood is
. - v itted to protecti tient privacy.
The following reflects the findings of the California o e. O prD oC hE PECTL PrIvACY
; X Patient B agreed to return the box of
Department of Public Health following an emergency contraceptive pills with Patient A’s
investigation qf a _self-reported breach of a name on it later that day.
patient's medical informatlon.
. The Health Center Manager immediately 9-12.14
Complaint number: CA00388190 discussed the incident with the Lead Clinician e
and the clinician involved in the error, She
The investigation was limited to the specific event reviewed with them the mandatory process of
reported and does not represent the findings of a double checking patient labels prior ta
full inspection of the facility. handing a box of emergency contraceptive
pills to a patient. In addition, the Health
Representing the California Department of Public Center Manager contacted the Director of
Health: Health Facilities Evaluator Nurse Quality Management to conduct a root cause
State ID: 15932, analysis to determine what contributing
factors led to the error,
A001 | Informed Medical Breach A 001 Multiple telephone contact attempts were 2-13-14
_ made to Patient B when she failed to return
Hea”_h and Safety Code Section 1280-15 (b)(2), the box of emergency contraceptive pills with
" A clinic, health facility, agency, or hospice shall Patient A’s name on it.
also report any unlawful or unautharized access
to, or use or disclosure of, a patient's medical The Health Center Manager spoke to Patient B 2-18-14
information to the affected patient or the patient's who stated she had not viewed the label on the
representative at the last known address, no box of emergency contraceptive pills with
later than five business days afier the unlawful or Patient A’s name on it, had taken the
unauthorized access, use, or disclosure has medication and had thrown away the box,
been detected by the clinic, health facility, .
agency, or hospice." An ﬂpo!ogy letter was mailed to Patient A 2-18-14
regarding the privacy breach and letting
The CDPH verified that the facility informed the her know that Patient B stated she had not
affected patient(s) or the patient's viewed the label on the box of emergency
representative(s) of the unlawful or unauthorized E"‘étff“_’ep“"e plusﬂ“"g] her name on it and
access, Use or disclosure of the patient's medical ac thrown away the box. |
infarmation. The Health Center Manager completed a rbot | 3-11-14
cause analysis with the Director of Quality |
Management which resulted in the need to |
D177 | T22 DIV5 CH? ART6-75055(b) Unit Patient D177 reinforce with all staff the following '
Health Records °
(b) Information contained in the health records Unl ed
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D177} Continued From Page 1 D177 »  Verification of patient identity
shall be confidential and shall be disclosed only ﬁ;‘i g?ltﬁldmg the patient any
to authorized persons in accordance with federal, s Verification of a“4 point check”
state and local laws . erl lcatlpn ofa pom:t check
' in the patient’s Electronic Medical
Record prior to handing the
patient any medication
. . ) Only working on one patient’
This RULE: is not met as evidenced by: * chax at a ﬁ’:]ge patient's
Bgsed on interview and r.ecord review, the fgmhty The Health Center Manager will review
failed to protect the medical record information for these expectations with all staff at the next
one . _ . staff meeting on 3-28-14,
sampled patient (Patient A} as required per Health
and Sa_fety Coqe Regulation 1280-15- As a result, Moritoring of compliance to the policy for 55-12
the patlen_t's private health information (PHI) was verifying patient identity has been
compromised. incorporated into the initiat assessment for (chrte
new health center staff and the annual “”e”;';’_’,’?f
Findings: performance evaluation, The Health Center 1 ;. remenvend
Manager is responsible for conducting the
The facility was made aware of a breach on annual performance evaluation. The anrual
2/12/14. The facility notified the Depariment of the review process is part of our quality
incident on 2/18/14. assurance program.
The facility reported that the breach included the The Health Center Manager is responsible
following PHI related to Patient A: Name, for continuously monitoring compliance to
prescribing clinician, clinic address and all HIPAA privacy policies alnd procedures
medication instructions. in their health centers including protection
of patient privacy through verificaticn of
The Administrative staff confirmed the incident patient identity prior to handing the patient
during a telephone interview on 3/3/14. The any medication.
Administrative staff stated Patient B was given a s .
T A . . In addition, the HIPAA Privacy Officer
E’% of medication that was labeled with Patlent A'g conducts HIPAA training for all new health
' center staff as part of the agency’s
orientation and training program as well as
an annual HIPAA Compliance Training |
review. HIPAA compliance audits are also |
conducted annually at a minimum of si» I ’
health centers. |
All corrective actions were complatid by '
3-11-14. U °® ]
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A000] Initial Comments A 000 ™ . : .
The MA was immediately terminated 9-17-14
. oo . ) following an investigation,
The following reflects the findings of the California The Health Center Manager called the '
Department of Public Health during an entity patient, explained that the MA was no 9-18-14
reported incident investigation visit: longer working for us and provided her
with her phone number if she had any
Entity Reported Incident: CA00413852 questions or concerns.
Inspection does not represent the findings of a full B.
inspection of the facility. Planned Parenthood will continue to
thoroughly screen potential job candidates
Representing the California Department of Public including asking interview questions related to
Health: Surveyor Federal/State |ID# 18918/1729 the protection of patient privacy. New
employees receive training by the HIPAA
This Department was able to substantiate a Privacy Officer as part of their onboarding
violation of the regulations. process and sign an Acknowledgement to
abide by the Agency’s privacy policies and
. procedures. In addition, an annual HIPAA
A 001 Informed Medical Breach A 001 Compliance Training is required of all staff.
Health and Safety Code Section 1280.15 (b)(2), C.
" Aclinic, health facility, agency, or hospice shall Planned Parenthood will continue its practice
also report any unlawful or unauthorized access to immediately investigate any suspected
to, or use or disclosure of, a patient's medical violations of our privacy policies and
information to the affected patient or the patient's procedures and to immediately implement
representative at the last known address, no later appropriate disciplinary action, up to, and
than five business days after the unlawful or including termination of employment.
unauthorized access, use, or disclosure has been
detected by the clinic, health facility, agency, or D.
hospice." The Health Center Manager is responsible
for continuously monitoring compliance to
The CDPH verified that the facility informed the all HIPAA privacy policies and procedures
affected patient(s) or the patient's in the health center including appropriate
representative(s) of the unlawful or unauthorized access t'o.patient records. The MA violated
access, use or disclosure of the patient's medical our policies and procedures when he |
information. inappropriately accessed Patient A’s '
% medical record and was promptly
W&q \r‘{ terminated as a result. |
\\]"\\ HIPAA compliance audits are conducted |
A017] 1280.15(a) Health & Safety Code 1280 A017 on an annual basis by the HIPAA/ Privioy '
Officer. °
(a) A clinic, health facility, home health agency, or M
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A017| Continued From page 1 A017 ; .
C pag The MA was immediately suspended 0-16-14
hospice licensed pursuant to Section 1204, pending an investigation,
1250, 1725, or 1745 shall prevent unlawful or The MA’s employment was terminated 9-17-14
unauthorized access to, and use or disclosure of, after the investigation.
patients' medical information, as defined in The Health Center Manager called Patient 9-18-14
subdivision (g) of Section 56.05 of the Civil Code Ato let her know the MA was no longer
and consistent with Section 130203. The employed by Planned Parenthood.
department, after investigation, may assess an T HIEAA Rivagy Offfoersenthationts |, 0
administrative penalty for a violation of this an apology follow up letter.
section of up to twenty-five thousand dollars ?”;0"86“"6 Boans wero complessd by
-19-14.

($25,000) per patient whose medical information
was unlawfully or without authorization accessed,
used, or disclosed, and up to seventeen
thousand five hundred dollars ($17,500) per
subsequent occurrence of unlawful or
unauthorized access, use, or disclosure of that
patients' medical information. For purposes of the
investigation, the department shall consider the
clinic's, health facility's, agency's, ar hospice's
history of compliance with this section and other
related state and federal statutes and regulations,
the extent to which the facility detected violations
and took preventative action to immediately
correct and prevent past violations from recurring,
and factors outside its control that restricted the
facility's ability to comply with this section. The
department shall have full discretion to consider
all factors when determining the amount of an
administrative penalty pursuant to this section.

|
|
This Statute is not met as evidenced by: |
Based on interview and record review, the facility i
failed to prevent the intentional unauthorized i
access of Patient A's protected health information
(PHI), when Medical Assistant (MA) 1 accessed |
Patient A's medical record, without a job related
need to access the information. On September °
15, 2014, MA 1 accessed Patient A's record to
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obtain the patient's cell phone number, for MA 1's
personal use. This resulted in the misuse of
Patient A's private information by MA 1.

Findings:

During a telephonic interview with the facility
Privacy Officer (PO), on October 1, 2014, at 4:30
p.m., the PO stated on September 16, 2014, the
facility was notified by Patient A that MA 1 had
contacted her and asked if he could "text her."
The PO stated MA 1, was performing intakes on
September 15, 2014, when he met and obtained
intake information for Patient A's visit. The PO
stated the facility investigation revealed, MA 1
initially entered Patient A's information into the
patient's medical record, in the course of his job
duties, but later that same day, MA 1 re-entered
Patient A's record to obtain Patient A's phone
number. The PO stated MA 1 then sent a text
message via a cell phone to Patient A, asking if
he could text her. The PO stated Patient A called
the facility on September 16, 2014, to report the
incident.

The facility provided a "print screen" copy of the
text messages between MA 1 and Patient A. A
review of the text revealed there was no work
related purpose (direct need) for MA 1 to contact
Patient A.

The facility's Employee Handbook section titled,
"Health Insurance Portability and Accountability
Act (HIPAA) Privacy Statement," was reviewed
and indicated, "You may never have unauthorized
access to the PHI of any client or employee.
Unauthorized access is defined as the
inappropriate review or viewing of client medical
information without a direct need for diagnosis,
treatment, or other lawful use..."
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The facility failed to prevent the intentional
unauthorized access to Patient A's medical
information by MA 1, in accordance with the
facility policy, when MA 1 accessed the patient's
medical record to obtain Patient A's phone
number.
|
|
|
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N PPOSBC Response to Amended CMS 2567 for 92714
A000| Initial Comments A000  \OMPLAINT NUMBER CA00379879: o
AMENDED * PPOSBC former Compliance Officer during the interval in
question is no longer with PPOSBC. However, senior
The following reflects the findings of the California management at PPOSBC including the PPOSBC CEO, and
Department of Public Health during the (CO0 are aware of the standard processes engaged in by said
investigation of COMPLAINT NUMBER: former Compliance Officer including but not limited to said
CA003798709. Compliance Officer’s adherence to PPOSBC policies
regarding reporting applicable incidents such as that
Inspection was limited to the specific complaint(s) dlescribed herein, and direct communication(s) with
investigated and does not represent the findings applicable offected PPOSBC patients. Therefore, the
of a full inspecti on of the facility. | following said PPOSBC response is in good faith with respect

to said former Compliance Officer’s tenure at PPOSBC.
Representing the California Department of Public

Health: Surveyor 1835, HFEN. Amended CMS 2567 form CA00379879 Findings:
Findings for Complaint Number: CA00379879. a) Patient at issue was contacted by PPOSBC's

compliance officer informing patient of the incident,
The complaint allegation(s) were substantiated PPOSBC policies on the same and that PPOSBC would 3
and regulatory violations written at AOO1 and thoroughly investigate said incident and remedy as :rz
A017. applicable. Patient was provided full contact information =

at PPOSBC for any additional questions or follow up at e

A001| Informed Medical Breach A 001 patient’s discretion. To concretely ensure ongoing -

safety and privacy of patient’s protected health o
Health and Safety Code Section 1280.15 (b)(2), information to the best of PPOSBC’s ability, PPOSBC .
" A clinic, health facility, agency, or hospice shall staff at issue was promptly separated from =
also report any unlawful or unauthorized access employment by PPOSBC on or about August 23, .
to, or use or disclosure of, a patient's medical 2013. <3
information to the affected patient or the patient's o)
representative at the last known address, no later b) PPOSBC has a robust series of policies that all staff <

than five business days after the unlawful or
unauthorized access, use, or disclosure has been
detected by the clinic, health facility, agency, or
hospice."

must adhere to regarding the optimum security and
privacy of patient protected health information. Staff
are also regularly trained and educated on said
policies.

The CDPH verified that the facility informed the ) ) e _
affected patient(s) or the patient's I. Pertinent said policies include:
representative(s) of the unlawful or unauthorized * PPOSBC Compliance Policy CO-600 Corporate |

access, use or disclosure of the patient's medical Compliance Program
information. * PPOSBC Compliance Policy CO-1104 Patient Righ L.

to File Complaints About Use and Discld8ur i
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all factors when determining the amount of an
administrative penalty pursuant to this section.

This Statute is not met as evidenced by:
Based on interview and facility document review,
the facility failed to prevent the disclosure of
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A001 | Continued From page 1 Agpy  |ProtectedHealthinformation _ 9.22.14
« PPOSBC Compliance Policy CO-1105 HIPAA Privacy
and Information Security Training
A017| 1280.15(a) Health & Safety Code 1280 A017 » PPOSBC Compliance Policy CO-1108 Minimum
Necessary Rule for Protected Health Information
(a) A clinic, health facility, home health agency, or * PPOSBC Compliance Policy CO-111 Protected
hospice licensed pursuant to Section 1204, Health Information Breach Notification
1250, 1725, or 1745 shall prevent unlawful or ¢ PPOSBC Compliance Policy CO-112 Sanctions for
unauthorized access to, and use or disclosure of, Unauthorized Uses and Disclosures of a Patient’s
patients' medical information, as defined in Protected Health Information
subdivision (g) of Section 56.05 of the Civil Code
and consistent with Section 130203. The Il. In addition to the promulgation of said policies at
department, after investigation, may assess an PPOSBC, PPOSBC also regularly trains and educates
adm_'n'Strat'Ve penalty f‘?r a violation of this on said agency policies, both at inception of staff's
section of up to t\yenty-five thousgnd fjollars . tenure at PPOSBC as well as throughout the agency
($25,000) per patient whose medical information oy .
Z S calendar; this includes:
was unlawfully or without authorization accessed,
?hsffé:;dd;ﬁlio;fﬁéézdd%ﬂ;(r)ssé\;e;ts%%? per . If’rptecteci Hea\‘Fh Jnfgrmaﬁon/HIPAA in-person
subsequent occurrence of unlawful or training at staff orientation day/hire
unauthorized access, use, or disclosure of that e An additional Protected Health Information/HIPAA s
patients' medical information. For purposes of the Online module new staff training for new stafftobe | =
investigation, the department shall consider the completed with a set period of time immediately ;
clinic's, health facility's, agency's, or hospice's post-orientation/hire &
history of compliance with this section and other « Proactive calendared clinic/health center Licensed | ~
related state and federal statutes and regulations, Clinician trainings that also include training on Pro- *:J
the extent to which the facility detected violations tected Health Information/HIPAA
and took preventative action to immediately » Proactive calendared non-licensed dlinic/health b £
correct and prevent past violations from recurring, center staff (e.g.,, Medical Assistants, reception staff) =
and _faCtOfS. putside its control that rest_ricted the trainings that also include training on Protected w2
facility's ability to comply with this section. The Health Information _
department shall have full discretion to consider « Health Center Managers proactively calendared o

trainings that focus on managing health center staff
with respect to several matters, including Protected
Health Information/HIPAA

= Proactively calendared Annual All-Staff agency
Training on Compliance Policies and Procedures

* PPOSBCimplemented automated audit software
that provides information on potential Unauthorized

access by/disclosure to any level of agency staff, wig]
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A017| Continued From page 2 LU ittt I
Patient I's protected health information (PHI) from administrative records. This audit software is breach
one staff member (Staff 1). detection technology that is fully integrated with our
) - electronic health record system. On adaily basis, the
Review of facility documents show on 8/19/13, a breach detection technology/software analyzes
caller reported knowing anq named a staff access into the agency systems, thereby automatically
m.ember who accessed patient medical_ records monitoring potential unauthorized access and/or
ywthout t'he need to know and was shgrlng‘t!’ie disclosures on numerous levels of the patient record
information Ito others. The caliey also identified such as lab results, progress notes, appointment
tsqgfzzlilreggg?ynfcg;gslzse medical records the information, and related facets
) ¢ Aculture that invites reporting any suspected
Further review showed the facility investigated the compliance and/or privacy matters to supervisors in
allegation and found evidence the named staff any department, including but not Imted to.PPOSBC
(Staff 1) accessed the medical records of one of Human Resources Department, Patient Services
the four patients identified. The medical record Department, Administration and the Compliance
belonging to Patient | was found accessed by Department
Staff 1 on four different occasions without a need * Dedicated and consistent agency Quality
to know. Management/Quality Assurance meetings through
the Patient Services Department to review and as
On 8/21/13, an interview with Staff 1 was applicable, improve the quality of agency processes
tc:oaduct.ed. Eut{ingi The i;’garvi.e\g, ?]taff 1 ?t?mitted » Dedicated and consistent (quarterly) agency Ej
0 Knowing ratient | and aenied snaring ine Compliance and Enterprise Risk Management L=
medical information _accessed. However, Staff 1 Committee to review and as applicable, improve the [
was unable to s_axpiain the reason s{we accessed quality of agency processes sy
Pat'en_t I's medical record on four different ¢ Adedicated Compliance agency Hotline 24 hoursa
QCEasions, day 7 days a week, 365 days a year -
Patient I's disclosed PHI may have included the * Suspension, Separamn. DfEmp aypnericancy or :13
: : . . other processes for sanctioning any staff that failsto |~
entire medical record including name, ol i dtraini Gl s
demographic data, financial information and St el 0 RRNEs R Ce g ok R
physician progress notes, nurses notes and any . , e
or all medications, treatments or procedures done Accordingly, as with any heaithcare agency, suchas | <N
within the facility. hospitals, the CDPH, DHCS and other entities, PPOSBE
is subject to common human errors or indeperident
On 9/9/14 at 1020 hours, a telephone conference acts against established and reinforced agency policies.
with the Privacy Officer occurred regarding the However, PPOSBC sets forth robust, consistent and

good faith efforts to prevent and/or as applicable |
remediate towards optimum protection of hizalth v 1

information for all patients. PPOSBC a kes evgy
effort to communicate with any applic8ble t
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A017| Continued From page 3 AO17 issue to assist them with any questions or concerns, 9.22.14

including providing contact information for relevant
staff such as patient services department or
compliance department staff, and providing said
patients with a tollHfree phone number to utilize at
any time.

c) As noted in section (b):

PPOSBC has a robust series of policies that all staff
must adhere to regarding the optimum security and
privacy of patient protected health information. Staff
arealso regularly trained and educated on said policies.

|. Pertinent said policies include:

s PPOSBC Compliance Policy CO-600 Corporate
Compliance Program

» PPOSBC Compliance Policy CO-1104 Patient Right
to File Complaints About Use and Disclosure of their
Protected Health Information

e PPOSBC Compliance Policy CO-1105 HIPAA Privacy
and Information Security Training

¢ PPOSBC Compliance Policy CO-1108 Minimum

Necessary Rule for Pratected Health Information r;::
¢ PPOSBC Compliance Policy CO-111 Protected e
Health Information Breach Notification =
* PPOSBC Compliance Policy CO-112 Sanctions for ==t
Unauthorized Uses and Disclosures of a Patient’s :
Protected Health Information

=)
II. In addition to the promulgaticn of said policies at -3
PPOSBC, PPOSBC also regularly trains and educates ()
on said agency policies, both at inception of stafT’s cn
tenure at PPOSBC as well as throughout the agericy o]

calendar; this includes:

e Protected Health Information/HIPAA In-persom ¢~ 1
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A017| Continued From page 4

A017

Online module new staff training for new staff to be
completed with a set pericd of time immediately
post-orientation/hire

» Proactive calendared clinic/health center Licensed
Clinician trainings that also include training on

9.22.14

Protected Health Information/HIPAA
« Proactive calendared non-licensed clinic/health
center staff (e.g., Medical Assistants, reception staff)
trainings that also include training on Protected
Health Information
» Health Center Managers proactively calendared
trainings that focus on managing health center staff
with respect to several matters, including Protected
Health Information/HIPAA
e Proactively calendared Annual All-Staff agency
Training on Compliance Policies and Procedures
* PPOSBC implemented automated audit software
that provides information on potential unauthorized
access by/disclosure to any level of agency staff, with
respect to the agency Electronic Health Records
system as well as related patient information systems
such as those relevant to patient scheduling and
administrative records. This audit software is breach
detection technology that is fully integrated with our
electronic health record system. On a daily basis, the
breach detection technology/software analyzes
access into the agency systems, thereby automatically
monitoring potential unauthorized access and/or
disclosures on numerous levels of the patient record
such as lab results, progress notes, appointment
information, and related facets -
¢ A culture that invites reporting any suspected f‘z_:j
compliance and/or privacy matters to supervisorsin —
any department, including but not limited to PPOSBL j:f
f—a
~J3

Human Resources Department, Patient Services
Department, Administration and the Compliarice |
Department ; -
» Dedicated and consistent agency Quality 7
Management/Quality Assurance meetings througrb
the Patient Services Department to reiew
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Continued From page 5

A017

applicable, improve the quality of agency processes

« Dedicated and consistent (quarterly) agency
Compliance and Enterprise Risk Management
Committee to review and as applicable, improve the
quality of agency processes

* A dedicated Compliance agency Hotline 24 hours a
day 7 days a week, 365 days a year

* Suspension, Separation of Employment and/or
other processes for sanctioning any staff that fails to
follow said processes and trainings as described above

Accordingly, as with any healthcare agency, such as
hospitals, the CDPH, DHCS and other entities, PPOSBC
is subject to common human errors or independent
acts against established and reinforced agency
policies, However, PPOSBC sets forth robust,
consistent and goad faith efforts to prevent and/or as
applicable remediate towards optimum protection of
health information for all patients.

PPOSBC also makes every effort to communicate with
any applicable patients at issue to assist them with
any questions or concerns, including providing
contact information for relevant staff such as patient
services department or compliance department staff,
and providing said patients with a toll-free phone
number to utilize at any time.

Thereby, PPOSBC submits in good faith that it is taking
allmeasures feasible to prevent and as applicable in
this matter, mitigate, reduce risk, raise quality and
address any deficiencies that CPDH may nevertheless
perceive. As additional measures:

¢ PPOSBC has hired a chief Compliance Officer, chief
Privacy Officer, and chief Security Officer to review
PPOSBC systems for additional quality improvement
as applicable. (i) One immediate result ferinisthe
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A017

Management Committee. (i) A second immediate
result is an updated agency All-Staff annual training
for Compliance policies and procedures that includes
robust Protected Health Information/HIPAA training.
(iii) Agency HIPAA Security measures have consistently
also been reviewed for quality assurance; however,
with said new hires’ recent presence at PPOSBC,
agency Security measures will also be re-reviewed for
even further optimum compliance.

¢ PPOSBC has also installed a Chief Operating Officer
who regularly collaborates with the Compliance
Officer, Privacy Officer and Security Officer, as well as
the VP of HR, the agency Medical Director, and the
Office of the CEO, to directly manage and oversee
ongoing training of all agency health center staff, both
licensed and non-licensed.

e With said new hires, PPOSBCis also embarking on a
long-term plan to continue to review all said
applicable agency policies for optimum quality and
compliance.

¢ With said new hires, PPOSBC also plans for long
term subject matter expertise for matters relevant to
optimum protection of patient privacy and security,
and compliance with regulatory and agency
standards.

d) and e) : As noted in section (c) in significant detail:

PPOSBC has a robust series of policies that all staff
must adhere to regarding the optimum security and
privacy of patient protected health information. Staff
are also regularly trained and educated on said
policies.

I. Pertinent said palicies include:
e PPOSBC Compliance Policy CO-600 Corporate

Compliance Program
» PPOSBC Compliance Policy CO-11

1o File Complaints About Use and Discl
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* PPOSBC Compliance Policy CO-1105 HIPAA Privacy
and Information Security Training

« PPOSBC Compliance Policy CO-1108 Minimum
Necessary Rule for Protected Health Information

« PPOSBC Compliance Policy CO-111 Protected
Health Information Breach Notification

¢ PPOSBC Compliance Policy CO-112 Sanctions for
Unauthorized Uses and Disclosures of a Patient’s
Protected Health Information

II. In addition to the promulgation of said policies at
PPOSBC, PPOSBC alsc regularly trains and educates
on said agency policies, both at inception of staff's
tenure at PPOSBC as well as throughout the agency
calendar; this includes:

e Protected Health Information/HIPAA in-person
training at staff orientation day/hire

* An additional Protected Health Information/HIPAA
Online module new staff training for new staff to be
completed with a set period of time immediately
post-orientation/hire

» Proactive calendared clinic/health center Licensed
Clinician trainings that also include training on
Protected Health Information/HIPAA

¢ Proactive calendared non-licensed clinic/health
center staff (e.g., Medical Assistants, reception staff)
trainings that also include training on Protected
Health Information =2
« Health Center Managers proactively calendared
trainings that focus on managing health center?

with respect to several matters, including Protected
Health Information/HIPAA b

e Proactively calendared Annual All-Staff ageﬁwT
Training on Compliance Policies and Procedures,

» PPOSBC implemented automated audit software
that provides information on potential Unautharized
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A017

system as well as related patient information systems
such as those relevant to patient scheduling and
administrative records. This audit software is breach
detection technology that is fully integrated with our
electronic health record system. On a daily basis, the
breach detection technology/software analyzes
access into the agency systems, thereby automatically
monitoring potential unauthorized access and/or
disclosures on numerous levels of the patient record
such as lab results, progress notes, appointment
information, and related facets

¢ A culture that invites reporting any suspected
compliance and/or privacy matters to supervisors in
any department, including but not limited to PPOSBC
Human Resources Department, Patient Services
Department, Administration and the Compliance
Department

¢ Dedicated and consistent agency Quality
Management/Quality Assurance meetings through
the Patient Services Department to review and as
applicable, improve the quality of agency processes

« Dedicated and consistent (quarterly) agency
Compliance and Enterprise Risk Management
Committee to review and as applicable, improve the
qguality of agency processes

» A dedicated Compliance agency Hotline 24 hours a
day 7 days a week, 365 days a year

e Suspension, Separation of Employment and/or
other processes for sanctioning any staff that fails to
follow said processes and trainings as described above

Accordingly, as with any healthcare agency, such as
hospitals, the CDPH, DHCS and other entities, PPGSBC
is subject to commaon human errors or indepeldent
acts against established and reinforced agency.
policies. However, PPOSBC sets forth robust, |
consistent and good faith efforts to prevent and/or as
applicable remediate towards optimuny protaction of
health information for all patients. ®
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PPOSBC also makes every effort to communicate
with any applicable patients at issue to assist them
with any questions or concerns, including providing
contact information for relevant staff such as patient
services department or compliance department staff,
and providing said patients with a toll-free phone
number to utilize at any time.

A017

Thereby, PPOSBC submits in good faith that it is taking
all measures feasible to prevent and as applicablein
this matter, mitigate, reduce risk, raise quality and
address any deficiencies that CPDH may nevertheless
perceive, As additional measures:

» PPOSBC has hired a chief Compliance Officer, chief
Privacy Officer, and chief Security Officer to review
PPOSBC systems for additional quality improvement
as applicable. (i) One immediate result herein is the
updating of the agency process to include the above-
referenced robust Compliance & Enterprise Risk
Management Committee. (i) A second immediate
result is an updated agency All-Staff annual training
for Compliance policies and procedures that includes
robust Protected Health Information/HIPAA training.
(ii) Agency HIPAA Security measures have consistently,
also been reviewed for quality assurance; however,
with said new hires’ recent presence at PPOSBC,
agency Security measures will also be re-reviewed for
even further optimum compliance

* With said new hires, PPOSBC s also embarking on a
long-term plan to continue to review all said
applicable agency policies for optimum quality and
compliance.

« With said new hires, PPOSBC also plans for long
term subject matter expertise for matters releyant to
optimum protection of patient privacy and sectiity,
and compliance with regulatory and agency
standards.

Accordingly, and since over a year hagpa
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A017| Continued From page 10 A017 the incident atissue, PPOSBC submits ingood faith | 92214
that it currently has already implemented and

integrated a variety of applicable corrective actions
to address the August 2013 incident atissue. Any
additional measures further outlined herein serve
to also illustrate PPOSBC”s commitment to overall
continued long-term optimum management of
relevant processes, and the privacy and security of
protected health information for its valued patient

population.

PPOSBC takes the optimal customer service, and
privacy and security of its patient very seriously and
will continue to do so through all efforts listed
herein; and any additional quality improvement
measures that its quality assurance, risk
management and compliance processes illuminate.
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A 000l Initial Comments A000 We apologized to Patient B in person,
o reassured her that Planned Parenthood is 2-19-14
The following reflects the findings of the California committed to protecting patient privacy and
Department of Public Health during the retrieved the Health Access Plan (HAP)
investigation of one entity reported incident. card with Patient A’s information on it from
. her. We provided Patient B with a new HAP
Entity Reported Incident Number: CA00388906 card with her correct information on it.
Representing the California Department of Public The Health Center Manager immediately
Health: Surveyor 2138/26288, HFEN discussed the incident with the Front Office 2.20-14
. , . " . Specialist involved in the error and
The mSp?Ct',OH was "m',ted to the specific entity reminded her that our process includes the
reported incident investigated and does not mandatory cross checking of all patient
represent the findings of a full inspection of the labels before they are affixed to the HAP
facility. card. The Health Center Manager also
. immediately implemented a new process
T,he Depaﬂment s E,lble to SUbSTantl,ate a that involves cross checking the label on the
violation of the regulations and a deficiency was HAP card against the demographic
gg%%g;%gggnw Reported Incident Number: information on the patient’s ‘“Fee Ticket”.
An apology letter was mailed to Patient A
A001| Informed Medical Breach A001 informing her about the breach, reassuring 2.04-14
her that Planned Parenthood is committed to
Health and Safety Code Section 1280.15 (b) (2), pl’OtCCtng patient privacy and to
" A clinic, health facility, agency, or hospice shall investigating the incident. We also informed
also report any unlawful or unauthorized access Patient A that the HAP card with her
to, or use or disclosure of, a patient's medical information on it had been returned to us.
information to the affected patient or the patient's
representative at the last known address, no later The Health Center Manager conducted a
than five business days after the unlawful or root cause analysis with the Director of ol
unauthorized access, use, or disclosure has been Quality Management in order to determine
detected by the clinic, health facility, agency, or what contributing factors led to the error
hospice." ' and to implement any identified system
improvements. This led to the following |
The CDPH verified that the facility informed the actions and changes: i ’ ‘
affected patient(s) or the patient's (1) More label printers were ordered= 1), @
representative(s) of the unlawful or unauthorized Lo thie fronit desk staft Ao
access, use or disclosure of the patient's medical -5 | i 5
information. 13 -
o 7
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A017| 1280.15(a) Health & Safety Code 1280 A017

(a) A clinic, health facility, home health agency, or
hospice licensed pursuant to Section 1204,
1250, 1725, or 1745 shall prevent unlawful or
unauthorized access to, and use or disclosure of,
patients' medical information, as defined in
subdivision (g) of Section 56.05 of the Civil Code
and consistent with Section 130203. The
department, after investigation, may assess an
administrative penalty for a violation of this
section of up to twenty-five thousand dollars
($25,000) per patient whose medical information
was unlawfully or without authorization accessed,
used, or disclosed, and up to seventeen
thousand five hundred dollars ($17,500) per
subsequent occurrence of unlawful or
unauthorized access, use, or disclosure of that
patients' medical information. For purposes of the
investigation, the department shall consider the
clinic's, health facility's, agency's, or hospice's
history of compliance with this section and other
related state and federal statutes and regulations,
the extent to which the facility detected violations
and took preventative action to immediately
correct and prevent past violations from recurring,
and factors outside its control that restricted the
facility's ability to comply with this section. The
department shall have full discretion to consider
all factors when determining the amount of an
administrative penalty pursuant to this section.

This Statute is not met as evidenced by:

Based on interview and record review, the facility
failed to ensure for one patient (Patient A), that
her protected health information (PHI) was not
disclosed to another patient (Patient B). This
failure resulted in unauthorized access to Patient

(2) Front desk staff will double
check every printed patient label
against the printed Fee Ticket
with the patient’s demographic
information on it prior to
affixing the label to the HAP
card

(3) Front desk staff will ensure that
the HAP card is labeled with the
correct patient’s information
prior to placing it in the patient’s
mini chart and handing it to the
Medical Assistant,

(4) The Medical Assistant will cross
reference the patient information
on the HAP card against the
patient’s Fee Ticket

(5) The Medical Assistant will ask
the patient to verify that the
information matches and is
correct by initialing the Fee
Ticket next to their name

The Health Center Manager reviewed the 3.28-14

new process with all health center staff at
their staff meeting.

Menitoring of compliance to the policy

for verifying patient identity has been 5'25‘;12
incorporated into the initial assessment mm{,,:,ﬁ
for new health center staff and the annual Jorm

implemented)

performance evaluation. The Health

Center Manager is responsible for {
conducting the annual performance |
evaluation. The annual review process is ‘
part of our quality assurance program. ‘

Licensing and Certification Division
STATE FORM

6899

£ - e
e orkife

so X o3
LM
<™ &~ i



PRINTED: 04/07/2014

FORM APPROVED
California Department of Public Health
STATEMENT OF DEFICIENCIES (X1) PROVIDER/SUPPLIER/CLIA {X2) MULTIPLE CONSTRUCTION (X3) DATE SURVEY
AND PLAN OF CORRECTION IDENTIFICATION NUMBER: A BHIEGING: COMPLETED
C
CA250000210 B. WING 03/11/2014
NAME OF PROVIDER OR SUPPLIER STREET ADDRESS, CITY, STATE, ZIP CODE
3772 TIBBETS STREET
PLANNED PARENTHOOD - RIVERSIDE CLINIC RIVERSIDE, CA 92506
(X4) ID SUMMARY STATEMENT OF DEFICIENCIES D PROVIDER'S PLAN OF CORRECTION (x5)
PREFIX (EACH DEFICIENCY MUST BE PRECEDED BY FULL PREEIX (EACH CORRECTIVE ACTION SHOULD BE COMPLETE
TAG REGULATORY OR LSC IDENTIFYING INFORMATION) TAG CROSS-REFERENCED TO THE APPROPRIATE DATE
DEFICIENCY)
A 017 | Continued From page 2 A017 The Health Center Manager is responsible
for continuously monitoring compliance
A's demographic information. to all HIPAA privacy policies and
procedures in their health centers
Finding: including protection of patient privacy
through verifica* >n of patient identity via
A telephone interview was conducted on March the new system outlined above.
11, 2013, at 3:00 p.m., with the HIPAA (Health
Insurance Portability And Accountability Act) In addition, the HIPAA Privacy Officer
Privacy Officer (PO). The PO stated on February conducts HIPAA training for all new
19, 2014, Patient B was checking in for a health center staff as part of the agency’s
scheduled appointment at the facility. A staff orientation and training program as well
member noticed that Patient B's identification as an annual HIPAA Compliance
card and health access program card had Patient Training review. HIPAA compliance
A's demographic information listed on the cards. " audits are also conducted annually at a
The demographic information included Patient A's minimum of six health centers.

name, date of birth, and medical record number.
The PO stated when Patient B was asked by the All corrective actions were completed by
staff why her cards had a different patient's 3.28-14.

information on them Patient B stated those were
the cards she was given by the staff. The PO
stated that a staff member must have placed
Patient A's identification labels on Patient B's
health cards by mistake, therefore, Patient A's
PHI was disclosed to Patient B.

The facility's policy and procedure titled "HIPAA,"
undated, was reviewed. The policy indicated that
staff were to not "reveal any aspect of a client's
medical record or PHI to unauthorized individuals,
or ever allow an unauthorized person access to
any medical record or PHI."
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The CDPH verified that the facility informed the
affected patient(s) or the patient's 1
representative(s) of the unlawful or unauthorized
access, use or disclosure of the patient's medlcal
information.

Service Specialist 1’s (HSS 1’s) check-in-process foi25
patients to ensure that she correctly took the steps
needed to save the changes in the entire NextGeh
(electronic patient record) medical record system.
During that same period, FOC monitored H:S 2sfabe!
printing for 25 patients to ensure that she‘checked that
the patient’s first name, last name, and
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A 000 [nitial Comments A 000 The following is Planned Parenthood Mar Monte’s
(PPMM'’s) response to the Department’s request for a
h e Facility Name | Plan of Correction with respect to Entity Reported
Amended to ¢ Hng cliity | Incident CA00401395, enclosed in CDPH letter dated
i‘ October 6, 2014, received by PPMM’s Family First
The following reflects the findings of the California’ Health Center (Family First) on October 7, 2014
Department of Public Health-Licensing and concerning an incident at Family First that was
Certification, during the investigation of Entity reported to CDPH on June 5, 2014 (CDPH Report).
Reported Incident: CA00401395. :
{ Deficiency cited as not complying with Cal. Health &
. . . % ‘ Safety Code 1280.15(b)(2), 22 CCR 75055(b)(clinic
Representmg _the Ca“foml,a. Depar.tment of Public | failed to ensure confidential treatment of Patient 1’s
Health'L'Censmg and Certification: 32306 RN' | protected health information (PHI) when Patient 2’s
HFEN. i chart had Patient 1’s label attached to it).
The inspection was limited to the specific Entity (a) Corrective actions to be accomplished for the
' Reported Incident investigated and does not affected patient: |
rep‘r‘esent the findings of a full inspection of the On June 5, 2014, a Family First supenvisor called |
fac”'tY- ; Patient 1 to inform her about the mistake and the i
required letter, confirm mailing address, and apologize ' 4
One deficiency was issued for Entity Reported for the error. On that day, the Compliance Officer (a) 6/5/
Incident: CA00401395. ! mailed the letter to Patient required by Cal. Health &
] Professional Code 1280.15. CDPH does not note any
) deficiency concerning PPMM’s communication with
A 001 Informed Medical Breach A 001 Patient 1.
Health and Safety Code Section 1280.15 (b)(Z), (b) Identification of other patients potentially
" A clinic. health facility agency, or hospice shall affected by the same deficient practice and corrective
! ! ' . action to be taken:
also report any unlawful or unauthorized access
to, or use or disclosure of, a p'at‘ent's medpal i PPMM has not identified other patients potentially
information to the affected patient or the patient's ! affected in this instance. (b) N/A
representative at the last known address, no later :
than five business days after the unlawful or [c) Immediate measures and systemic changes that
unauthorized access. use or disclosure has been will be put in place to ensure that deficient practice
O ! o does not recur:
detected by the clinic, health facility, agency, or
hospice." From June 12 through June 18, 2014, the Family Firgt
Front Office Coordinator (FOC) monitored the Hedlth @ J/18/14
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. , |
D 177 T22 DIVS CH7 ART6_75055(b) Unit Patient 1 D177 match the chart on which she puts the label. These
Health Records 1 employees did not make any mistakes during this
| monitoring process.  On June 17, 2014, Family First
(b) Information contained in the health records had a center-wide training on a privacy question
- shall be confidential and shall be disclosed only | involving joint responsibility for checking PHI, led by

to authorized persons in accordance with federal, | tie Registerad Nurse,

H
state and local laws. (d) Monitoring Process/Quality Assurance

During December, 2014, the Front Office Coordinator
‘ (or other CM designee) will conduct the same HSS 1
This Statute is not met as evidenced by: 4 and HSS 2 monitoring described in (c) above. Also @ 12/31/14
Based on staff interview, clinical record review, during December, 2014, PPMM's Privacy Officer will
s ; ; L review Privacy Manual Policy 4 (reasonable safeguards)
and administrative document review, the clinic
X ) . ! . i to specifically include checking chart labels as
failed to ensure Confldfentla' treatment of Patient ! described above for the 2015 Privacy Manual revision.
" 1's protected health information (PHI) when
Patient 2's chart had Patient 1's label attached to
it. i

This failure resulted in unauthorized access to |
Patient 1's PHI and the potential for abuse of that |
information. !

: Findings:

On 6/12/14 at 1:10 p.m., during a telephone ‘
interview, the Compliance Officer (CO) stated that!
on 5/29/14 Patient 2 had come in to the clinic for |
services. During the registration procedure, clinic
employees (Registered Nurse and Health
Services Specialists) printed Patient 1's label and |
placed it onto the chart of Patient 2. Patient 2
subsequently saw this label. The CO stated that
the employees should have double checked the ‘
label against the chart, but this was not done.

Patient 1's PHI breached included her name, date |
of birth, medical record number, clinic visited,
encounter number, date of service, insurance
provider and subscriber number.

°
The clinic's policy and procedure titled, "PRIVACY Un_l_te_d
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STREET ADDRESS, CITY, STATE, ZIP CODE
6095 N FIRST STREET

- MANUAL POLICY 4. REASONABLE
SAFEGUARDS AGAINST PRIVACY
BREACHES" dated 4/2012, indicated "

or providing written PHI (including prescription,
referral forms, etc.) to patient. Before patients
receive documents or are spoken to about PHI,
[Clinic] staff should, at a minimum, ask patlents to

~and check the document to make sure that it
corresponds. Staff should NOT provide the
information first and then ask for confirmation,
since that can result in a privacy breach if the
person is not the correct patient. . ."
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(X4) ID SUMMARY STATEMENT OF DEFICIENCIES D PROVIDER'S PLAN OF CORRECTION (X5)
PREFIX (EACH DEFICIENCY MUST BE PRECEDED BY FULL PREFIX (EACH CORRECTIVE ACTION SHOULD BE COMPLETE
TAG REGULATORY OR LSC IDENTIFYING INFORMATION) TAG CROSS-REFERENCED TO THE APPROPRIATE DATE
DEFICIENCY)
D 177 Continued From page 2 - D177

.Confirmation of patient identity before d|scussmg

provide the first AND Idst name and date of birth, |

|
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D 000 Initial Comments D 000 a. Since Patient 2 was still in the health 9-12-14
) center when the error was recognized, we
The following reflects the findings of the California explained and apologized to  »for the
Department of Public Health during the error in person and let!  know that we had
investigation of an Entity Reported Incident. alrcady attempted to coutact Patient 1 to
return the medication with Patient 2°s label
ERI Number: CA 00413369 on it.
Category: State Monitoring ‘ ) Multiple telephone contact attempts were 9-12-14
SUb‘Cat‘?QOW: Non'BreaCh Patient Medical made to Patient 1 when she failed to return 9-13-14
Information Incident the medication with Patient 2’s name on it. 9-15-14
Representing the California Department of Public A follow up letter was mailed to Patient 2 9-16-14
Health: 29153, Health Facilities Evaluator Nurse regarding the breach and our attempts to
. ) L . . contact Patient 1.
The inspection was limited to the specific entity
reported incident investigated and does not b. See corrective actions below.
represent the findings of a full inspection of the
hospital. c. The Health Center Manager and Lead 9-12-14
. . Clinician immediately discussed the
Onegef'gi%cg;rg;ggmen as aresult of ERI incident with the clinician involved in the
PV error and reminded®  that our process
includes the mandatory double checking of
D 177| T22 DIVS CH7 ART6-75055(b) Unit Patient D177 all patient information and labels prior to
Health Records handing medication to a patient.
(b) Information contained in the health records The Health Center Manager completed a
shall be confidential and shall be disclosed only root cause analvsis with the clinician
to authorized persons in accordance with federal, involved in the error which resulted in the
state and local laws. need to reinforce with all staff the
following:
e  The need to verify patient identity
] i ] prior to handing the patient any
This Statute is not met as evidenced by: st ssdiehan
Based on interview and document review the o Theneed to only work on o
clinic failed to ensure that Patient 2's personal patient’s chart at a time “
and protected health information (PHI) was kept |
confidential when a Physician Assistant (PA) 1 The Health Center Manager reviewed these | 0-26-14
gave batient | medications ihat contained & label expectations with all staff at théinext-staff
with Patient 2's information. As a result of this i ' ' !
failure, Patient 1 had access to Patient 2's =
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personal information.
Findings:

An investigation of an entity reported privacy
breach was initiated on 10/31/14. It was reported
ta the California Department of Public Health that
ont i an unauthorized and inadvertent
disclosure of Patient 2's medical information was
given to Patient 1 during a visit at the clinic.

The Physician Assistant (PA) 1 had seen Patient
1on . PA'1 had ordered medications for
Patient 1 during that same visit. PA 1 gave Patient
1 the medications with a label that contained
Patient 2's information.

On 11/4/14 at 1:30 P.M., an interview was
conducted with the Privacy Officer (PQ). The PO
stated that the process for ordering medications
was that the clinician (doctor or PA) would see the
patient, then go to their office and open up the
patients electronic medical record (EMR). The
clinician would then open their inbox with their
scheduled appointments and click on the correct
patient. Once in the patients EMR the clinician
would then order the medication and print out the
labels. The clinician would adhere the labels to
the medications. The PO stated that the clinicians
were to double check the EMR to ensure it was
the correct patient. The medication would then be
placed in a bag and would be given to the patient.
The PO stated that in this case, PA 1 went into
the EMR and opened the next patient scheduled
(Patient 2). PA 1 then ordered the medications
and printed out the labels and placed onto the
medications. The PO stated that the medications
were then given to Patient 1. The PQ further
stated that when the Medical Assistant (MA) 1
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D 177| Continued From page 1 D177

d. The monitoring process will include a
review of all patient privacy root cause
analysis reports by the HIPAA Privacy
Officer, Sr. Director of Quality and the Sr.
Diiector of Center Operations. This wiii
help to identify if any similar errors related
to the process for verification of patient
identity prior to handing the patient
medication or information, have occurred
and to address them immediately,

Monitoring of compliance to this internal
process is routine. In addition, it is part of
the annual performance evaluation. The
Health Center Manager and Lead Clinician
are responsible for conducting the annual
performance evaluation. The annual review
process is part of our quality assurance
program.

The Health Center Manager is responsible
for continuously monitoring compliance to
all HIPAA privacy policies and procedures
in their health centers including protection
of patient privacy through mandatory
double checking of all patient information
and labels prior to handing to the patient,

In addition, the HIPAA Privacy Officer
conducts HIPAA training for all new health
center staff as part of the agency’s
orientation and training program as well as
an annual HIPAA Compliance Training
review. HIPAA compliance audits are als /" |
conducted annually at a minimum of six
health centers.

e. All corrective actions were cobiplelddfBy
9-26-14. Y

went to work on Patient 2's medical record that
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MA 1 noticed that medications had already been
ordered. The PO acknowledged that the label on
the medications given to Patient 1 had contained
Patient 2's name, prescription, instructions for
use, name of the prescriber... The PO stated that
PA 1 had not double checked to ensure that she
was in the correct patients EMR prior to the
ordering of medications and printing of labels.
The PO stated that the process of ordering
medications was an "Internal Process" and that
they did not a written policy and procedure.

A review of the clinic's policy and procedure,
entitled "Employee Handbook", not dated,
indicated "...As a general matter, an individuals
PH! may not be used or disclosed without proper
permission..." This policy was not followed when
Patient 1 was given medications that contained
Patient 2's information with out proper permission
from Patient 2.

The Physician Assistant's failure to follow the
internal process of double checking to ensure
that she was in the correct patients electronic
medical record, resulted in the inadvertent and
unauthorized release of Patient 2's protected
health record information. This was also in
violation of the patient's right to confidentiality of
ali communications and record pertaining to
health care received at the hospital.
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D 000 | Initial Comments D ooo

a. The deficiency occurred when one clinician
inadvertently selected the wrong printer which
resulted in incorrect prescription labels being

The following reflects the findings of the California printed to the wrong exam room FE ?-I fcian in
Department of Public Health following an that exam room then failed to fpﬂ Vﬁ Tsi\zl[ﬁlﬁlml N
investigation of a self-reported breach of a process for reviewiig/preseriplion TabldBREZIHEAL L H
patient's medical information, placing them on medications and handing them .
to the patient,

Complaint number: CA00419617 JAN - 8 2015

i it P o The plan is to ensure that clinicians (a} always
The investigation was limited to the spec_mc event select and print o theld G EREINGIBDELTIFICATION
reported and does not represent the findings of a double check thatthepaimaEinfrratigron hery DericE
full inspection of the facility. printed label matches the eledironic medical | .

. ) ) ] record prior to placing the label on the
Representing the California Department of Public medication and handing it to the patient,

Health: Health Facilities Evaluator Nurse
State |D: 2794,
A breach notification letter was sent to Patient A. |1 1-6-14

A001 | Informed Medical Breach A001 The medications labeled with Patient A’s 11-12-14
information on them, were returned to the health
Health and Safety Code Section 1280.15 (b)(2}, center by Patient B,
" A clinic, heatth facility, agency, or hospice shall
also report any unlawful or unauthorized access b. The procedure will include reviewing with all
to, or use or disclosure of, a patient's medical !icensed staff our estab]ish_ed process which
information to the affected patient or the patient's includes (a) the need to print to the correct

printer and (b) mandatory double checking of
preseription labels prior to placing labels on
medications and handing them to the patient.

representative at the last known address, no
later than five business days after the uniawful or
unauthorized access, use, or disclosure has

been detected by the clinic, health facility, ¢. Monitoring procedures will include follow up

agency, or hospice." training at center staff meetings regarding the
importance of checking every prescription label

The CDPH verified that the facility informed the priot to placing it on the medication and handing

affected patient(s) or the patient's it over to the patient.

representative(s) of the unlawful or unauthorized o

access, use or disclosure of the patient's medical The Health Ccnt‘er Manflger and Leac! C{]mcmx

information. are responsible for continuously monitoring

compliance to all HIPAA privacy policies aild
procedures in their health centers including
protection of patient privacy through mandatory

D177 | T22 DIV5 CH7 ART6-75055(b) Unit Patient D 177 double checking of all prescription labels prioric
Health Records placing them on medications and handing them °
to the patient, U l d
(b} Information contained in the health records n e
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In addition, the HIPAA Privacy Officer conducts
shall be confidential and shall be disclosed only HIPAA training for all new !walth center staff as
to authorized persons in accordance with federal, part of the agency’s orientation and training
state and local laws. program as well.as‘ an am}ual HIPAA
Compliance Training review. HIPAA
compliance audits are also conducted annually at
a minimum of six health centers. HIPAA privacy
breaches are also reviewed and discussed with
This RULE: is not met as evidenced by: health center leadership at bi-annual meetings,
Based on interview and record review, the facility
failed to protect the medical record information for The monitoring process will also include a
one sampled patient {Patient A) as required per review of all patient privz_lcy root cause analysis
Health and Safety Code Regulation 1280.15, As g reports by the HIPAA Privacy Officer, Sr.
result, the patient's private health information Dircctor of Quality and the Sr. Director of Center
(PHI) was compromised. Opemtlo.ns. We W}” l(lBIl‘tlfy any similar errors
and address them immediately.
Findings: d. The Health Center Manager and Lead
Clinician are responsible for implementing the
The facility was made aware of a breach on plan of correction,
10/31/14. The facility notified the Department of :
the incident on 11/6/14. e. The Lead Clinician immediately reviewed
what contributing tactors led to the error by
The facility reported that the breach included the condllcting a root cause analysis and determined
following PHI related to Patient A: Name, weight Fhat a clinician hz}d notfollee(i our .ms!ndatory
body mass index (weight to height ratio ’ internal process for reviewing prescription labels
A ; f ' prior to placing them on medications and
medications, instructions for use, name of handing (i . :
. . X . anding them over to the patient.
provider (a provider of medical or health services),
and the name of the health center and telephone The Lead Clinician reviewed and discussed the 11-26-14
numbet. incident with all licensed stafT at the next staft
meeting and reminded them of the importance of
The Administrative staff confirmed the incident ensuring that correct preseription labels are
during a telephone interview on 12/22/14 at 9:45 placed on medications prior to dispensing them
AM. The Administrative staff stated, Patient B to patients.
was given patient documents and medications . .
labeled with Patient A's PHI. The Administrative Al corrective actions were completed by |
staff also said, the error was believed to have H-26-14. )
occurred, when an employee failed to double
check the name on labels that were placed on |
medications and documents and given to Patient |
B in error. '
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- PPOSBC Response to Amended CMS 2567 for
A 000 Initial Commen 9.22.14
s Lol COMPLAINT NUMBER CA00378267 :
AMENDED
** PPOSBC former Compliance Officer during the
The following reflects the findings of the California il quesﬁon I iongerwith FPOSDC
Department of Public Health during the However, senior management at PPOSBC including
investigation of COMPLAINT NUMBER: the PPOSBC CEQ, and COQ are aware of the standard =
CA pracesses engaged in by said former Compliance =
00378267.
Officer including but not limited to said Compliance (?,
Inspection was limited to the specific complaint(s) Officer’s adherence to PPOSBC policies regarding -
investigated and does not represent the findings reporting applicable incidents such as that described V:‘J
of a full inspection of the facility. herein, and direct communication(s) with applicable .
. affected PPOSBC patients. Therefore, the following -
Representing the California Department of Public said PPOSBC response is in good faith with respect to P
Health: Surveyor 1835, HFEN. said former Compliance Officer’s tenure at PPOSBC. 4
. . i o
Findings for Complaint Number: CAD0378267. Amended CMS 2567 form CA00378267 Findings : il
The complaint allegation(s) were substantiated a) Patient at issue was contacted by PPOSBC's
igc_]i Tregulatory violations written at AOO1 and compliance officer or his/her designee, informing said
’ patient of the respective incident, of PPOSBC policies
A0 . on the same and that PPOSBC would thoroughly
Informed Medical Breach A 001 investigate said incident and remedy as applicable.
. Said patient was provided full contact information at
Health and Safety Code Section 1280.15 (b)(2 e <
A — %me agency, or hospic:t(a )S(he)lil PPOSBC for any additional questions or follow up at
also rep c') it any unla W‘I‘L;I & unalzlthorize dictasE patient’s discretion. PPOSBC staff involved in each
to, or use or disclosure of, a patient's medical said incident was counseled and placed on administrative
information to the affected patient or the patient's suspension as of said 11/7/2013 repart by PPOSBC o
representative at the last known address, no later CDPH. Subsequently, said staff was separated from
than five business days after the unlawiful or employment with PPOSBC, soasto ensure optimal
unauthorized access, use, or disclosure has been and maximurm protection of patient medical
detected by the clinic, health facility, agency, or information and data privacy and security.
hospice."
b) PPOSBC staff involved in said incident was counselea
The CDPH verified that the facility informed the and placed on administrative suspension as of said
affected patient(s) or the patient's 11/7/2013 report by PPOSBC to CDPH. Subsequently,
representative(s) of the unlawful or unauthorized said staff was separated from employment with
access, use or disclosure of the patient's medical PPOSBC, so as to ensure optimal and maximiin
information.

data

protection of patient medical informati
privacy.
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used, or disclosed, and up to seventeen
thousand five hundred dollars ($17,500) per
subsequent occurrence of unlawful or
unauthorized access, use, or disclosure of that
patients' medical information. For purposes of the
investigation, the department shall consider the
clinic's, health facility's, agency's, or hospice's
history of compliance with this section and other
related state and federal statutes and regulations,
the extent to which the facility detected violations
and took preventative action to immediately
correct and prevent past violations from recurring,
and factors outside its control that restricted the
facility's ability to comply with this section. The
department shall have full discretion to consider
all factors when determining the amount of an
administrative penalty pursuant to this section.

This Statute is not met as evidenced by:
Based on interview and clinic document review,
the clinic failed to prevent a disclosure of Patient
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A 001/ Continued From page 1 A 001 Additionally, PPOSBC has a robust series of policies 92714
that all staff must adhere to regarding the optimum
security and privacy of patient protected health
A 017| 1280.15(a) Health & Safety Code 1280 A017 information. Staff are also regularly trained and
educated on said policies.
(a) Aclinic, health facility, home health agency, or
hospice licensed pursuant to Section 1204, |. Pertinent said policies include:
1260, 1725, or 1745 shall prevent unlawiful or
unauthorized access to, and use or disclosure of, * PPOSBC Compliance Policy CO-600 Corporate
patients’ medical information, as defined in Compliance Program
subdivision (g) of Section 56.05 of the Civil Code « PPOSBC Compliance Policy CO-1104 Patient
32‘1;@”5’319”%‘\;":1," Se?‘oqﬁ 80208. The Right to File Complaints About Use and Disclo | =3
P ; .men 4 a ivesdiga [O,n’ may assegs an sure of their Protected Health Information i
administrative penalty for a violation of this « PPOSBC Compliance Policy CO-1105 HIPAA =
section of up to twenty-five thousand dollars Pri dl ? éhiation SecUABETESiR e
($25,000) per patient whose medical information Pg\(’)ascgg 2 n T. Policy 001108 M.g. >
was unlawfully or without authorization accessed, * ompliance Folicy &.- nimum —3

Necessary Rule for Protected Health Information
* PPOSBC Compliance Policy CO-111 Protected o)
Health Information Breach Notification

¢ PPOSBC Compliance Policy CO-112 Sanctions for 52
Unauthorized Uses and Disclosures of a Patient’s on!
Protected Health Information =

II. In addition to said above-referenced incident-
specific retraining and counseling, as well as the
promulgation of said above-referenced policies at
PPOSBC, PPOSBC also regularly trains and educates
staff on said agency policies; both at inception of
staff's tenure at PPOSBC as well as throughout the
agency calendar; this includes:

» Protected Health Information/HIPAA in-person
training at staff orientation day/hire

* An additional Protected Health
Information/HIPAA Online module new staff |
training for new staff to be completed with a set
period of time immediately post orientation/hire

» Proactive calendared clinic/health center
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1's protected health information (PHI) from an
unauthorized staff member.

Findings:

Review of the clinic's documents showed Patient
1 was at the clinic on 11/7/13. Before concluding
the visit, the patient reported unauthorized access
of her medical record by a current staff of the
clinic (Staff 1). Patient 1 stated Staff 1 was a
paternal family member to her child. Additionally,
Patient 1 claimed Staff 1 shared the information
after inappropriately accessing the patient's
health information.

Review of the clinic's investigation showed an
analysis of Patient 1's electronic medical record
(EMR) was done. The analysis confirmed Staff 1
accessed the patient's EMR four different times,
without a need to know. During the times Staff 1
inappropriately accessed Patient 1's EMR, the
progress notes of four different clinic visits were
viewed.

Continued review of the clinic's investigation
showed an interview with Staff 1 occurred on
11/8/13. When asked, Staff 1 confirmed a familial
relationship to Patient 1's child and stated it was
possible the access to the patient's EMR was out
of curiosity. When asked, Staff 1 confessed to
having accessed the patient's EMR without a
need to know.

On 9/9/14 at 1020 hours, a telephone conference
with the Privacy Officer occurred regarding the
breach as documented.

center staff (e.g., Medical Assistants, reception staff) 9.22.14

trainings that also include training on Protected Health
Information

» Health Center Managers proactively calendared
trainings that focus on managing health center staff
with respect to several matters, including Protected
Health Information/HIPAA

* Proactively calendared Annual All-Staff agency
Training on Compliance Policies and Procedures

* PPOSBC implemented automated audit software
that provides information on potential unauthorized
access by/disclosure to any level of agency staff, with
respect to the agency Electronic Health Records
system as well as related patient information systems
such as those relevant to patient scheduling and
administrative records. This audit software is breach E—i
detection technology that is fully integrated with our =
electronic health record system. On a daily basis, the P
breach detection technology/software analyzes -
access into the agency systems, thereby automatically 1
monitoring potential unauthorized access and/or “H

disclosures on numerous levels of the patient record -1
such as lab results, progress notes, appointment infor -
maticn, and related facets crd
e Aculture that invites reparting any suspected oh
compliance and/or privacy matters to supervisors in T

any department, including but not limited to PPOSBC
Human Resources Department, Patient Services
Department, Administration and the Compliance
Department

» Dedicated and consistent agency Quality
Management/Quality Assurance meetings through
the Patient Services Department to review and as
applicable, improve the quality of agency processes

¢ Dedicated and consistent {quarterly) agency
Compliance and Enterprise Risk Management
Committee to review and as applicable, irprove the
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A 017 | Continued From page 3 A017 ¢ Adedicated Compliance agency Hotline 24 hours 92714
aday 7 days a week, 365 days a year '

* Suspension, Separation of Employment and/or
other processes for sanctioning any staff that fails
tofollow said processes and trainings as
described above

Accordingly, as with any healthcare agency, such as
; hospitals, the CDPH, DHCS and other entities, PPOSBC
is subject to common human errors or independent
acts against established and reinforced agency policies.
However, PPOSBC sets forth robust, consistent and
good faith efforts to prevent and/or as applicable

remediate towards optimum protection of health

information for all patients. PPOSBC also makes every| ——
effort to communicate with any applicable patients at| +*

Q ‘n“]!l

) ) ) A =3
issue to assist them with any questions or concerns,

including providing contact information for relevant 2 8
staff such as patient services department or compliance 3

department staff, and providing said patients with a
toll-free phone number to utilize at any time.

¢) As noted in section (b):

PPOSBC has a robust series of policies that all staff

must adhere to regarding the optimum security and
privacy of patient protected health information. Staff
are also regularly trained and educated on said policies.

|. Pertinent said policies include:

¢ PPOSBC Compliance Palicy CO-600 Corporate
Compliance Program

¢ PPOSBC Compliance Policy CO-1104 Patient
Right to File Complaints About Use and !
Disclosure of their Protected Health Information
¢ PPOSBC Compliance Policy CO-1105 HIPAA
Privacy and Information Security Training

» PPOSBC Compliance Policy CO-110&Migimum
Necessary Rule for Protected Healti@linf
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STATE FORM 5899

DTSM11 f(ﬁi:riiwa[ihiﬂfe




PRINTED: 10/09/2014

) B . FORM APPROVED
California Department of Public Health
STATEMENT OF DEFICIENCIES (X1) PROVIDER/SUPPLIER/GLIA (X2) MULTIPLE CONSTRUCTION (X3) DATE SURVEY
AND PLAN OF CORRECTION IDENTIFICATION NUMBER: i A— COMPLETED
C
CA060001620 B. WING 09/10/2014

NAME OF PROVIDER OR SUPPLIER STREET ADDRESS, CITY, STATE, ZIP CODE

700 S TUSTIN STREET
PLANNED PARENTHOOD/ORA
/ NGE & BAN.BE ORANGE, CA 92863

(X4) ID SUMMARY STATEMENT OF DEFICIENCIES ID PROVIDER'S PLAN OF CORREGTION (x5)
PREFIX (EACH DEFICIENCY MUST BE PRECEDED BY FULL PREFIX (EACH CORRECTIVE ACTION SHOULD BE COMPLETE
TAG REGULATORY OR LSC IDENTIFYING INFORMATION) TAG CROSS-REFERENCED TO THE APPROPRIATE DATE
DEFIGIENGY)
A 017 | Continued From page 4 A017 ¢ PPOSBC Compliance Policy CO-111 Protected 992,14

Health Information Breach Notification
¢ PPOSBC Compliance Policy CO-112 Sanctions for
Unautharized Uses and Disclosures of a Patient’s
Protected Health Information

II. In addition to the promulgation of said policies at
PPOSBC, PPOSBC also regularly trains and educates on
said agency policies, both at inception of staff's tenure
at PPOSBC as well as throughout the agency calendar;
this includes:

« Protected Health Information/HIPAA in-person
training at staff orientation day/hire
* An additional Protected Health information/
HIPAA Online module new staff
training for new staff to be completed with a set
period of time immediately post-orientation/hire
» Proactive calendared clinic/health center
Licensed Clinician trainings that also include
training on Protected Health Information/HIPAA
e Proactive calendared non-licensed dlinic/health
center staff (e.g., Medical Assistants, reception
staff) trainings that alsc include training on
Protected Health Information
¢ Health Center Managers proactively calendared
trainings that focus on managing health center
staff with respect to several matters, including
Protected Health Information/HIPAA
» Proactively calendared Annual All-Staff agency
Training on Compliance Policies and Procedures | ¢
¢ PPOSBC implemented automated audit softwarg
that provides information on potential
unauthorized access by/disclosure to any lebel of
agency staff, with respect to the agency
Electronic Health Records system as well as
related patient information systems such as
those relevant to patient scheduling and

administrative records. This audit sgftware is

breach detection technology that is m FRC R aYAa
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A 017| Continued From page 5 AO017 with our electronic health record system. Ona daily
basis, the breach detection technology/software
analyzes access into the agency systems, thereby
automatically monitoring potential unauthorized
access and/or disclosures on numerous levels of the
patient record such as lab results, progress notes,
appointment information, and related facets

¢ Aculture that invites reporting any suspected
compliance and/or privacy matters to supervisors in
any department, including but not limited to PPOSBC
Human Resources Department, Patient Services
Department, Administration and the Compliance
Department

« Dedicated and consistent agency Quality
Management/Quality Assurance meetings through
the Patient Services Department to review and as
applicable, improve the quality of agency processes
» Dedicated and consistent (quarterly) agency
Compliance and Enterprise Risk Management
Committee to review and as applicable, improve the
quality of agency processes

¢ Adedicated Compliance agency Hotline 24 hours a
day 7 days a week, 365 days a year

* Suspension, Separation of Employment and/or
other processes for sanctioning any staff that fails to
follow said processes and trainings as described above

9.22.14

10

Accordingly, as with any healthcare agency, such as
hospitals, the CDPH, DHCS and other entities, PPOSB(]
is subject to common human errors or independent
acts against established and reinforced agency poli-
cies. However, PPOSBC sets forth robust, consistent
and good faith efforts to prevent and/or as applicable
remediate towards optimum protection of healih in-
formation for all patients.

5 Wy LT 130

N
i

PPOSBC also makes every effort to commmunicate with
any applicable patients at issue to assist thanmwithian
questions or concerns, including providigg cgntact
information for relevant staff such as pallen

forLife
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A 017 | Continued From page 6 A017 department or compliance department staff, and 92214

‘Compliance policies and procedures that includes

providing said patients with a toll-free phone number
to utilize atany time.

Thereby, PPOSBC submits in good faith that it is taking
all measures feasible to prevent and as applicable in
this matter, mitigate, reduce risk, raise quality and
address any deficiencies that CPDH may nevertheless
perceive. As additional measures:

¢ PPOSBC has hired a chief Compliance Officer, chief
Privacy Officer, and chief Security Officer to review
PPOSBC systems for additional quality improvement
as applicable. (i) One immediate result herein is the
updating of the agency process to include the above-
referenced robust Compliance & Enterprise Risk
Management Committee. (i) A second immediate
result is an updated agency All-Staff annual training fo

robust Protected Health Information/HIPAA training.
(iii) Agency HIPAA Security measures have consistentl
also been reviewed for quality assurance; however,
with said new hires’ recent presence at PPOSBC,
agency Security measures will also be re-reviewed for
even further optimum compliance.
* PPOSBC has also installed a Chief Operating Officer]
who regularly collaborates with the Compliance 5
Officer, Privacy Officer and Security Officer, as well a5
the VP of HR, the agency Medical Director, and the
Office of the CEO, to directly manage and oversee N

ongoing training of all agency health center staff, bottD

licensed and non-licensed.

» With said new hires, PPOSBC is also embarking orrer
long-term plan to continue to review all said applicable', » "
Y e

agency policies for optimum gquality and compliance
» With said new hires, PPOSBC also plans for long
term subject matter expertise for matters relevant to
optimum protection of patient privacy and seedrity,

r,

L L 1IJU HLUL
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A 017 | Continued From page 7

A017 d) and e) : As noted in section (c) in significant detail: 92714
PPOSBC has a robust series of policies that all staff
must adhere to regarding the optimum security and
privacy of patient protected health information. Staff
are also regularly trained and educated on said policies.

|. Pertinent said policies include:

= PPOSBC Compliance Policy CO-600 Corporate
Compliance Program
» PPOSBC Compliance Policy CO-1104 Patient
Right to File Complaints About Use and
Disclosure of their Protected Health Information
= PPOSBC Compliance Policy CO-1105 HIPAA
Privacy and Information Security Training
= PPOSBC Compliance Palicy CO-1108 Minimum
Necessary Rule for Protected Health Information;
« PPOSBC Compliance Policy CO-111 Protected
Health Information Breach Notification
* PPOSBC Compliance Policy CO-112 Sanctions for
Unauthorized Uses and Disclosures of a Patient’s
Protected Health Information

A

i

LT 19U hll

II. In addition to the promulgation of said policiesat | ==
PPOSBC, PPOSBC also regularly trains and educates onl
said agency policies, both at inception of staff's tenurg

at PPOSBC as well as throughout the agency calendar; 82
this includes:

e Protected Health Information/HIPAA in-person
training at staff orientation day/hire

= An additional Protected Health Information/
HIPAA Online module new staff training forfiew
staff to be completed with a set period of tine
immediately post-orientation/hire

= Proactive calendared clinic/health center
Licensed Clinician trainings that also include

training on Protected Health Informgjiog/HIP
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A017

Proactively calendared Annual All-Staff agency
Training on Compliance Policies and Procedures
PPOSBC implemented automated audit software
that provides information on potential unauthorized
access by/disclosure to any level of agency staff,
with respect to the agency Electronic Health
Records system as well as related patient
information systems such as those relevant to
patient scheduling and administrative records.
This audit software is breach detection technology
that is fully integrated with our electronic health
record system. On a daily basis, the breach
detection technology/software analyzes access
into the agency systems, thereby automatically
monitoring potential unauthorized access and/or
disclosures on numerous levels of the patient
record such as lab results, progress notes,
appointment information, and related facets

A culture that invites reporting any suspected
compliance and/or privacy matters to supervisors
in any department, including but not limited to
PPOSBC Human Resources Department, Patient
Services Department, Administration and the
Compliance Department

Dedicated and consistent agency Quality
Management/Quality Assurance meetings
through the Patient Services Department to
review and as applicable, improve the quality of
agency processes

Dedicated and consistent (quarterly) agency
Compliance and Enterprise Risk Management
Committee to review and as applicable, improve
the quality of agency processes

A dedicated Compliance agency Hotline 24 hburs
aday 7 days a week, 365 days ayear

Suspension, Separation of Employment and/or
other processes for sanctioning any staff that
fails to follow said processes and trainirgs 25
described above
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A 017 | Continued From page 9 A017 Accordingly, as with any healthcare agency, such as 97214

hospitals, the COPH, DHCS and other entities, PPOSBC
is subject to common human errors or independent
acts against established and reinforced agency
policies. However, PPOSBC sets forth robust,
consistent and good faith efforts to prevent and/or as
applicable remediate towards optimum protection of
health information for all patients.

PPOSBC also makes every effort to communicate with
any applicable patients at issue to assist them with any
questions or concerns, including providing contact
information for relevant staff such as patient services
department or compliance department staff, and
providing said patients with a toll-free phone number
to utilize atany time.

Thereby, PPOSBC submits in good faith that it is taking
all measures feasible to prevent and as applicable in
this matter, mitigate, reduce risk, raise quality and
address any deficiencies that CPDH may nevertheless
perceive, As additional measures:

¢ PPOSBC has hired a chief Compliance Officer, chief
Privacy Officer, and chief Security Officer to review
PPOSBC systems for additional quality improvement
asapplicable. (i) One immediate result herein is the
updating of the agency process to include the above-
referenced robust Compliance & Enterprise Risk
Management Committee. (i) A second immediate
result is an updated agency All-Staff annual training fo
Compliance policies and procedures that includes
robust Protected Health Information/HIPAA training:
(iif) Agency HIPAA Security measures have consistently
also been reviewed for quality assurance; howeyer,
with said new hires’ recent presence at PPOSBC,
agency Security measures will also be re-reviewed for
even further optimum compliance

o With said new hires, PPOSBC s also embarking on
! long-term plan to continue to review all sai i
Licensing and Certification Division
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A 017 | Continued From page 10

A017
« With said new hires, PPOSBC also plan

regulatory and agency standards.

agency policies for optimum guality and compliance. 997 14

term subject matter expertise for matters
relevant to optimum protection of patient
privacy and security, and compliance with

s forlong

Accordingly, and since the incident at issue is dated
during calendar year 2013, PPOSBC submits in good
faith that as of said current date of September 2014,
it has already implemented and integrated a variety
of applicable corrective actions to address the
incident at issue. Any additional measures further
outlined herein serve to also illustrate PPOSBC'’s
commitment to overall continued long-term
optimum management of relevant processes, and
the privacy and security of protected health
information for its valued patient population.

PPOSBC takes the optimal customer service, and
privacy and security of its patients very seriously
and will continue to do so through all efforts listed
herein; and any additional quality improvement
measures that its quality assurance, risk
management and compliance processes illuminate.
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-, PPOSBC Response to Amended CMS 2567 for
A 000| Initial 9.22.14
Comments A000 | OMPLAINT NUMBER CA00397908 :
AMENDED
.* PPOSBC former Compliance Officer during the
The following reflects the findings of the California HrenglinguestinEha agecuith PROSRL,
Department of Public Health during the However, senior management at PPOSBC including
investigation of COMPLAINT NUMBER: the PPOSBC CEQ, and COO are aware of the standard
CA00397908. processes engaged in by said former Compliance
Officer including but not limited to said Compliance
Inspection was limited to the specific complaint(s) Officer’s adherence to PPOSBC policies regarding
investigated and does not represent the findings reporting applicable incidents such as that described
of a full inspection of the facility. herein, and direct communication(s) with applicable
affected PPOSBC patients. Therefore, the following
Representing the California Department of Public said PPOSBC response is in good faith with respect to
Health: Surveyor 1835, HFEN. said former Compliance Officer’s tenure at PPOSBC.
Findings for Complaint Number: CA00397908. Amended CMS 2567 form CA00397908 Findings
; y ) #1- #8 (inadvertent incidents):
The complaint allegation(s) were substantiated
and regulatory violations written at A001 and a) Patients at issue were contacted by PPOSBC's
A017. ) . . . : i
compliance officer or his/her designee, informing
A . each said patient of the respective incident, of
001} Informed Medical Breach A 001 PPOSBC policies on the same and that PPOSBC would
. thoroughly investigate said incident and remedy as
lI:lealt_h _and Safety Q‘?de Section 1280.1 5 b)(@), applicable, Each said patient was provided full contact
A clinic, health facility, agency, or hospice shall ] i e .
] information at PPOSBC for any additional questions or
also report any unlawful or unauthorized access &l + natient’s discretion. Given each sald
1o, or use or disclosure of, a patient's medical " _c:jwupa S h PPOS fr
information to the affected patient or the patient's MckEsbwasvaybg Innatire; each PR st N
representative at the last known address, no later involved in each said incident was counseled and =
than five business days after the unlawful or retrained relevant to the incident at issue; this -=
unauthorized access, use, or disclosure has been counseling and retraining included retraining on the f?
detected by the clinic, health facility, agency, or privacy and security of protected health information [~
hospice." and ensuring agency policies are conformed to, so gs¥
to ensure optimal and maximum protection of R
The CDPH verified that the facility informed the patient medical information and data privacy and's -,
affected patient(s) or the patient's ecurity. =~
representative(s) of the unlawful or unauthorized <o
access, use or disclosure of the patient's medical b) Given each said incident was varying in/hature) &
infarmation. S
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A 001 | Continued From page 1 A 001 however, this .C(.)UHSEhHg anq retraining collgchvely 97714
included retraining on the privacy and security of
protected health information and ensuring agency
A 017| 1280.15(a) Health & Safety Code 1280 A017 policies are conformed to, so as to ensure optimal

(a) A clinic, health facility, home health agency, or
hospice licensed pursuant to Section 1204,
1250, 1725, or 1745 shall prevent unlawful or
unauthorized access to, and use or disclosure of,
patients' medical information, as defined in
subdivision (g) of Section 56.05 of the Civil Code
and consistent with Section 130203. The
department, after investigation, may assess an
administrative penalty for a violation of this
section of up to twenty-five thousand dollars
($25,000) per patient whose medical information
was unlawfully or without authorization accessed,
used, or disclosed, and up to seventeen
thousand five hundred dollars ($17,500) per
subsequent occurrence of unlawful or
unauthorized access, use, or disclosure of that
patients' medical information. For purposes of the
investigation, the department shall consider the
clinic's, health facility's, agency's, or hospice's
history of compliance with this section and other
related state and federal statutes and regulations,
the extent to which the facility detected violations
and took preventative action to immediately
correct and prevent past violations from recurring,
and factors outside its control that restricted the
facility's ability to comply with this section. The
department shall have full discretion to consider
all factors when determining the amount of an
administrative penalty pursuant to this section.

This Statute is not met as evidenced by:
Based on interview and facility document review,
the facility failed to prevent the disclosure of eight

and maximum protection of patient medical
information and data privacy and security.

Additionally, PPOSBC has a robust series of policies
that all staff must adhere to regarding the optimum
security and privacy of patient protected health
information. Staff are also regularly trained and
educated on said policies.

|. Pertinent said policies include:

¢ PPOSBC Compliance Policy CO-600 Corporate
Compliance Program

* PPOSBC Compliance Policy CO-1104 Patient Right
to File Complaints About Use and Disclosure of their
Protected Health Information

* PPOSBC Compliance Policy CO-1105 HIPAA Privacy
and Information Security Training

» PPOSBC Compliance Policy CO-1108 Minimum
Necessary Rule for Protected Health Information

» PPOSBC Compliance Policy CO-111 Protected
Health Information Breach Notification

» PPOSBC Compliance Policy CO-112 Sanctions for

Unauthorized Uses and Disclosures of a Patient’s ~o
Protected Health Information EE
=S
[I. In addition to said above-referenced incident- :?
specific retraining and counseling, as well as the i 4

promulgation of said above-referenced policies at
PPOSBC, PPOSBC also regularly trains and educates, .«
staff on said agency policies; both at inception of ﬁ
staff's tenure at PPOSBC as well as throughout the I
agency calendar; this includes:

[
* Protected Health Information/HIPAA jg-person
training at staff orientation day/hire
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patient's last name began with a certain letter in
the alphabet to which the patient agreed. The
Administrative staff typed and printed labels
which were affixed to the paperwork and handed
the paperwork to the patient to fill out. The patient
took the paperwork to complete and went back to
the administrative staff and stated the last name
on the labels were incorrect.

information, and related facets
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A 017 | Continued From page 2 A017  An additional Protected Health Information/HIPAA | 922 14
. . Online module new staff training for new staff to be
patients (Patuentg A, B, 03 D, E, F, G and H) completed with a set period of time immediately
protected health information (PHI) to ortation /i
unauthorized individuals post-orientation/hire
! » Proactive calendared clinic/health center Licensed
Findings: Clinician trainings that also.lncludetrammg on
Protected Health Information/HIPAA
1. Review of the clinic documentation shows a » Proactive calendared non-licensed dlinic/health
breach of Patient A's PHI occurred at the center staff (e.g., Medical Assistants, reception staff)
Anaheim Health Center on 12/5/12. The clinic trainings that also include training on Protected
staff were made aware the incorrect patient was Health Information
handed a urine cup labeled with Patient A's PHI * Health Center Managers proactively calendared
on it. trainings that focus on managing health center staff
with respect to several matters, including Protected
Patient A's disclosed PHI included initial of first Health Information/HIPAA
name, last name and date of birth (DOB). » Proactively calendared Annual All-Staff agency
. Training on Compliance Policies and Procedures
2. 0n 1/2/13, the Department was notifieda « PPOSBCimplemented automated audit software
breach of Patient B's PHI occurred at the Mission that provides information on potential unauthorized
g‘hejo, I-!eallthACe.nter 0[1 12/31/12. A clinic access by/disclosure to any level of agency staff, with
yS|c.|atr‘1 “ .5,[5 Is’ijan; :cnacliavegter:’[g thandegla respect to the agency Electronic Health Records
D:?;?:‘tlp 05 INENdeR urisatei anaer system as well as related patient information systems
P ' such as those relevant to patient scheduling and
Patient B's disclosed PHI included first and last adm\m.stra‘mve records. Th!s aud¢ software is tIJreach
name, DOB, address and phone number. detection technology that is fully integrated with our
electronic health record system. On a daily basis, the
3. Review of the clinic's report showed a breach hifeach deteetion tedhnalogy) Software ahaly2es
of Patient C's PHI occurred on 1/11/13, at the accessinfo the agency systems, thereby automatically
Westminster Health Center. The investigation monitoring potential unauthorized access and/or oo
showed a patient checked in and stated her first disclosures on numerous levels of the patient record | =2
name. An Administrative staff asked if the such as lab results, progress notes, appointment =
=

« Aculture that invites reporting any suspected )
compliance and/or privacy matters to supervisors in
any department, including but not limited to PPQSBC
Human Resources Department, Patient Services =
Department, Administration and the Compliance o
Department

* Dedicated and consistent agency Quag
Management/Quality Assurance meet

=

&F
®s)
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A 017 | Continued From page 3 A017 the Patient sewices Department to review and as 9.772.14
. . applicable, improve the quality of agency processes
Patient C's disclosed PHI included first and last e Dedicated and consistent (quarterly) agency
name, DOB and medical record number. Compliance and Enterprise Risk Management

Committee to review and as applicable, improve the
quality of agency processes

e A dedicated Compliance agency Hotline 24 hours a
day 7 days a week, 365 days a year

o Suspension, Separation of Employment and/or
pther processes for sanctioning any staff that fails to
follow said processes and trainings as described above

4. Review of the clinic's documentation showed,
on 3/5/13, clinic staff became aware a breach of
Patient D's PHI occurred at the Santa Ana Health
Center on 2/21/13. On 2/21/13, a new patient
(Patient D) checked in and staff made a Family
Pact Identification Card for Patient D.

Just after Patient D checked in, an established

patient checked in and handed their Family Pact Accordingly, as with any healthcare agency, such as

Card to the staff. When finished checking in, staff hospitals, the CDPH, DHCS and other entities, PPOSBC

handed the established patient the newly made is subject to common human errors or independent

Family Pact Identification Card for Patient D. lacts against established and reinforced agency
policies. However, PPOSBC sets forth robust,

Patient D's disclosed PHI included name, DOB consistent and good faith efforts to prevent and/or as

and Family Pact Identification Card number. applicable remediate towards optimum protection of
health information for all patients. PPOSBC also makes

5. Review of thg clinic's reported incident showed every effort to communicate with any applicable

a breach of Patient E's PHI occurred at the patients at issue to assist them with any questions or

Anaheim Health Center on 3/21/13. Patient E had
already checked in at the clinic when a new
walk-in patient checked in shortly afterwards. The
new patient completed all the paperwork and a
Family PACT |dentification Card was made for

concerns, including providing contact information for
i . ™~
relevant staff such as patient services department or

compliance department staff, and providing said =
patients with a toll-free phone number to utilize at =

LEE 2P

!

this patient. However, after about 15 minutes of Sl Hme. :
waiting, the new patient could not wait any longer. _ _ ~J
A staff member handed the new patient what was ¢) As noted in section (b):

thought to be the Family PACT Identification Card =D
made for the new patient. Later, the staff member PPOSBC has a robust series of policies that all staff -3
realized Patient E's Family PACT Identification must adhere to regarding the optimum security afd
Card was inadvertently given to the new patient. privacy of patient protected health information. Stgff

are also regularly trained and educated on said /&3

Patient E's disclosed PHI included name, DOB palicies.
and the Family PACT Identification Card number.
. Pertinent said policies include:

6. Review of the Anaheim Health Center's

documentation showed on 4/30/13, they « PPOSBC Compliance Policy CO-600 Coggorase
discovered a breach involving Patient F occurred Compliance Program
Licensing and Certification Division
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A 017 | Continued From page 4 A017 * PPOSBC Compliance Policy CO-1104 Patient Right 9.22.14

on 9/29/12. The investigation showed when a
returning patient came into the center on 4/30/13,
the patient's card with NexPlan on it had Patient
F's name on it. It was discovered a Physician
Assistant (PA) saw both the returning patient and
Patient F on 9/29/12. On 9/29/12 while the PA
was preparing NexPlan for the returning patient,
Patient F's chart was open and the PA
inadvertently documented Patient F's name on
the incorrect card.

Patient F's disclosed PHI included name only.

7. Review of a Costa Mesa Health Center report
showed on 6/7/13 a breach of Patient G's PHI
occurred. On 6/7/13, a patient came into the clinic
requesting a copy of their medical record. A staff
printed the medical record and gave it to the
patient. Later the patient called to inform the staff
the last page in the medical record packet
belonged to ancther patient.

Patient G's disclosed PHI included name, DOB,
address, phone number, last four digits of the
social security number and a laboratory
requisition.

8. Review of a report regarding the Costa Mesa
Health Center showed a patient who was at the
clinic on 6/6/13, called on 6/7/13 to inform staff
she received notification of being Web enabled to
the Patient Portal online. However, when the
patient logged on the information belonged to
Patient H. Investigation showed this patient and
Patient H were seen at the clinic at approximately
the same time on 6/6/13 and a staff inadvertently
put Patient H's information into this other patient's
medical record.

Patient H's disclosed PHI included name and

to File Complaints About Use and Disclosure of their
Protected Health Information

* PPOSBC Compliance Policy CO-1105 HIPAA Privacy
and Information Security Training

» PPOSBC Compliance Policy CO-1108 Minimum
Necessary Rule for Protected Health Information

* PPOSBC Compliance Policy CO-111 Protected
Health Information Breach Notification

* PPOSBC Compliance Policy CO-112 Sanctions for
Unauthorized Uses and Disclosures of a Patient’s
Protected Health Information

II. In addition to the promulgation of said policies at
PPOSBC, PPOSBC also regularly trains and educates
on said agency policies, both at inception of staff's
tenure at PPOSBC as well as throughout the agency
calendar; this includes:

* Protected Health Information/HIPAA in-person

training at staff orientation day/hire

* An additional Protected Health Information/HIPAA
Online module new staff training for new staff to be
completed with a set period of time immediately
post-orientation/hire

* Proactive calendared clinic/health center Licensed
Clinician trainings that also include training on
Protected Health Information/HIPAA

* Proactive calendared non-licensed clinic/health w3

center staff (e.g., Medical Assistants, reception staff) :
trainings that also include training on Protected f_‘j
Health Information -

¢ Health Center Managers proactively calendared ~J
trainings that focus on managing health center staft
with respect to several matters, including Protected
Health Information/HIPAA

* Proactively calendared Annual All-Staff agency

Licensing and
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Continued From page 5
year of birth.

On 9/9/14 at 1020 hours, a telephone conference
with the Privacy Officer occurred regarding the

breaches as documented.

A017

that provides information on potential unauthorized
access by/disclosure to any level of agency staff, with
respect to the agency Electronic Health Records
system as well as related patient information systems
such as those relevant to patient scheduling and
administrative records. This audit software is breach
detection technology that is fully integrated with our
electronic health record system. On a daily basis, the
breach detection technology/software analyzes
accessintothe agency systems, thereby automatically
monitoring potential unauthorized access and/or
disclosures on numerous levels of the patient record
such as lab results, progress notes, appointment
information, and related facets

¢ Aculture that invites reporting any suspected
compliance and/or privacy matters to supervisors in
any department, including but not limited to PPOSBC
Human Resources Department, Patient Services
Department, Administration and the Compliance
Department

» Dedicated and consistent agency Quality
Management/Quality Assurance meetings through
the Patient Services Department to review and as
applicable, improve the quality of agency processes
» Dedicated and consistent (quarterly) agency
Compliance and Enterprise Risk Management
Committee to review and as applicable, improve the '}
quality of agency processes

¢ A dedicated Compliance agency Hotline 24 hours
day 7 days a week, 365 days a year

e Suspension, Separation of Employment and/or
other processes for sanctioning any staff that fails
follow said processes and trainings as described
above

|
(¥
=5
Accordingly, as with any healthcare agency, such as

hospitals, the CDPH, DHCS and other entities,
PPOSBC is subject to common human errors or

JU Kl

T
}
-

U]

9.22.14

independent acts against established angireigforcedg
agency policies.However, PPOSBC sets f@ith
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A017| Continued From page 6 A017 consistent and goad faith efforts to prevent and/or as 97714

applicable remediate towards optimum protection of
health information for all patients.

PPOSBC also makes every effort to communicate
with any applicable patients at issue to assist them
with any questions or concerns, including providing
contact information for relevant staff such as patient
services department or compliance department staff,
and providing said patients with a toll-free phone
number to utilize at any time.

Thereby, PPOSBC submits in good faith that it is taking
all measures feasible to prevent and as applicable in
this matter, mitigate, reduce risk, raise quality and
address any deficiencies that CPDH may nevertheless
perceive. As additional measures:

¢ PPOSBC has hired a chief Compliance Officer, chief
Privacy Officer, and chief Security Officer to review
PPOSBC systems for additional guality improvement
asapplicable. (i) One immediate result herein is the
updating of the agency process to include the above-
referenced robust Compliance & Enterprise Risk

Management Committee. (i) A second immediate =
result is an updated agency All-Staff annual training —=

for Compliance policies and procedures thatincludes | =
robust Protected Health Information/HIPAA training, |

(iii) Agency HIPAA Security measures have k=3
consistently also been reviewed for guality assurance; =

however, with said new hires’ recent presence at s}
PPOSBC, agency Security measures will also be L=
re-reviewed for even further optimum compliance/” &
e PPOSBC has also installed a Chief Operating th’ceg Ly
who regularly collaborates with the Compliance Bp
Officer, Privacy Officer and Security Officer, as wellas
the VP of HR, the agency Medical Director, and the
Office of the CEQ, to directly manage and ovirses

ongoing training of all agency health cenger aff,
both licensed and non-licensed.
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A 017 | Continued From page 7 A017 ¢ With said new hlres,.PPOSBC ts.a|SO emt?arklng onal 97714
long-term plan to continue to review all said
applicable agency policies for optimum quality and

compliance.

e With said new hires, PPOSBC also plans for long
term subject matter expertise for matters relevant to
optimum protection of patient privacy and security, and
compliance with regulatory and agency standards.

d) and e) : As noted in section (c) in significant detail: 9.22.14

PPOSBC has a robust series of policies that all staff
must adhere to regarding the optimum security and
privacy of patient protected health information. Staff
are also regularly trained and educated on said policies.

|. Pertinent said policies include:

* PPOSBC Compliance Policy CO-600 Corporate
Compliance Program

* PPOSBC Compliance Policy CO-1104 Patient Right
to File Complaints About Use and Disclosure of their
Protected Health Information

» PPOSBC Compliance Policy CO-1105 HIPAA Privacy

and Information Security Training
¢ PPOSBC Compliance Policy CO-1108 Minimum

Necessary Rule for Protected Health Information o
» PPOSBC Compliance Policy CO-111 Protected =
Health Information Breach Notification [
« PPOSBC Compliance Policy CO-112 Sanctions for k.
Unauthorized Uses and Disclosures of a Patient’s e

Protected Health Information

II. In addition to the promulgation of said policies at <
PPOSBC, PPOSBC also regularly trains and educates s | «~
on said agency policies, both at inception of staff’s
tenure at PPOSBC as well as throughout the agency
calendar; this includes:

» Protected Health Informaﬁon/HIPAA@ﬂ_i_ted
Licensing and Certification Division
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A 017 | Continued From page 8 A017 training at staff orientation day/hire 9.22.14

» An additional Protected Health Information/HIPAA
Online module new staff training for new staff to be
completed with a set period of time immediately
post-arientation/hire
» Proactive calendared clinic/health center Licensed
Clinician trainings that also indude training on Protected
Health Information/HIPAA
* Proactive calendared non-licensed clinic/health
center staff (e.g., Medical Assistants, reception staff)
trainings that also include training on Protected
Health Information
» Health Center Managers proactively calendared
trainings that focus on managing health center staff
with respect to several matters, including Protected
Health Information/HIPAA
¢ Proactively calendared Annual All-Staff agency
Training on Compliance Policies and Procedures
* PPOSBC implemented automated audit software
that provides information on potential unauthorized
access hy/disclosure to any level of agency staff, with
respect to the agency Electronic Health Records
system as well as related patient information systems
such as those relevant to patient scheduling and
administrative records. This audit software is breach
detection technology that is fully integrated with our
electronic health record system. On a daily basis, the
breach detection technology/software analyzes
access intothe agency systems, thereby automatically
monitoring potential unauthorized access and/or
disclosures on numerous levels of the patient record
such as lab results, progress notes, appointment
information, and related facets
o A culture that invites reporting any suspected
compliance and/or privacy matters to supervisors in
any department, including but not limited to PPOSEC o
Human Resources Department, Patient Services ]
Department, Administration and the Cornpliance
Department

R,

11

0
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A 017 Continued From page 9 A017 * Dedicated and consistent agency Quality 92214

Management/Quality Assurance meetings through
the Patient Services Department to review and as
applicable, improve the quality of agency processes
» Dedicated and consistent (quarterly) agency
Compliance and Enterprise Risk Management
Committee to review and as applicable, improve the
quality of agency processes

» Adedicated Compliance agency Hotline 24 hours a
day 7 days a week, 365 days a year

* Suspension, Separation of Employment and/or
other processes for sanctioning any staff that fails to
follow said processes and trainings as described
above

Accordingly, as with any healthcare agency, such as
hospitals, the CDPH, DHCS and other entities,
PPOSBC is subject to common human errors or
independent acts against established and reinforced
agency policies. However, PPOSBC sets forth robust,
consistent and good faith efforts to prevent and/or as
applicable remediate towards optimum protection of
health information for all patients.

PPOSBC also makes every effort to communicate  «
with any applicable patients at issue to assist them |
with any questions or concerns, including providing ]
contact information for relevant staff such as patient
services department or compliance department staff
and providing said patients with a toll-free phone
number to utilize at any time. e
=1
Thereby, PPOSBC submits in good faith that it is takiFig
all measures feasible to prevent and as applicablein
this matter, mitigate, reduce risk, raise quality ana
address any deficiencies that CPDH may nevertheless |
perceive. As additional measures:

» PPOSBC has hired a chief Compliance Qfficer, chie
Privacy Officer, and chief Security Office @@ rej
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A 017 | Continued From page 10 AO17 PPOSBC systems for additional quality improvement 922,14

as applicable. (i) One immediate result herein is the
updating of the agency process to include the above-
referenced robust Compliance & Enterprise Risk
Management Committee. (i) A second immediate
result is an updated agency All-Staff annual training
for Compliance policies and procedures that includes
robust Protected Health Information/HIPAA training.
(i) Agency HIPAA Security measures have
consistently also been reviewed for quality assurance;
however, with said new hires’ recent presence at
PPOSBC, agency Security measures will also be
re-reviewed for even further optimum compliance

» With said new hires, PPOSBC s also embarking on a
long-term plan to continue to review all said
applicable agency policies for optimum quality and
compliance.

» \With said new hires, PPOSBC also plans for long
term subject matter expertise for matters relevant to
optimum protection of patient privacy and security,
and compliance with regulatory and agency standards.

Accordingly, and since the incidents at issue span
calendar years 2012 and 2013, PPOSBC submits in
good faith that as of said current date of September.|
2014, it has already implemented and integrated a]
variety of applicable corrective actions to address ;_:
the incidents atissue. Any additional measures fur- ;
ther outlined herein serve to also illustrate
PPOSBC’'s commitment to overall continued long-;
term optimum management of relevant processes,
and the privacy and security of protected health _:S
information for its valued patient population.

S YT

-
PPOSBC takes the optimal customer service, ardl]
privacy and security of its patients very seriously >’
and will continue to do so through all efforts listed
herein; and any additional quality improveimait
measures that its quality assurance, ri
management and compliance process
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A000| HSC Initial Comments A 000
The following reflects the findings of the California Response to A001 - We will work to make
Department of Public Health during a complaint every attempt to provide records within a
investigation for COMPLAINT NO: CA00352542, timely manner. —
L s |
Inspection was limited to the specific complaints _ il
investigated and does not represent the findings
of a full inspection of the facility. Corrective action for identified patients - G
We cannot change the charting or medical I~
Representing the California Department of Public doctor assessment of EBL for the patients I

Health: Surveyor 28950, HFEN. identified in this report or any additional

Deficencles were found and written at H&S past patients, We did Intervene with these =
1283.2. physicians and discussed clear —
documentation of EBL in the future.

GLOSSARY OF ABBREVIATION:
Response to D183-1 - Qur recovery room
CDPH - Californla Department of Public Health - hurses are trained to measure EBL on
sanitary pads, and a pictorial of sanitary pad
A001| HSC 1293.2. H & S Code 1293.2.(a) A 001 soaking is placed on the wall In the recovery
= o room bathroom, As a result of these
1293.2. It is a misdemeanor for any person to do incidents, a direct intervention with the
any of the following: j " physician occurred |rl1 which he was ad‘\nsed
| (a) W‘iiiquy prevent, interfere with, or attempt to to more .dosew MOHEF EEL and 'was limfted
impede in any way the work of any duly in gestational age in which he may perform
authorized representative of the state department procedures. In additlon, an in-service has

been held with the staff and MDs on
September 26, 2013 that reviewed modes of
estimating EBL, including weighing chucks

in the tawful enforcement of this chapter.

This Statute is not met as evidenced by: and measuring suction canister volume.
Based on interview, the facility failed to provide Tra'”;nsdcompénentfs ;2%':;? rrefterer:ce tod
access to medical records, as required by law, for "';“ati Al is* reg‘”ei‘:ﬁ‘; EBLto bpet(: Cr":‘l’f' Z’;t
the CDPH representative, This has the potential scczractee 'E‘;f;c‘:cum egma“on &rsupp
1o Impede a medical investigation. Findings:

On 4/29/13 at 1420 hours, a visit was made to the
Licensing and Certlfication Division
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A001| Continued From page 1

facility to begin a complaint investigation. Upon
arrival, the Facllity Manager was informed a
complaint investigation was being conducted,
official state identification was provided and a
request for a tour of the facility was made. The
Facility Manager provided a tour after calling the
CDPH office to verify the identity of the surveyor.

At 1500 hours, the Facility Manager was
interviewed and was asked for access 1o the
medical records to continue the investigation,
The manager left the room and returned a few
minutes later. The manager stated the CEQ had
been called and would not permit access to the
medical records. The manager stated a written
request for patient records from the CDPH could
be made and medical information would then be
sent to the department.

At 1530 hours, a copy of the Health and Safety
Code 1293.2 was provided to the Facility
Manager. The Facility Manager still refused
access to the medical records,

D 183) T22 DIV5 CH7 ART6-75055(f) Unit Patient Health

(f) Patients' health records shall be current and
kept in detail consistent with good medical and
professional practice and shall describe the
services provided to each patient. All entries shall
be dated and be authenticated with the name,

professional title, and classification of the person
making the entry.

This Statute is not met as evidenced by:
Based on health record review and interview, the

Licensing and Certification Division

A 001 During the past year, we have also

initiated a more vigilant incident monitoring
program through our Quality Management
Department to Identify areas for potential
improvement in care and dacumentation,
In addition to documenting quality
improvement activities, detailed summaries
of all adverse events occurring in the health
centers are reported to Planned
Parenthood Federation of America (PPFA),
After this intervention, and routinely
thereafter, the Director of Quality
Management and Medical Director will
complete a chart audit using PPFA-
approved audit tools for evaluating surgical
abortion procedures which includes the
assessment of documented EBL
estimations. In addition to a review of
medical records, we will also utilize the
PPFA-approved abservation tool to assess
adherence to PPOSBC protocols for surgical
abortion procedures. The chart audit and

D 183 observations will be performed by our
wefeme o Director of Quality Management and
supervised by the Medical Director.
Subsequent reviews will consist of an
annual comprehensive program review of
surgical abortion procedures. This review
has been added to the Annual Quality
Management calendar of activities and is
scheduled for February, 2014. In addition,
we are currently redesigning our surgical
abortion progress note in our electranic
medical record to make it easier to
document EBL and track complications. This
will be completed in September 2013,
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D 183 | Continued From page 2 D 183
clinic failed to document accurate blood loss Response to D183-2- Our recovery room
using professional practices for two of five nurses are trained to measure EBL on
sampled patients (Patients 1 and 2). The sanitary pads, and a pictorial of sanitary pad
estimated blood loss (EBL) for Patient 1 was soaking is placed on the wall in the recovery
documented as a total of 215 m| (milliliters). The room bathroom. As a result of these
patient had a significant drop in her hemoglobin incidents, a direct intervention with the
from 13.8 to 8.6, indicating a higher loss of blood, physician occurred in which he was advised ,"‘—2
Patient 2 had a drop of her hemoglobin from 11.8 to more closely monitor EBL. This physician S
to 8.4; and was documented as having heavy has now retired and is no longer working for )
bleeding. Physician 2 estimated Patient 2's blood PPOSBC. In addition, an in-service was held By
loss as less than 15 ml. This has the potential for with the staff and MDs on September 26, o
the patients' physical assessments to be incorrect 2013 that reviewed modes of estimating EBL, P
which can lead to comnplications from blood loss. including weighing chucks and measuring
Findings: suction canister volume. Recovery room staff
will be empowered to quantify EBL in their e
1. Health record review for Patient 1 was initiated notes based on their training, Of note, =
on 5/7/13. Review of the Progress Notes dated enhanced use of the electronic medical ™
2/22/13, showed at 1140 hours, Patient 1's record system will better facilitate i
hemoglobin level prior to her surgical procedure documentation of EBL in the patient’s record. =
was 13.8 gm/dl (grams per deciliter) (normal During the past year, we have also initiated a
12-14 gm/d). The procedure was initiated at 1331 more vigilant incident monitoring program
hours. Atthe end of the procedure, the physician through our Quality Management
documented an EBL of 15 mL. Patient 1 was Department to identify areas for potential
transferred to the recovery room at 1353 hours, improvement in care and documentation.
After this intervention, we will complete a
‘ The._pr.c:gress.‘notes_show,,an.EBL of 200.ml and a chart audit to assess EBL estimations going
hemoglobin of 11 gm/dl (a drop of 2.8) while in forward. The chart audit will be performed
the recovery room. At 1417 hours, Patient 1 was by our Director of Quality Management and
transferred back to the procedure room for active supervised by the Medical Director. As noted
bleeding. in PPOSBC's Quality Management Plan, all
audit results will be shared with the Quality
The documentation shows at 1743 hours, the Management Committee, Quality
indwelling catheter was removed and Patient 1 Improvement activities will be implemented
had "copious vaginal bleeding." The hemoglobin as needed to address deficiencies and
was re-measured at 8.6 gm/di (a total drop of 5.2 strengths identified during the review.
gm/di). Patient 1 was emergently transported to
an acute facility for evaluation and treatment.
An interview with the Medical Director was
initiated on 7/11/13 at 1000 hours. The Medical
Licensing and Cerification Division AT TCet
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D 183 | Continued From page 3 D 183
Director stated a drop in the hemoglobin by one Monitoring - Per PPOSBC's Quality
point usually means a loss of 300 ml of blood (a Management Plan, all quality activities and

At 1430h0urs, Pafient 2 returned to the clinic &3

5.2 point drop x 300 ml = 1560 m| blood loss)

. corrective action steps will be formally

" . 5 o documented and managed by the Director
An interview with Physician 1 was initiated on

7/11/13 at 1130 hours. Physician 1 was asked BFCalIty Manrgement. The Corractive
about the EBL. He stated the EBL is usually done Action Plan will be signed by tI'Te Medllcal
by a pad count and the documented estimate on |. Director and Chief Administrative Officer
the progress note was approximate. once completed.

Documentation of a pad count was not found in (

the progress notes.

2, Health record review for Patient 2 was initiated
on 5/7/13. Review of the Progress Notes dated
3/8/13, showed Patient 2's. pre procedure
hemoglobin level was 11.8 gm/dl on 3/8/13. The
documentation shows the procedure was initiated
on 3/9/13 at 1118 hours and completed at 1133
hours. Physician 2 documented the EBL was
less than 15 ml,

At 1210 hours, the documentation shows Patient
2 passed a large blood clot and is having active
bleeding. Patient 2 was discharged from the
facility at 1351 hours.

| T

complaining of having heavy bleeding. The <5
hemaglobin was 9.4 gm/dl (a 2.4 gm/dl drop). e
An interview with the' Medical Director was
initiated on 7/11/13 at 1000 hours. The Medical
Director stated a drop in the hemoglobin by one
point usually means a loss of 300 m! of blood
(2.4 point drop x 300 ml = 720 ml blood loss).

s

g
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A000] Initial Comments A 000
=D
. - e o Complaint N =3

The following reflects the findings of the California 2 umber CAB0334630 ’::

Department of Public Health during the =

investigation of COMPLAINT NUMBER: &

a) Corrective Actions accomplished for i
the patients identified to have been
affected are as follows:

CA00334630.

Inspection was limited to the specific complaint(s)
investigated and does not represent the findings

of a full inspection of the facility. 1. Mission Viejo Health Center

Letters sent to Patients A, Band F 3/19/12
notifying them of an unintentional breach
of their personal information which
included their name, date of last
menstrual period, size of family, income
and the internal medical record number.

Representing the California Department of Public
Health: Surveyor 1835, HFEN.

Findings for Complaint Number CA00334630:

The complaint allegation(s) were substantiated

and regulatory violations written at A001 and Letter sent to Patient C notifying her of 3/19/12

an unintentional breach of her personal

A017. : ; e
information which included her name.
A 0801 Informed Medical Breach A00T | Letter sent to Patient D notifying her of | 3/19/12
. an unintentional breach of her personal
Health and Safety Code Section 1280.15 (b)(2), information which included her name
" A clinic, health facility, agency, or hospice shall date of birth and date of last menstrual
also report any unlawful or unauthorized access period.
10, or use or disclosure of, a patient's medical
information to the affected patient or the patient's Letter sent to Patient E nofifying her of 3/19/12
representative at the last known address, no later an unintentional breach of her personal
than five business days after the unlawful or information which included her name
unauthorized access, use, or disclosure has been date of birth, phone number, social '
detected by the clinic, health facility, agency, or security namibar HEme of har W s
hospice. company and the insurance identification
. — number,
The CDPH verified that the facility informed the
affected patient(s) or the patient's , Provided all patients resources on how
representative(s) of the unlawful or unauthorized to contact our office for additional
access, use or disclosure of the patient's medical asslstancs

information.
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review, the facility failed to prevent the disclosure
of 11 patients' protected health information (PHI)
to unauthorized individuals (Patients A, B, C, D,
E,F, G, H, I Jand K).
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A017 Continued From page 1 A017 a) Corrective Actions Continued
A 017 1280.15(a) Health & Safety Code 1280 A017 2. Costa Mesa Health Center
Letter sent to Patient H notifying them of | 6/21/12
(a) Aclinic, health facility, home health agency, or an unintentional breach of their name,
hospice licensed pursuant to Section 1204, date of birth, the health center’s internal
1250, 1725, or 1745 shall prevent unlawful or chart number and their Health Access
unauthorized access to, and use or disclosure of, Program number. Also prod@%d patient
patients' medical information, as defined in resources on how to contactgur office
subdivision (g) of Section 56.05 of the Civil Code for additional assistance. S5
and consistent with Section 130203. The 7=
department, after investigation, may assess an 3. Anaheim Health Center ™
administrative penalty for a violation of this Letter sent to Patient J notifyfig her of an | 10/19/12
section of up to twenty-five thousand dollars unintentional breach of her firsgjnitial,
($25,000) per patient whose medical information last name and date of birth. Alsb
was unlawfully or without authorization accessed, provided patient resources onrhow to
used, or disclosed, and up to seventeen contact our office for addition
thousand five hundred dollars ($17,500) per assistance. =
subsequent occurrence of unlawful or
unauthorized access, use, or disclosure of that 4. Orange Administration Office
patients' medical information. For purposes of the Letter sent to Patient G notifying her of 5/3/12
investigation, the department shall consider the an unintentional breach of her name,
clinic's, health facility's, agency's, or hospice's date of birth, the health center's internal
history of compliance with this section and other medical record number, income and
related state and federal statutes and regulations, phone number. Also provided patient
the extent to which the facility detected violations resources on how to contact our office
and took preventative action to immediately for additional assistance.
correct and prevent past violations from recurring,
and factors outside its control that restricted the 5. Santa Ana Health Center
RIS AR SRy SN SR, Pl Letter sent to Patient | notifying her of an | 8/2/12
department shall have full discretion to consider unintentional breach of her name, date of
all factors when determining the amount of an birth and her Family Pact card
administrative penalty pursuant to this section. identification number. Also provided
patient resources on how to contact our
office for additional assistance. |
This Statute is not met as evidenced by: 6. Westminster Health Center :
Based oaiteriaw and hospitd document Letter sent to Patient K notifying heref /" [\#1/9/12

an unintentional breach of her name arid
test results. Also provided patient
resources on how to contact our oifice
for additional assistance. s
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Findings:

1. Review of Mission Viejo Health Center
documentation showed a breach of PHI involving
six patients.

On 3/14/12, a back office Medical Assistant was
handed four pieces of paper, folded in half, and
dated 3/13/12, by a patient. The papers contained
the hand written PHI of Patients A, B, C, D, E,
and F.

Further review of the health center's investigation
showed on 3/13/12, a call center representative
was taking the four pieces of paper with the six
patient's PHI to the shredder. However, the call
center representative had to go to the bathroom.
The patient, who returned the papers stated they
were found on top of the paper towel dispenser in
the bathroom.

The disclosed PHI belonging to Patients A, B, C,
D, E and F are as follows:

Patients A, B, and F's name, date of last
menstrual period, size of family, income and the
internal medical record number were disclosed.

Patient C's name was disclosed.

Patient D's name, date of birth and date of last
menstrual period were disclosed.

Patient E's name, date of birth, phone number,
social security number and the name of their
insurance company and the insurance
identification number were disclosed.

2. Review of Costa Mesa Health Center's

(X4) ID SUMMARY STATEMENT OF DEFICIENCIES D PROVIDER'S PLAN OF CORRECTION (x5)
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A 017 | Continued From page 2 A017 b) How other patients having the

potential to be affected by the same
deficient practice can be identified and
what corrective actions will be taken.

In the above findings members of our
staff neglected to follow our procedure
for verifying the identity of a patient
before giving them a urine cup, supply or
prescription. We continue to education
our staff on patient verification before
distribution of supplies or paperwork.

We also stress the importance of
verifying FAX numbers before
transmitting information. We remind staff
to follow our FAX policy regarding PH]I
information.

When a HIPAA violation occurs the
health center manager investigates the
situation, talks to our compliance office
and we work on solutions so these types
of errors will not happen in the future.
When required, new policies are written
and communicated with staff.

Employees we were able to identify as
violators of HIPAA incidents receive
Corrective Action Warning Notices.
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documentation showed on 6/19/12, it was
discovered two urine cups with Patient H's PHI,
had been given to another patient to take home
on 12/20/11.

The PHi disciosed belonging to Patient H
included name, date of birth, the health center's
internal chart number and the Health Access
Program number.

Further review of the Health Center's
investigation showed staff neglected to follow the
policy on verifying patient identity on labeled
supplies and/or documents before distribution.

3. On 8/14/12, the Anaheim Health Center
discovered staff inadvertently handed a patient a
urine cup labeled with Patient J's PHI. The patient
went to the bathroom and noticed the urine cup
with Patient J's name and returned it to a staff
member.

The PHI disclosed included first initial, last name
and date of birth of Patient J.

4. Review of documentation showed, on 4/26/12,
the Orange Health Center discovered Patient G's
PHI was faxed to a private citizen instead of the
intended recipient on 4/25/12.

Through investigation the health center
discovered staff had inadvertently switched the
last two numbers of the fax number.

Patient G's PHI disclosed included name, date of
birth, the health center's internal medical record
number, income and phone number.

5. On 7/24/12, the Santa Ana Health Center
inadvertently handed a patient a Family Pact

(X4) ID SUMMARY STATEMENT OF DEFICIENCIES D
PREFIX (EACH DEFICIENCY MUST BE PRECEDED BY FULL PREFIX
TAG REGULATORY OR LSC IDENTIFYING INFORMATION) TAG
A 017 | Continued From page 3 A017
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DEFICIENCY)

(X5)

DATE

c) What immediate measures and
systemic changes will be put in place to
ensure that deficient practices do not
recur?

On the above listed findings we made
the following changes:

We placed a personal shredder next to
the health center's call representative’s
desk so they could shred documents
before they left their desk. Since this
incident occurred we moved our call
center representatives from each health
center location to one location. They
now have their own secure area with
shred bins and no patients have access
to the documents or the paperwork on
their desks.

We remind staff and include in our new
hire training that staff should always
confirm the patient's full name and date
of birth before handing a patient anything
that has patient information written on it.
This includes urine cups, Family Pact
cards, prescriptions, test results,
supplies etc.

We continue to remind staff to be familiar
with our new FAX policy and to pres
program those FAX numbers thatafe
used repeatedly. One must always
verify the numbers they have entgred
before transmitting a FAX. ~F
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identification card belonging to Patient I. The
health center discovered the inadvertent act on
7/29/2012.

The PHI belonging to Patient | that was disclosed
included name, date of birth, and the Family Pact
card identification number.

6. On 11/5/12, the Westminster Health Center
discovered staff had inadvertently given another
patient a form belonging to Patient K on 11/1/12.

The PHI disclosed on the form showed Patient
K's name and a test result.

The above breaches of PHI were confirmed
during a telephone interview with the health
centers' Operations Manager for Compliance,
Quality and Risk Management and the Senior
Vice President of Compliance and Privacy on
12/6/12 at 1400 hours.

Monitoring process includes
Management overseeing the operations
of our health centers including the
distribution of supplies and prescriptions.
Newly hired staff receive HIPAA training
on their first day of work before going to
their worksite. Health Center Medical
Assistants receive additional HIPAA
training during their weeklong orientation
training within 30 days of new hire. We
also have quarterly Medical Assistant
trainings where we train and reinforce
the importance of Privacy and following
HIPAA requirements and regulations.
This training is provided by the
Compliance Department. Health Center
staff are also reminded of the #Mportance
of following HIPAA guidelines at each of
their Monthly Health Center staff
meetings. At quarterly Quality & Risk
Management Meetings, HIPAA Breaches
are discussed and moenitored by
management. We also have s

checking audits conducted by t
Compliance Office throughout g year.
The importance of this function EES been
communicated to staff and they—
understand the importance of following
our policies.

e) Date when corrective action will be
completed.
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D 000 Initial Comments D 000

The following reflects the findings of the California

Department of Public Health during a complaint

visit.

The inspection was limited to the specific

complaint investigated, and does not represent

the findings of a full inspection of the facility.

For Complaint no. CA460155 regarding Quaiity of

Care/ Treatment, the Department was unable to

identify a violation of Federal regulations.

Representing the California Department of Public

Health: op

29956, Health Faciliies Evaluator Nurse ; ‘IH

\
°
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D000 | Initial Comments D 000 ﬁ;(’r PSS
a. The deficiency occurred when Patient B was ICE
handed an enrollment lelter with instructions for
how to set up a patient portal account and password
The following reflects the findings of the California that was intended for Patient A. The medical
Department of Public Health following an assistant involved in the error failed to follmy the
investigation of a self-reported breach of a nermal process for confirming the patient’s identity
o Cm : prior to handing over the enrollment letter,
patient's medical information. ©
. Once we became aware of the errer, we L1-14-14
Complaint number: CA00420907 immediately dis-enrolled Patient A from the patient
portal to ensure that Patient B was unable to gain
The investigation was limited to the specific event further access to Palient A'sportal.
reported and does not represent the findings ofa n add:tlo;}, we apelogized to Patient A in person at 1714
full inspection of the facility. her next visit {lree days la[elr m‘1cl she rFCCIVE:d an ’
updated enrollment tetter with instructions for how
to set up her patient portal account and passwerd.
Representing the California Department of Public A foliow up breach notificaiion letler was then sent
Health: Health Facllittes Evaluator Nurse to Patient A the day after her visit, 11-18-14
State ID: 15932. .
The plan is to ensure that medical assistants always
establish correct patient identity prior to handing an
AQ01 1 Informed Medical Breach A 001 enrollment letter to a patient. Since this incident
occurred, a third identifier has been added to the
Health and Safety Code Section 1280.15 ®)(2) patiepl portal enrollment process. In erder to setup
" A clinic. health facility agency, or hospice shall a pzlltlent porla‘l acc‘:mmt, ‘ﬂ.le patient must 0ow enter
! ! ! . their date of birth in addition to the token listed on
also report any unlawful or unauthorized access the enrollment letter and their email address, Since
to, or use or disclosure of, a patient's medical the date of birth is not listed on the enrollment
information to the affected patient or the patient's fetter, a patient would not be able to inadvartently
representative at the last known address, no access anoFIwrpntienl’s portal without knowing this
later than five business days after the unlawful or additional identifier
unauthorized access, U‘SG', or dISC]OSU!’t.E has b. The procedure will include reviewing with all
been detected by the clinic, health facility, staff our established process for ensuring that the
agency, or hospice." correct patient receives the correct enrollmens letter,
s includes (3] verbaliy estabiistimy vorred
The CDPH verified that the facility informed the patient identity and (b) asking the patient to ensure
affected patient(s) or the patient's the name and email address on the enrcllment letter
representative(s) of the unlawful or unauthorized belong to them.
. R )
access, .use or disclosure of the patient's medical ¢. Monitering procedures will include follow up
information. training &4 routine center stalf nieetings reparding
the mandatory process for establishing correct
patient identity prior to handing over a patient
portal enccliment lefter to the patient,
D177, T22 DIV5 CHY ART6-75055(b) Unit Patient D177
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D 177| Continued From Page 1 D177 Continued From Page 1 ICe
shall be c_onfidential az)d shall be diSClQSECI only €. The monitaring process will also include a
to authorized persons in accordance with federal, review of all patient privacy root cause analysis
state and local |aws. reports by the HIPAA Privacy Officer, Sr.
Director of Quality and the Sr, Director of Center
Operations. We will identify any similar errors
and address them immediately te avoid system-
. . \ wide errors.
This RULE: is not met as evidenced by:
Based on interview and record review, the facility d. The Health Center Manager is responsible for
failed to protect the medical record information for implementing the plan of correction and for
one sampled patient (Patient A} as required per continuous’ly monitgring compliance fo all
Health and Safety Code Regulation 1280.15. As 1 P privacy policies and brocedures in their
result, the patient's prlvate health information heal th cen'ters. This includes the protection of
PHI sed petient privacy through the mandatory process of
( ) was compromised. establishing correct patient identity prior to
Findi handing over an enrollment letter to a patient.
indings:
In addition, the HIPAA Privacy Officer conducts
The facility was made aware of a breach on HII;A?&rainhg for a]l' net\»vt.heallh;ent.er‘ staff as
. vrs pait of the agency’s orientation and training
t1h1/ 1411 él Tthe fe1u;,|||1ty qotlfied the Department of program s well s an annual HIPAA
e incident on 11/18/14. Compliance Training review. HIPAA
o compliance audits are also conducted annually at
The facility reported that the breach included the a minimum of six health centers. HIPAA privacy
following PH1 related to Patient A: Name, breaches are also 1'cvi<?wed a‘nd discussed with
laboratory results, visit d@SCI’iptiOl’l and provider health center leadership at bi-annual meetings,
name,
¢, The Health Center Manager immediatel
iewed wi ibuting f ted '
L. ) . . reviewed what contributing factors led to the
The_ Administrative {Staﬁ qonflrmed the incident etror by conducting a root cause analysis and
during a telsphone interview on 3/18/15. The determined that a medical assistant had net
Administrative staif stated Patient B received a followed our mandatory internal process for
welcome letter that was meant for Patient A. The estabrllshmg correc_t patient identity prior to
welcome letter contained instructions on how to handing over a patient portal encollinent letter,
access the portal that contained the PHI of Patient The Health Center Manager reviewad and a6t
A discussed the incident with all staff at the next et
staff meeting and reminded them of the |
importance of ensuring thal correct patient i
5 p
identity is always established prior to handing |
over 4 patient portal enrollment letter, ’
The third identifier was added to require date of L1200 14
birth in order to enroll in the patient poital.
All corrective actions were comp ew
11-26-14. n l ‘
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A 000 Initial Comments ZR00g We spoke to Patient A on the phone 1-12-15
) o ) ] and apologized to her for the error.
The following reflects the findings of the California She agreed to return the letter with
Department of Public Health during the Patient B’s information on it to us
investigation of one entity reported incident. in a self-addressed, stamped envelope
that was mailed out to her. In addition,
Entity reported incident number: CA00429105 an RN in the Case Management
. . . i Department called Patient A, discussed
Representing the California Department of Public her lab results with her and scheduled
Health: 25937 / 2122 an appointment for her to receive
treatment.
The inspection was limited to the specific entity
reported incident investigated and does not A follow up letter was mailed to Patient 1-26-15
represent the findings of a full inspection of the A informing her that Patient B
facility. had returned the letter with Patient A’s
; ; information on it.
This Department was able to substantiate a
violation of the regulations. We apologized to Patient B in person, 1-13-15
retrieved the letter from her with Patient
A 001| Informed Medical Breach A 001 A’s information on it and provided her
with appropriate treatment,
Health and Safety Code Section 1280.15 (b)(2),
" A clinic, health facility, agency, or hospice shall A follow up letter was mailed to Patient 1-26-15
also report any unlawful or unauthorized access B informing her that Patient A had agreed
to, or use or disclosure of, a patient's medical to return the letter to us with
information to the affected patient or the patient's Patient B’s information on it.
representative at the last known address, no later
than five business days after the unlawful or We have determined that this is
unauthorized access, use, or disclosure has been not a system error; it is a one-off
detected by the clinic, health facility, agency, or error by an employee.
hospice."
The RN Manager of Case Management 1-20-15
The CDPH verified that the facility informed the w4y | immediately discussed the incident
affected patient(s) or the patient's Q’U"’,\g with the Case Management Specialist !
representative(s) of the unlawful or unauthorized f’-;j V involved in the error and reminded her |
access, use or disclosure of the patient's medical & '\b that our process includes the mandatory ‘
information. double checking of the patient name
and address on a lab results letter against ‘
the patient name and address on the
envelope label, prior to placing tm
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(a) A clinic, health facility, home health agency, or
hospice licensed pursuant to Section 1204,
1250, 1725, or 1745 shall prevent unlawful or
unauthorized access to, and use or disclosure of,
patients' medical information, as defined in
subdivision (g) of Section 56.05 of the Civil Code
and consistent with Section 130203. The
department, after investigation, may assess an
administrative penalty for a violation of this
section of up to twenty-five thousand dollars
($25,000) per patient whose medical information
was unlawfully or without authorization accessed,
used, or disclosed, and up to seventeen
thousand five hundred dollars ($17,500) per
subsequent occurrence of unlawful or
unauthorized access, use, or disclosure of that
patients' medical information. For purposes of the
investigation, the department shall consider the
clinic's, health facility's, agency's, or hospice's
history of compliance with this section and other
related state and federal statutes and regulations,
the extent to which the facility detected violations
and took preventative action to immediately
correct and prevent past violations from recurring,
and factors outside its control that restricted the
facility's ability to comply with this section. The
department shall have full discretion to consider
all factors when determining the amount of an
administrative penalty pursuant to this section.

This Statute is not met as evidenced by:

Based on interview and facility document review,
the facility failed to prevent unauthorized access
and/or disclosure of two patients (Patient 1 and
Patient 2) medical information, when Patient A's

(X4) ID SUMMARY STATEMENT OF DEFICIENCIES D PROVIDER'S PLAN OF CORRECTION (X5)
PREFIX (EACH DEFICIENCY MUST BE PREGEDED BY FULL PREFIX (EACH CORRECTIVE ACTION SHOULD BE COMPLETE
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DEFICIENCY)
A017| Continued From page 1 A017
A 017 1280.15(a) Health & Safety Code 1280 A017 in the envelope. The Case Management

Manager also reinforced with the employee
the need to handle only one patient letter
and envelope at a time.

Every new Case Management RN
receives training which includes
mandatory double checking of
patient name and address on a lab
results letter against the patient
name and address on the envelope
label prior to placing the letter in
the envelope.

The RN Case Management Manager
is responsible for continuously
monitoring compliance to all HIPAA
privacy policies including our process
of mandatory double checking of
patient name and address on a lab
results letter against the patient name
and address on the envelope label
prior to placing the letter in the envelope.
It is part of the annual performance
evaluation, which is conducted by the
RN Case Management Manager.

HIPAA training for all new staff is
conducted by the HIPAA Privacy

Officer as part of the agency’s

orientation and training program in
addition to an annual HIPAA Compliance
Training review.

HIPAA compliance
audits are also conducted on an annual
basis by the HIPAA Privacy Officer.

All corrective actions were com
1-26-15
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laboratory results were sent to Patient B, and
Patient B's lab results were sent to Patient A. This
failure had the potential to result in misuse of
private/protected information.

Findings:

1. On February 19, 2015, at 2 p.m.., the Privacy
officer (PO) was interviewed. The PO stated
Patient A notified the facility on January 12, 2015,
that she had received a letter in the mail that was
intended for Patient B. The PO stated Patient A's
name and address was on the outside envelope,
but the letter inside was addressed to Patient B,
and contained protected health information (PHI).
The PO stated the letter contained Patient B's
positive Chlamydia results (a sexually
transmitted disease). The PO stated Patient A
returned the letter to the facility.

The letter sent to Patient A was reviewed. The
letter contained Patient B's name, address, and
positive test results for Chlamydia (a sexually
transmitted disease).

2. On February 19, 2015, at 2 p.m.., the Privacy
officer (PO) was interviewed. The PO stated
Patient B notified the facility on January 13, 2015,
that she had received a letter in the mail that was
intended for Patient A. The PO stated Patient B's
name and address was on the outside envelope,
but the letter inside was addressed to Patient A,
and contained protected health information (PHI).
The PO stated the letter contained Patient A's
positive Chlamydia results (a sexually
transmitted disease). The PO stated Patient B
returned the letter to the facility.

The letter sent to Patient B was reviewed. The
letter contained Patient A's name, address, and
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positive test results for Chlamydia (a sexually
transmitted disease).

The PO stated, the employee stuffing the
envelopes, and then addressing ther, should
have verified the correct address label was going
on the correct envelope. In addition, The PO
stated the employee should have only handled
one envelope/letter at a time.

The information contained in the facility employee
handbook, under Health Insurance Portability
and Accountability Act (HIPAA) Privacy
Statement. The information indicated the
following:

1. Make sure all medical records are secure from
unauthorized use.
2. Never allow an unauthorized person access to
any medical records or PHI.

3. As a general matter, An individual's PHI may
not be used or disclosed without proper
permission.

A017

Licensing and Certification Division
STATE FORM

6899

Q5FOMM

fortife




PRINTED: 01/14/2015

o _ FORM APPROVED
California Department of Public Health
STATEMENT OF DEFICIENCIES (X1) PROVIDER/SUPPLIER/CLIA (X2) MULTIPLE CONSTRUCTION (X3) DATE SURVEY
AND PLA) ' OF CORRECTION IDENTIFICATION NUMBER: r COMPLETED
A. BUILDING:
240001766 BJWING 2 01/12/2015

NAME OF PROVIDER OR SUPPLIER

PLANNED PARENTHOOD/ORANGE & SAN BEI

STREET ADDRESS, CITY, STATE, ZIP CODE
1873 COMMERCENTER WEST

SAN BERNARDINO, CA 92408

Health Records

(b) Information contained in the health records
shall be confidential and shall be disclosed only
to authorized persons in accordance with federal,
state and local laws.

This Statute is not met as evidenced by:

Based on interview and record review, the facility
failed to ensure the confidential treatment of
protected health information (PHI) for Patient B,
when a medical assistant (MA 1) inadvertently
scanned a release form into the medical record of
Patient B instead of Patient A. A medical records
clerk (MRC 1) then processed the release of
records and mailed the medical records for
Patient B to an outside entity. This failure resulted
in an unauthorized release of PHI for Patient B.
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. RE: CMS 2567
D 000! (ni : . 01.23.15
Initial Comments 2L Entity Reparted Incident Number CA00421439
The following reflects the findings of the California ; .
Department of Public Health during an ifff;;ﬁtﬁ:j;ﬁoggisgc5:: Os\fbfﬁe’ nOtFt)HI
abbreviated standard survey to investigate an :,h - Y PRI R R
entity reported incident. as ; e receiving \*.anntv was a covgred and treating
entity that recognized based on patient name that the
Entity Reported Incident Number: CAQ0421439 document at issue was not the intended patient
record; and furthermore, that covered/treating entity
Representing the California Department of Public expeditiously contacted PPOSBC and expeditiously
Health: 34388-HFEN returned the PHI to PPOSBC via certified mail.
However, as reported in PPOSBC's initial report to|"
The inspection was limited to the specific entity your facility, PPOSBC nevertheless reported this
reported incident investigated and does not matter in good faith; thereby, PPOSBC respectfully
repffasent the findings of a full inspection of the submits that this form may be inapplicable to PPOSBC
facility. for this matter. However, PPOSBC respectfully submits
. ) : its plan of correction to your form 2567 as follows.
One deficiency was issued for entity reported
incident number: CA00421439 Your CMS 2567 correspondence dated January 14,
2015 states in pertinent part:
D 177 T22 DIV5 CH7 ART6-75055(b) Unit Patient D177

The Pian of Correcticn for each deficiency must contain the Icliowing:

a) What corrective action(s) wil be accomplished for the patient(s) identified to
have been affected by the deficient practice.

b} How other patients having the potential 1o be affected by the same deficient
practice be identified, and what corrective action wil be taken.

¢) What immediate measures and systemic changes wil be put into place to
ensure that the deficient practice does not recur.

d) A description of the menitoring process and positions of persons responsible
for monitoring (1., Administrator, Director of Nursing, or other responsible
supervisory personnel). How the facility plans to menitor its performance to
ensure corrections are achieved and sustained. The plan of corection must be
implemented, comective action evaluated for s effectiveness, and it must be
integrated into the quality assurance system.

8) Dates when corrective action will be compleled. The comective action
completion date must be accaptable to the Department. The deficient practice
should be comected immediately. This dale shall be no more than 30 saieridar
days from the dale the facility was notified of the non-compliance.

Per your request, please find the followirig pertinert

Plan of Correction. ®
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Finding:

On December 30, 2014 at 11:50 AM, a phone
interview was conducted with the Privacy and
Compliance Officer (PCO) regarding an entity
reported incident of a breach of PHI for Patient B,
detected by the facility on November 5, 2014.
The PCO stated it was an "unfortunate human
error". She stated staff are trained to check the
name and medical record number to make sure it
is the right patient. She further stated there are
policies and procedures in place to prevent this
from happening, but they were not followed.

During a record review it was determined Patient
B, was notified via mail of the breach on
November 10, 2014 of their individual PHI.

During a review of the documentation mailed to
the outside entity in error, the documentation
contained Patient B's name, address, phone
number, date of birth, age, account number,
provider name and aspects of their health history.

Areview of the facility policy and procedure titled,
"Medical Records Release," dated August, 2013,
indicated, "All information contained within a
patient's EMR...will be maintained in a
confidential manner to protect the patient's right
to confidentiality..."

The failure to verify the correct patient and their
medical records prior to mailing resulted in the
unauthorized release and breach of PHI for
Patient B.

well as mailed a written correspondence Notice to the
patient at issue; said correspondence included identi-
fying the incident at issue, identifying PPOSBC com-
mitment to patient privacy and security as well as
PPOSBC"s commitment to retraining and counseling
of staff at issue; as well as cantact information for three
credit reporting agencies, and contact information for
PPOSBC's Privacy Officer in the event patient wished
to further communicate regarding this matter. Said
correspondence to patient was previously provided to
ivour facility and is again attached.

b), (c), {d), and (e):

PPOSBC takes this matter very seriously both for the
matter at issue and regarding other patients. Thereby,
PPOSBC continues with quality assurance measures to
train and re-train all staff on management and
protection of protected health information (PHI).
PPOSBC conducts on-going quality assurance focused
PHI trainings, with both patient services staff, and
PPOSBC other staff,

PHI training includes in-depth training at onset of hire
with PPOSBC, as well as annual PHI trainings; as well as
one-to-one re-trainings with specific staff involved in
this specific matter. PPOSBC also completes pro-active
ongoing PHI compliance and risk management
trainings, including the annual all-staff training
completed during October 2014; and further trainings
during July 29, 2014, and July 30, 2014 for patient
services staff  Please find previously-submitted
enclosed copies of agendas for ongoing patient
services, and all-staff PPOSBC compliance, privasy and
PHI training. PPOSBC has a proactive program 'u.'.*?f-re—l
by clinical, and non<linical staff are proactivel
trained/retrained on security and privacy of PHI, arid
PHI process(es). Specific trainings to specific staff ara!
also conducted regarding any pertinerit inatiers stich
as this matter. Thus, PPOSBC conducts @bth e
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D 177| Continued From page 2 on-going training as well as any applicable re-training 01.23.15

as warranted. Also attached are relevant and
previously submitted policies regarding compliance,
privacy, PHI, and records release processing.

In reviewing the matter at issue, PPOSBC submits in
good faith that applicable robust trainings on per-
tinent policies were implemented proactively and
consistently irrespective of this matter; and the matter
at issue was an inadvertent, human-error matter
requiring retraining and counseling of specific staff at
ssue as described. Nevertheless, as stated, PPOSBC
has further retrained and counseled staff on the
rmport of the privacy and security of PHI and related
pprocesses (please kindly again note by the several
training agendas and programs copies attached
hereto). Both the PPOSBC medical records clerk and
the PPOSBC MA at issue have also received specific
retraining and counseling on agency processes and
policies required for release of records including
verifying correct patient data and identification at
leach stage of said process

Also as part of PPOSBC's commitment to quality
assurance processes, PPOSBC will continue to focus
lon on-going robust trainings at all applicable levels.
This includes not only a full compliance and PHI
training at inception of employment, and at applicable
departmental levels, but also, ongoing “Annual,”
all-staff trainings as exemplified by the newly
implemented annual PPOSBC Compliance & Risk
Management All-Staff training program commencing
with the 2014 annual program (a paper copy of which
program is also attached hereto).

IApplicable supervisory staff for ongoing trainings-ancd

monitoring of compliance include PPQOSBC oompliance|
management staff, PPOSBC Administrative management |

staff, PPOSBC Information Technolo managemegtl

staff, and PPOSBC Patient Services manige
Licensing and Certification Division g@m%e'd‘
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ssue, maintaining parallel policies on protected Health
nformation privacy and security and monitoring com-
pliance regarding the same.

Additionally, through the supervision of PPOSBC
Information Technology staff, PPOSBC has implemerted
new electronic security measures/processes through a
third-party software program designed to automatically
detect, and report to PPOSBC unauthorized access to
protected health information and related systems.
PPOSBC has also hired a Compliance Officer and
Privacy Officer in addition to other additional
compliance staff. PPOSBC Health Center Managers
have also received additional training regarding
on-site  training, monitoring, reporting and
management of protected health information privacy
iand security.

PPOSBC therefore, respectfully and in good faith
submits it has an efficient and good faith patient and
protected health information plan of correction
program for this matter currently implemented.

Thank you for your attention to this matter.

UHﬁEd
Licensing and Certification Division
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PHI, was faxed to an incorrect FAX number. This
resulted in the unauthorized release of Patient A's
PHI to an unauthorized entity.

Findings:

During a phone interview with the Compliance
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D 000| Initial Comments D 000 RE: CDPH Intake File Number: CA00460847 10/12/15
The following reflects the findings of the California “The Plan of Correction for each deficiency must
Department of Public Health during an contain the following:
investigation of a Community Clinic reported
ingident; a) What corrective actionfs) will be
Entity Reported Incident number: CA00460847 accomplished for the patient(s) identified to

have been affected by the deficient practice.”
Representing the California Department of Public
Health: HFEN 35290 a): The patient at issue was contacted by PPOSBC
. . . . informing patient of the incident, that PPOSBC
The inspection was limited to the spec'lflc_mmdent would investigate said incident and remediate
reported, and does not represent the findings of a .
full inspection of the facility. please see copy of PPOSBC written
correspondence to ( ' natient
One deficiency was issued as a result of entity at issue attached hereto and incorporated hereln
reported event: CA00460847 (Name and Address of patient redatted forn hs
privacy; a non-redacted copy of sardlette@v o=

D 177 T22 DIV5 CH7 ART6-75055(b) Unit Patient D177 provided to at CBPH; or =Bout|_
Health Records October 12, 2015). Patient was frevidedfull ™"
(b) Information contained in the health records contactinformationat PPOSBCfgraﬁyﬂdd ol
shall be confidential and shall be disclosed only ARestRs g coneas L panents alsmmﬂ'm =t
to authorized persons in accordance with federal, concretely ensure ongoing safety and privagy of _
state and local laws. patient’s protected health lnformatmn PPOSBC| .

R.N. staff member at issue was also prorfﬁﬁtly

counseled and retrained by the agency

) . ) Compliance Officer and by the agency Director of

This Statu‘te . pot met as ewdenc_ed by: it Quality Management an or about September 28,
Based on interview and record review, the facility .

failed to ensure the confidential treatment of 2015 and September 25, 2015. Said PPOSBCR.N.

protected health information (PHI) for Patient A, staff member at issue also re-completed the

when a progress note for Patient A that contained agency compliance annual training on or absut

training of R.N.
PPOSBC  annual

for both 2014, and 2015

hereto and incorporated herein). Moreovar, an
oiabout September 29, 2015, PP
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Officer (CO) on October 7, 2015 at 3:55 PM, the
CO stated that the breach was discovered on
September 21, 2015, when Registered Nurse
(RN 1) noticed the fax confirmation sheet
indicated the documents were faxed to two fax
numbers instead of just the one for which it was
intended.

RN 1 contacted the agency where the fax was
sent in error, and employees of the agency
advised her that the faxed documents would he
destroyed.

The documentation contained Patient A's name,
accaunt number, date of birth, address, phone
number, past medical history, past surgical
history, vital signs (blood pressure, heart rate,
height, weight, and temperature) current
medication, medication/treatment prescribed,
negative Human immune Deficiency Virus
Antibody (HIV) test results, recent sexual history,
drug use history, and family medical history.

A concurrent interview was conducted on Qctober
09, 2015 at 9:45 AM with the CO and RN 1.
When asked how the incident occurred, RN 1
stated, "We have numbers (fax numbers) that are
already pre-populated (entered previously). | pick
from the drop-down menu and press send ....The
confirmation sheet noted it was sent to (agency
name where it was intended to be faxed) and
another fax number ... There was another fax
number somewhere in fax machine history ...The
other fax number did not appear anywhere when |
sent the fax."

The CO was asked about what facility or
departmental measures have been established to
prevent an occurrence like this in the future. The
CO stated, "Information Technology (IT)

PPOSBC was able to expeditiously devise
bolstered quality assurance for said facsimile
machine wherein the machine is now
programmed to prompt a user to affirmatively
approve any fax number(s) to which a user
intends to submit authorized facsimile
transmissions.  Additionally, PPOSBC case
management staff members were promptly
counseled and retrained on or about September
29, 2015 regarding protected health information
privacy and security, as well as use of said
updated facsimile process (please see copy of
September 29, 2015 PPOSBC Case Management
Training Agenda, attached hereto and
incorporated herein).

“b) How other patients having the potential
to be affected by the same deficient practice
be identified, and what corrective action will
be taken.”

(b): PPOSBC has a robust series of policies that
staff must adhere to for optimum security and
privacy of patient protected health information.
Staff is also regularly trained on said policies.

|. Pertinent said policies include:
(1) Compliance Pdlicy200-301 PPOSBC. Confidentiality
OfPH,

(2) Compliance Policy 200-307 PPOSBC P
Minimum Necessary Rule,

(3) Compliance Palicy 200-308 PPOSBC Sanctions
Unauthorized Access PH,

(4) Patient Services Policy HIV Testing and Fesulls
Management 6.24 s
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Department has changed the fax machine to
force the sender to cenfirm the fax number before
sending the fax ... The sender cannot fax without
first confirming the number."

A review of the facility policy titled, "Confidentiality
of Protected Health Information," revised
February, 2015, indicated, *Procedures: 1
...Pratected Health Information (PHI) may not be
disclosed or released without a completed valid
written authorization signed by the patient or
legally authorized representative."

(X4} ID SUMMARY STATEMENT OF DEFICIENCIES D PROVIDER'S PLAN OF CORRECTION X5)
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TAG REGULATORY OR LSC IDENTIFYING INFORMATION) TAG CROSS-REFERENCED TO THE APPROPRIATE DATE
DEFICIENCY)
D 177 Continued From page 2 D177 Please see copies of said policies attached hereto 10/12/15
and incorporated herein)

Il. In addition to the promulgation of said policies
at PPOSBC, PPOSBC also regularly trains and
educates staff for optimum privacy and security of
protected health information. Ongoing training is
accomplished for (i) any applicable re-training, (ii)
for proactive training at inception of staff hire,
and (iii) for proactive annual training, including as
follows: .

* Protected Health Information (PHI)/HIPAA
in-person training at staff orientation day/hire.

« Anadditional Protected Health Information/HIPAA
Online training for new staff to be additionally
completed within 30 days of hire (please see copy
of outline of LawRoom training module for new
hires, attached hereto and incorporated herein).
» Proactive Patient Services staff training on
Protected Health Information(PHI)/HIPAA (please
see copy of July 2015 protected health
information/HIPAA training agenda for patient
services staff, attached hereto and incorporated
herein).

* Proactively calendared Annual AllStaff  Training
on Compliance Polidies and Procedures that include
protected heatth information (PHI)/HIPAA (please
see copies of excerpts of 2014 and 2015 Annual
PPOSBC Compliance Trainings, attached hereto and
incorporated herein).

* Expeditious evaluation and remediation @f the
functionality of the facsimile machine at issuesas
described herein. Further expeditious retraining to
case management staff on protected health
information privacy and security, as well &5 ljdatéd
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D177 | Continued From page 3 D177 p py p ) 10/12/15

Case Management Training Agenda, attached
hereto and incorporated herein).

* An agency culture that invites reporting any
suspected compliance and/or privacy matter to
supervisors in any department, including but not
limited to PPOSBC Human Resources Departmert,
Patient Services Department, Administration
and the Compliance Department,

IIl. Moreover, PPOSBC supports/implements:

* A dedicated agency Compliance Hotline 24
hours a day 7 days a week, 365 days a vear
(please see a copy of said Hotline program
communication to staff, attached hereto and
incorporated herein).

¢ Suspension of Employment, Separation of
Employment, other disciplinary processes and/or
retraining and counseling for any staff that fails to
follow policies and processes described herein.

Accordingly, PPOSBC submits in good faith, that it
implements and continues to implement robust,
consistent and good faith efforts towards
optimum protection of protected health
informaticn for all patients including any other
patients having any potential to be affected.

“c) What immediate measures and systemic
changes will be put into place to ensure that tiie

¢): As described herein, PPOSBC has a robust
series of policies that staff must adhere to for
optimum  security and privacy /of patient

deficient practice does not recur.” i
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. Pertinent said policies include:

(1) Compliance Policy 200-301 PPQOSBC
Confidentiality of PHI,

(2) Compliance Policy 200-307 PPOSBC PHI
Minimum Necessary Rule,

(3) Compliance Policy 200-308 PPOSBC
Sanctions Unauthorized Access PHI,

(4) Patient Services Policy HIV Testing and Results
Management 6.24 ’

(Please see copies of said policies attached
hereto and incorporated herein)

II. In addition to the promulgation of said policies
at PPOSBC, PPOSBC also regularly trains and edu-

protected healthinformation. Ongoing training is
accomplished for (i) any applicable re-training,
(ii) for proactive training at inception of staff hire,
and (ii) for proactive annual training, including as
follows:

e Protected Health Information (PHI)/HIPAA
in-person training at staff orientation day/hire.

* An  additional Protected Health
Information/HIPAA Online training for new

LawRoom training maodule for new hires,
attached hereto and incorporated hereiny:
¢ Proactive Patient Services staff trainirg on
Protected Health Information(PHI)/HIPAA
(please see copy of July 2015 protectad
health information/HIPAA training agenda

Licensing and Cenrtification Division
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staff to be additionally completed within 30
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D 177| Continued From page 5 D177 [ Proactively calendared Annual AllStaff Training 10/12/15

bn Compliance Policies and Procedures that indude
protected health information (PHI)/HIPAA (please
see copies of excerpts of 2014 and 2015 Annual
PPOSBC Compliance Trainings, attached hereto and
ncorporated herein).

o Expeditious evaluation and remediation of the
functionality of the facsimile machine at issue as
Hescribed herein. Further expeditious retraining
fo case management staff on protected health
nformation privacy and security, as well as
Updated training on facsimile use as described
herein (please see copy of September 29, 2015
PPOSBC Case Management Training Agenda,
Attached hereto and incorporated herein).

» An agency culture that invites reporting any
suspected compliance and/or privacy matter to
supervisors in any department, including but not
limited to PPOSBC Human Resources Departmert,
Patient Services Department, Administration and
the Compliance Department.

lil. Moreover, PPOSBC supports/implements:

* A dedicated agency Compliance Hotline 24
hours a day 7 days a week, 365 days a year (please
see a copy of said Hotline program communication
to staff, attached hereto and incorporated
herein).

* Suspension of Employment, Separation of
Employment, other disciplinary processes and/er’
retraining and counseling for any staff that fails to
follow policies and processes described hengin,

IV. As further, additional measures:
¢ PPOSBC emplays a chief Compliance Officer,

Licensing and Certification Division
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additional compliance and quality improvement
as applicable. (i) One immediate result herein is
the updating of applicable agency process (es) to
include an agency enterprise-wide Compliance,
Quality & Enterprise Risk Management
Committee, (i) A second immediate result is an
updated agency All-Staff annual training for
Compliance policies and procedures that
includes robust Protected Health
Information/HIPAA training. (iii) Also resulting is
bolstered agency HIPAA Security processes
including software programs designed to detect
potential systems intrusions and/or unauthorized
attempted access. (iv) PPOSBC has also installed
a Chief Operating Officer who regularly
collaborates with the Compliance Officer, HIPAA
Privacy Officer, HIPAA Security Officer, VP of HR,
PPOSBC Medical Director, Patient Services
Management Staff, and the Office of the CEQ, to
directly oversee ongoing training of agency
health center staff, both licensed and
non-licensed.

¢ PPOSBC also commits to a long-term plan to
continue to review applicable agency policies
and training for optimum quality and compliance.
» PPOSBC also commits to optimum protection
of patient privacy and security, and compliance
with regulatory and agency standards.

Accordingly, PPOSBC submits in good faith, thathit
implements and continues to implement robust

consistent and good faith efforts towards optimusr
protection of protected health information for all

patients induding any other patients ‘having any |
potential to be affected. ‘U‘H—i-te-d
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D177 i Thereby, PPOSBC further submits in good faith
Continued From page 7 D 177 \ g 10/12/15

that it is taking, and has taken notable measures
to ensure that the CDPH described deficiencies
that CPDH sets forth for Complaint Number
CADD460847, do not recur.

“d) A description of the monitoring process
and positions of persons responsible for
imonitoring f(i.e., Administrator, Director of
ursing, or other responsible supervisory
ersonnel). How the facility plans to monitor its
erformance to ensure corrections are
chieved and sustained. The plan of correction
ust be implemented, corrective action
aluated for its effectiveness, and it must be
integrated into the quality assurance system.

e)Dates when corrective action will be
completed. The corrective action completion
date must be acceptable to the Department.
The deficient practice should be corrected
immediately. This date shall be no more than
30 calendar days from the date the facility was
notified of the non-compliance.”

d) and e):

As nated in above-referenced section (c) in detail,
PPOSBC has a robust series of policies that staff
must adhere to for optimum security and privacy
of patient protected health information. Staff is
also regularly trained on said policies.

. Pertinent said policies include: I[
(1) Compliance Policy 200-301 PFOSEE!
Confidentiality of PHI, I
(2) Compliance Policy 200-307 PPOSBC PHI

Minimum Necessary Rule,

(3) Compliance Policy 200-308 PP
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o a) What corrective action(s) will be
D 00Q 000 10/1/16
000} Initial Comments D accomplished for the patient(s) identified to Al
i i s g have been affected by the defici ice.
The following reflects the findings of the California . Ve CERRIERLpEactice
Department of Public Health during an N
investigation of a Community Clinic reported P.P ‘.JSBC. rESpe.crfu"y UL was not
incident deficient in practice but rather, was required to
' mitigate, remediate and address behavior by
Entity Reported Incident number: CA00488868 then-staff that was fully noncompliant with
established PPOSBC policies. PPOSBC previously
Representing the California Department of Public had and continues to have established policies
Health: 34959 and training on protected health information
security and privacy, effective both prior to the
The inspection was limited ta the specific incident incident at issue and continuing after the
reported, and does not represent the findings of a incident at issue. Nevertheless, and in good
\ full inspection of the facility. faith, PPOSBC corrective action plans include (1)
» ) investigating and verifying the limited nature of
One deficiency was issued as a result of entity the information at issue and establishing the
reparted event: CAO04BB8E8 . |patient information at issue was illegible and did
not contain or set forth detailed medical or
D177 T22 DIVS CH7 ARTE-75055(b) Unit Patient protected heatlh information, (2) notifying the
Health Records (patients at issues by individual phone calls by
EPOSEC (3) notifying the patients by individual
(b) Information contained In the health records N written notifications by PPQSBC, (4) by
shall be confidential and shall be disclqsed only { expeditiously separating the noncompliant staff
to authorized persons in accordance with federal, N |at issue from employment with PPOSBC (5) by
state and local laws. RN contacting Upland police department to request
R additional law enforcement measures against
\\% the noncompliant staff at issue (6) by completing
; ; ) additional training with staff for opti
This Statute is not met as evidenced by: R\Q\\i% e H JO Spmmum
; i o i N mitigation of future noncompliance by any
Based on interview and record review, the facility \\Yﬁ e
. : > : o remaining staff.
failed to protect the confidential medical )
information (CMI) for 19 patients (Patients A, B, ) ) .
C.D,EF.GHIJKLMNO P Q R and (b) How other patients having the potential ta
S), when the Medical Assistant (MA) (one who be affected by the same deficient practice by

assists a qualified physician in an office or other
clinical settings) sent a text message to her
domestic partner through the phaone that
contained Patients A, B, C, D, E,F, G, H, |, J, K,
L, M, N, O, P, Q, R, and S confidential medical
information (CMI), resulting in a breach of

identified, and what corrective action ‘will bei
taken." '

PPOSBC respectfully submits it was noi.‘
deficient in practice but rather, was required t&
mitigate, remediate and address WEh3vj
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D 177 Gontinued From page 1 D177 staff at issue who was fully noncompliant with 10/1/16

Patients A,B,C,D,E,F,G H, I,J, K L, M, N, O,
P, Q, R, and S's CMI.

During a phone interview on June 2, 2016 at 9:48
AM, with the Assistant Manager (AM), when
asked if she knew MA's boyfriend since she said
it came from an anonymaous source, but the text
had been sent to her phone number, she denied
it.

During a phone interview on June 2, 2016 at
11:00 AM, with the AM, she stated that she
received an anonymous text screen shot to her
cell phone that showed the scheduled
appointments for the 19 patients that included:
Patients first and last name, medical record
number and the reason for the visit. The screen
shot included the name and phone number of the
MA as it appeared when the MA sent it to the
person who reported it to the AM.

During a phone interview on September 15, 2016
at 5:22 PM, with the General Counsel (GC), she
stated that the MA sent a text to her boyfriend to
show him what her schedule was for the day. The
text was a snap shot of the white board sent from
MA's cell phone which included: patients names,
date, and the reasan the patients had an
appointment at the facility, for example: a
headache. "When | interviewed MA she stated at
first she lost her phone, then stated she left her
phone behind with her pariner."

A review of the copies of the letters provided by
the facility that were sent to patients to notify
them that their medical information was breached
was conducted. The letter were individually
addressed to Patients A, B,C, D, E, F, G, H, |, J,
K,L,M,N, O, P,Q, R, and S, and informed each
of them that their personal information to include

established PPOSBC policies. PPOSBC previously
had and continues to have established policies
and training on protected health information
security and privacy, effective both prior to the
incident at issue and continuing after the
incident at issue. Additionally, the information at
issue was limited, illegible and did not contain
detailed medical or protected health infarmation.
Mareover, this was a limited set of patients at
issue. Therefare, there is no current potential for
any other patients to be identified as potentially
affected by the practice at issue. However, and
nevertheless, as described in subsection (a),
PPOSBC corrective action plans included (1)
investigating and verifying the limited nature of
the information at issue (2) notifying the
patients at issues by individual phone calls by
PPOSBC (3) natifying the patients by individual
written notifications by PPOSBC, (4) by
expeditiously separating the noncompliant staff
at issue from employment with PPOSBC (5) by
contacting Upland police department to request
additional law enforcement measures against
the noncompliant staff at issue (6) by completing
additional training with staff at the center site at
issue for optimum mitigation of future
noncompliance by any remaining staff at the
PPOSBC center at issue.

C) What immediate measures and systemic
changes will be put into place ensure that the
deficient practice does not recur,

PPOSBC respectfully submits it was-not|
deficient in practice but rather, was requirad to
mitigate, remediate and address behavior by the
staff at issue who was fully noncompliant with
established PPOSBC policies. PPOSBC previously
had and continues to have estahli i
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D 177| Continued From page 2 D177 and training on protected health information| 10/1/16

security and privacy, effective both prior to the
incident at issue and continuing after the
incident atissue. Additionally, the information at
issue was limited, illegible and did not contain or
set forth any level of detailed medical or
protected health information. Moreover, this

their reason for their appointment at the facility,
had been breached.

During a review of the copy of the Separation
Notice dated May 4, 2016, pravided by the facility
that was given to the MA indicated: "Termination

: R was a limited set of patients at issue. Therefore,
Aolics Pu FAHEL tg the provisions of 22. Cod_e of there is no current potential for any recurrence.
Regulations Section 1089-1 of the California ——— e described i
Unemployment of Insurance Code. This will notify e SOT ek B A o RaSEes
you a change in you employment status due to subsectlon: {a), P.PD.SEC Uniites igusling
discharge." assurance and quality improvement measures,
and corrective action plans that included (1)
During a review of the copy of the HIPAA/Privacy Investigating and verifying the limited nature of
and Security Recap. Training dated March 23, the information at issue (2) notifying the
2016, provided by the facility indicated by the patients at issues by individual phane calls by
MA's signature that she was aware of maintaining PPOSBC (3) notifying the patients by individual
confidentiality of patient information. written notifications by PPOSBC, (4) by
expeditiously separating the noncompliant staff
The facility's policy and procedure entitled [Name at issue from employement with PPOSBC (5) by
of Facility] Sanctions for Unauthorized Access, contacting Upland palice department to request

Use and /or Disclosures of Protected Health
Information, dated February 4, 2015, indicated,
"Accessing a patient's medical record/Personal
health information for any purpose outside of
treatment, payment, health care aperations,
job/service duties and/or Health Insurance

additional law enforcement measures against
the noncompliant staff at issue (6) by completing
additional training with staff at the center site at
issue for optimum mitigation of future
noncompliance by any remaning staff at the

v gl PPOSBC center at issue. Moreover (7) PPOSBC
Portability and Accouptabllzty Act (H!PAA_) (a 1996 has expanded its polices on cell
ngeral Iawlthat_ restnctg access fco individuals phone/electronic  device use to  require
private medical information) (minimum necessary non-clinician staff to secure any such personal
standards. Accessing, using and / or disclosing devices i b d] kv P L5

personal health information out of curiosity or for T e ErIC K AT "?mrk
any purpose outside of freatment, payment, hmelperlodsj. Addmon;_ally, (8! I.JPOSBC provided
health care operations, job/service duties and / or multiple trainings on its policies on protected
Health Insurance Portability and Accountability health information privacy and security batt{ pr |
Act minimum necessary standards." and post the incident date of February 14,2016, |

including on or about luly 22, 2015, November
10, 2015, January 5, 2016, March 23, 2016, Ap(il
27, 2016, May 12, 2016, June 21, 2016 and
currently again in October 2016 [FFOS3C
thereby respectfully submits it im
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ensuring no deficient practice shall occur.

(d) A description of the monitoring process and
positions of persons responsible for monitoring
(i.e., Administrator, Director of Nursing, or other
responsible supervisory personnel). How the
facility plans to monitor its performance to
ensure corrections are achieved and sustained.
The plan of correction must be implemented,
carrective action evaluated for its effectiveness,
and it must integrated into the quality assurance
system.

The incident at issue was reported in May
2016. The date of this notice form 2567 is
September 28, 2016. PPOSBC received said
notice on or about October 5, 2016. Thereby,
PPOSBC has completed quality assurance,
quality improvement and corrective action plans
during this extended time period, including
continuing to monitor performance to ensure
carrections are achieved and sustained and the
plan is integrated into the quality assurance
system. The plan is directly administered by
Patient Services Department via Senior Director
of Operations, and the Training Manager. The
Patient Services Quality Management Director
also monitors all trends associated with this type
of incident and plan effectiveness, should any
future trends appear. Additionally, the PPOSBC
VP of HR as well as the PPOSBC VP of Compliance
further administer and monitor this plan for.any
care compliance, added training and ‘any
required disciplinary process measures:- As
described above, the fully implemented plan‘
includes (1) investigating and verifying “the
limited nature of the information at. issue_td
better assess any root cause and‘betier pidn an
appropriate corrective action pla v
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individual phone calls by PPOSBC (3) monitoring
and ensuring notice to the patients at issue by
individual written notifications by PPOSBC, (4) by
effectively  expeditiously separating the
noncompliant staff at issue from employment
with PPOSBC (5) by coordinating with Upland
police department to request additional law
enforcement measures against the
noncompliant staff at issue (6) by completing
additional training with staff at the center site at
issue for optimum mitigation of future
noncompliance by any remaining staff at the
PPOSBC center at issue. Moreaver {7) PPOSBC
has expanded its policies on cell
phone/electronic  device use to require
non-clinician staff to secure any such personal
devices in containers and lockers during work
time periods, Additionally, (8) PPOSBC provides
multiple trainings on its policies on protected
health information privacy and security both pre
and post the incident dated of February 14,
2016, including on or about luly 22, 2015,
November 10, 2015, January 5, 2016, March 23,
2016, April 27, 2016, May 12, 2016, and June 21,
2016. PPOSBC will continue to manitor, train an,
and address compliance and quality assurance
for agency guidelines on privacy and security of
protected health information including agency
training also in October 2016. Compliance
trainings are also scheduled for all staff at hire,
and again annually each October. By this plan
and these processes, PPOSBC respectfully.!
submits that is has and continues ta monitar its .
performance to ensure corrections are achieved |
and sustained its plan of correctionis
implemented, and the corrective actions“dré
evaluated for effectiveness, and integrated. intg
the guality assurance and complignce systems.
[ ]
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completed. The corrective action completion
date must be acceptable to the Department. The
deficient practice should be corrected
immediately. This date shall be na more than 30
calendar days from the date the facility was
notified of the non-compliance.

The incident at issue was reported in May
2016. The date of this notice form 2567 is
September 28, 2016. PPOSBC recieved said
notice on or about October 5, 2016. 30 calendar
days from the date listed on the written notice is
on or about October 27, 2016. Since PPQSBC
self-reported the incident to CDPH on or about
May 16, 2016 and commenced its correction
action plan at that time, PPOSBC has since
caompleted that action plan completed October
1, 2016. Therefore, PPOSBC has timely and
compliantly completed implementation of the
corrective action plan described in this
response. Thank you.
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PHI, was faxed to an incorrect FAX number. This
resulted in the unauthorized release of Patient A's
PHI to an unauthorized entity.

Findings:

During a phone interview with the Compliance

(X4) 1D SUMMARY STATEMENT OF DEFICIENCIES D PROVIDER'S PLAN OF CORREGTION xs)
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D 000| Initial Comments D 000 RE: CDPH Intake File Number: CA00460847 10/12/15
The following reflects the findings of the California “The Plan of Correction for each deficiency must
Department of Public Health during an contain the following:
investigation of a Community Clinic reported
ingident; a) What corrective actionfs) will be
Entity Reported Incident number: CA00460847 accomplished for the patient(s) identified to

have been affected by the deficient practice.”
Representing the California Department of Public
Health: HFEN 35290 a): The patient at issue was contacted by PPOSBC
. . . . informing patient of the incident, that PPOSBC
The inspection was limited to the spec'lflc_mmdent would investigate said incident and remediate
reported, and does not represent the findings of a .
full inspection of the facility. please see copy of PPOSBC written
correspondence to ( ' natient
One deficiency was issued as a result of entity at issue attached hereto and incorporated hereln
reported event: CA00460847 (Name and Address of patient redatted forn hs
privacy; a non-redacted copy of sardlette@v o=

D 177 T22 DIV5 CH7 ART6-75055(b) Unit Patient D177 provided to at CBPH; or =Bout|_
Health Records October 12, 2015). Patient was frevidedfull ™"
(b) Information contained in the health records contactinformationat PPOSBCfgraﬁyﬂdd ol
shall be confidential and shall be disclosed only ARestRs g coneas L panents alsmmﬂ'm =t
to authorized persons in accordance with federal, concretely ensure ongoing safety and privagy of _
state and local laws. patient’s protected health lnformatmn PPOSBC| .

R.N. staff member at issue was also prorfﬁﬁtly

counseled and retrained by the agency

) . ) Compliance Officer and by the agency Director of

This Statu‘te . pot met as ewdenc_ed by: it Quality Management an or about September 28,
Based on interview and record review, the facility .

failed to ensure the confidential treatment of 2015 and September 25, 2015. Said PPOSBCR.N.

protected health information (PHI) for Patient A, staff member at issue also re-completed the

when a progress note for Patient A that contained agency compliance annual training on or absut

training of R.N.
PPOSBC  annual

for both 2014, and 2015

hereto and incorporated herein). Moreovar, an
oiabout September 29, 2015, PP
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PLANNED PARENTHOOD

A001| Informed Medical Breach A 001

Health and Safety Code Section 1280.15 (b)(2),

" A clinic, health facility, agency, or hospice shall
also report any unlawful or unauthorized access
to, or use or disclosure of, a patient's medical
information to the affected patient or the patient's
representative at the last known address, no later
than five business days after the unlawful or
unauthorized access, use, or disclosure has been
detected by the clinic, health facility, agency, or
hospice."

The CDPH verified that the facility informed the
affected patient(s) or the patient's
representative(s) of the unlawful or unauthorized

access, use or disclosure of the patient's medical
; - DEPARTMENT
information. CA%?SS& HEALTH

D 000| Initial Comments ‘ D 000 | ?EB 70 lma

. o I L & C DIVISION
The following reflects the findings of the California SAN JOSE

Department of Public Health during an
abbreviated survey for Entity Reported Incident
CA00457933 regarding Breach to Person/Entity
QOutside Facility/Healthcare System.

Inspection was limited to the specific entity
reported incident investigated and does not
represent the findings of a full inspection of the
facility.

Representing the California Department of Public
Health: 32398, Health Facilities Evaluator Nurse.

violation of Federal or State regulations.
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A 000 Initial Comments A 000 all dates
refer to 2014.
The following reflects the findings of the California
Department of Public Healith during an
investigation of Entity Reported Incident
CA00387919 regarding an alleged breach of CA,L(I;Q ﬁﬁgﬁg %PEA/SLTMENT
patient information on 2/18/14.
Inspection was limited to the specific entity MAR 6 = 2014
reported incident investigated and does not
o g fafulli ; L & C DIVISION
represent the findings of a full inspection of the
. SAN JOSE
facility.
Representing the California Department of Public
Health: 29328, Health Facilities Evaluator
Supervisor, The following is Planned Parenthood Mar Monte’s
(PPMM’s) response to the Department’s request for a
Facility detected the breach of patient health e of Comrection with respect to Entity Reported
information on 2/7/14. Facility reported the breach erdent CAQD387919 (CMS 2567) enclosed in CDPH
h . . etter dated February 20, 2014 concerning an incident
of patient health information to the Department on at PPMM's Watsonville Health Center (Watsonville)
2/14/14. Facility notified patient of the breach of that was reported to CDPH on February 13, 2014
patient health information on 2/11/14. (CDPH Report).
. Deficiency cited as not complying with Cal Health & ]
A 001 Informed Medical Breach A 001 Safety Code 1280.15(g) (facility failed to prevent |
) unauthorized disclosure of Patient 2's protected health
Health and Safety Code Section 1280.15 (b)(2), information (PHI) because Staff A mistakenly put
" A clinic, health facility, agency, or hospice shail Patient 2’s label on a prescription intended for Patient
also report any unlawful or unauthorized access 1, Staff B.gave that prescription to Patient 1’s mother,
to, or use or disclosure of, a patient's medical "’"r“’ d"e"";" ;taf, "‘he’"Pb:l' followed  ppnM's
information to the affected patient or the patient's procedures for checking the PHI matched the patient).
repfe§entatl\{e at the last known address, no later {a) Corrective actions to be accomplished for the | 2/11,2/13
than five business days after the unlawful or affected patient:
unauthorized access, use, or disclosure has been
detected by the clinic, heaith facility, agency, or One of Watsonville’s supervisors called Patient @ on
hospice." February 11, 2014, explaining the mistake i
apologizing for the error. On February 13, 2014,
" e PPMM’s Compliance Officer | t Patient 2 the
The CDPH verified that the facility informed the letter required by 1230.1;.a caMssozsses'; d:e;e:ot n:)te ’
affected patient(s) or the patient's any deficiency concerning PPMM’s cormmilnichtioh
representative(s) of the unlawful or unauthorized with Patient 2,
access, use or disclosure of the patient's medical n te
information.
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A001| Continued From page 1 A 001
A017| 1280.15(a) Health & Safety Code 1280 A017 {b) Identification of other patients potentially ’

(a) A clinic, health facility, home health agency, or
hospice licensed pursuant to Section 1204,
1250, 1725, or 1745 shall prevent unlawful or
unauthorized access to, and use or disclosure of,
patients' medical information, as defined in
subdivision (g) of Section 56.05 of the Civil Code
and consistent with Section 130203. The
department, after investigation, may assess an
administrative penalty for a violation of this
section of up to twenty-five thousand dollars
($25,000) per patient whose medical information
was unlawfully or without authorization accessed,
used, or disclosed, and up to seventeen
thousand five hundred dollars ($17,500) per
subsequent accurrence of unlawful or
unauthorized access, use, or disclosure of that
patients' medical information. For purposes of the
investigation, the department shall consider the
clinic's, health facility's, agency's, or hospice's
history of compliance with this section and other
related state and federal statutes and regulations,
the extent to which the facility detected violations
and took preventative action to immediately
correct and prevent past violations from recurring,
and factors outside its control that restricted the
facility's ability to comply with this section. The
department shall have full discretion to consider
all factors when determining the amount of an
administrative penalty pursuant to this section.

This Statute is not met as evidenced by:
Based on interview and facility document review,

affected by the same deficient practice and corrective N/A
action to be taken:

PPMM has not identified other patients potentially
affected in this instance,

(c) Immediate measures and systemic changes that
will be put in place to ensure that deficient practice 2/14,2/18,
does not recur: /27
Staff B no longer works at PPMM as of February 14,
2014, On February 18, 2014, the Watsonville center
manager reviewed at the center-wide staff meeting
the PHI-checking procedures and forms when the
electronic system is not working (since disclosure
occurred because the standard prescription-writing
process was not working). On February 27, 2014, the
center manager also gave Staff A a copy of PPMM'’s
policy about reasonable safeguards to protect PHI
{Privacy Manual Policy 4) and the most recent version
of PPMM’s New Hire Orientation privacy presentation,
which she acknowledged in writing on that date that -
she read, understood, and would follow.

(d) Monitoring Process/Quality Assurance | 3/28

On February 24, 2014, Watsonville center manager (or
designee) began randomly spot-checking Staff A for
consistent use of PPMM'’s PHl-checking procedure and
will conclude on March 28, 2014, which point the
center manager will determine whether additional
monitoring is necessary.
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A 017/ Continued From page 2 A017

the clinic failed to prevent unauthorized disclosure
of patients' medical information when Patient 2's
health information (PHI) was mistakenly given to
Patient 1.

Findings:

The Department received a self-reported incident
on 2/14/14. The report revealed that on 2/5/14,
Patient 1's family member mistakenly received a
prescription with Patient 2's PHI. Patient 1's
family member returned the prescription to the
clinic on 2/7/14.

During a telephone interview with the clinic
director on 2/18/14 at 11:53 a.m., she confirmed
the self-reported incident and stated that the
prescription had Patient 2's date of birth,
insurance and medical record number. She
stated the clinic reported the incident to the
Department on 2/14/14. The clinic called Patient
2 0on 2/11/14 and sent him a written notification
letter as well of the incident on 2/13/14.

Review of the facility's letter to Patient 2 dated
2/13/14 indicated the facility called Patient 2 on
2/11/14 about the incident and explained how his
PHI was mistakenly given to Patient 1.

‘
ean:
Unite
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A001| Informed Medical Breach A 001 The following is Planned Parenthood Mar
: ~ Monte's PPMM's response to the Department's
Health and Safety Code Section 1280.15 (b)(2), request for a Plan of Correction with respect to
" A clinic, health facility, agency, or hospice shall Entity Reported incident CA00419571, enclosed
also report any unlawful or unauthorized access * in CDPH letter dated December 15, 2014,
) C )
to, or use or disclosure of, a patient's medical received by by PPMM's AVP of HR & Privacy

information to the affected patient or the patient's

representative at the last known address, no later Officer on February 20, 2015 concerning an

than five business days after the unlawful or incident at the Watsonville Health Center on
unauthorized access, use, or disclosure has been October 31, 2014, that was reported to CDPH
detected by the clinic, health facility, agency, or on November 7, 2014, Deficiency cited as not
hospice." ) - complying with Cal. Health and Safety Code

1280.15(b)(2) clinic failed to prevent the

The CDPH verified that the facility informed the . i i
unauthorized disclosure of patient health

affected patient(s) or the patient's

representative(s) of the uniawful or unauthorized information (PHI) for one of two sampled
access, use or disclosure of the patient's medical | patients (1) when Patient 1's PHI was
information. inadvertently mailed to another patient.

(a) Corrective actions to be accomplished for the
A000| Initial Comment A 000 affected patient:

The fO”OWing reflects the ﬂndings of the California On October 31/ 2014, CASX observed en’]p]oyee
Department of Public Health during the
investigation of an entity reported incident
conducted on 12/4/14.

fwice at separate.fimes ‘during ihé afternoon, .. ...

demonstrating the checks she does to make sure
that the name and address on the envelope matches

For Entity Reported Incident CA00419571, ' the name and address on the contents, and both
regarding State Monitoring, Privacy Breach to times she performed the checks correctly.

Person Qutside Heaithcare System, one State j
deficiency was identified (see California Health

and Safety Code, Section 1280.15(a)). " (b) Identification of other patients potentialiy
affected by the same deficient practice and |
Inspection was limited to the specific entity corrective action to be taken:

reported incident investigated and does not ‘

represent the findings of a full inspection of the o ‘ ‘
hospital. PPMM has not identified other patients potentially ‘

affected in this instance. !

Representing the California Department of Public i
Health: 32398, Health Facilities Evaluator Nurse. \ '

h 4
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(a) Aclinic, health facility, home health agency, or
hospice licensed pursuant to Section 1204,
1250, 1725, or 1745 shall prevent unlawful or
unauthorized access to, and use or disclosure of,
patients' medical information, as defined in
subdivision (g) of Section 56.05 of the Civil Code

“and consistent with Section 130203. The

department, after investigation, may assess an
administrative penalty for a violation of this
section of up to twenty-five thousand dollars
($25,000) per patient whose medical information
was unlawfully or without authorization accessed,
used, or disclosed, and up to seventeen
thousand five hundred dollars ($17,500) per
subsequent occurrence of unlawful or
unauthorized access, use, or disclosure of that
patients' medical information. For purposes of the
investigation, the department shall consider the
clinic's, health facility's, agency's, or hospice's
history of compliance with this section and other
related state and federal statutes and regulations,
the extent to which the facility detected violations
and took preventative action to immediately
correct and prevent past violations from recurring,
and factors outside its control that restricted the
facility's ability to comply with this section. The
department shall have full discretion to consider
all factors when determining the amount of an
administrative penalty pursuant to this section.
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A 000 Continued From page 1 A 000 (c) Immediate measures and systemic changes
that will be put in place to ensure that deficient
The clinic detected the Breach of Patient's Health practice does not recur:
Information (PHI) on 10/31/14. The clinic reported . . .
‘the Breach of PHI to the Department on 11/7/14. Beginning November 7, 2014, CMor designee will
The clinic notified Patient 1 of the Breach of PHI conduct random audits of outgoing results via mail
on 11/4/14 via telephone and on 11/7/14 via mail. before envelopes are sealed for a period of 30 days.
) ' CM or designee will ensure that there will be
A017| 1280.15(a) Health & Safety Code 1280 A017 i additional training/monitoring for any staff who

! fail the random audits.

‘ (d) Monitoring Process/Quality Assurance

CM or designee will conduct the same audit as
described in (c) above during the following 3
months.

(e) Date corrective action will be completed.

February 28, 2015

) ' [ )
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A017| Continued From page 2 A017

This Statute is not met as evidenced by:

Based on interview and record review, the clinic
failed to prevent the unauthorized disclosure of
patient health information (PHI) for one of two
sampled patients (1), when Patient 1's PHI was
inadvertently mailed to another patient. The
“failure resulted in the disclosure of Patient 1's PHI
to an unauthorized individual. Findings:

| The California Department of Public Health
received a faxed report on 11/7/14, which
indicated on 10/21/14, Patient 1's laboratory test
results which disclosed Patient 1's name, date of
birth, address, sex, and person number (similar to
a medical record number, a patient identifier),

had been inadvertently mailed to Patient 2 who
then brought it back to the clinic. A clinic internal
investigation revealed Patient 2 received a letter
from the clinic and opened it on 10/31/14. Patient
2 looked at the name on the laboratory test result
documents, and saw the test results did not
belong to her. She placed the test results back
into the envelope, brought it back to the clinic, as
she wanted her own information. The clinic staff
took the letter and envelope and gave Patient 2
her own information. The internal investigation
also revealed the primary care coordinator (PCC)
had been using the clinic's electronic medical ‘
record system (EMR), and had been toggling
back and forth between information for Patient 1
and Patient 2. PCC sent the information about y
Patient 1 to the printer but must have toggled ;

back to Patient 2 to address the envelope.

During a telephone interview on 12/4/14 at 11:30
a.m., the privacy and compliance officer (PCO)
stated a staff member was working on two things
Licensing and Certification Division
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A 017 Continued From page 3 A017

at once and mistakenly placed information for

Patient 1 into the envelope addressed to Patient
2.

During an interview on 12/4/14 at 11:30 a.m., the
center manager designee (CMD) stated the
patient care primary care coordinator (PCC) did
not follow the policy to match the name on the
documents to the name on the envelope.

During an interview on 12/4/14 at 12:10 p.m., the
health service specialist (HSS) stated Patient 2
brought the letter into the clinic and handed HSS
the letter. Patient 2 had stated she had received
a letter with laboratory results for someone else.
HSS stated she looked at the letter and saw it
was for Patient 1, so she gave the letter and
envelope to CMD.

During an interview on 12/4/14 at 12:20 p.m.,
PCC stated she used one computer system to
pull up Patient 1's laboratory results and printed
them, and then went to another system to get
Patient 1's address. PCC stated usually when
she pulled up patient information in the laboratory
system, it would automatically pull up the same
patient in the address system. PCC stated she
had assumed both systems had Patient 1's
information, and she should have checked the
name and address. '

Review of a copy of a letter sent to Patient 1
(prior to being translated from English) indicated
Patient 1's laboratory test results were sent to
another person by clinic staff, which had
disclosed Patient 1's name, date of birth,
address, sex, and person number. The letter
also indicated a staff member inadvertently
inserted Patient 1's laboratory test results into an
envelope which had been addressed to Patient 2.

Licensing and
STATE FORM

Certification Division

euse T7SVH




California Department of Public Health

PRINTED: 12/15/2014
FORM APPROVED

STATEMENT OF DEFICIENCIES (X1) PROVIDER/SUPPLIER/CLIA
AND PLAN OF CORRECTION IDENTIFICATION NUMBER:

CA070000691

(X2) MULTIPLE CONSTRUCTION
A. BUILDING:

B. WING

(X3) DATE SURVEY
COMPLETED

C
12/04/2014

NAME OF' PROVIDER OR SUPPLIER

PLANNED PARENTHOOD

STREET ADDRESS, CITY, STATE, ZIP CODE
398 S GREEN VALLEY ROAD

WATSONVILLE, CA 95076

(X4) 1D
PREFIX
TAG

SUMMARY STATEMENT OF DEFICIENCIES
(EACH DEFICIENCY MUST BE PRECEDED BY FULL
REGULATORY OR LSC IDENTIFYING INFORMATION)

DEFICIENCY)

D PROVIDER'S PLAN OF CORRECTION (X5)
PREFIX (EACH CORRECTIVE ACTION SHOULD BE COMPLETE
TAG CROSS-REFERENGED TO THE APPROPRIATE DATE

A017

Continued From page 4

The letter further indicated the clinic required staff
to check the name and address on the
information being sent matched the name and
address on the envelope, but the staff member
did not match them.

Review of a copy of the laboratory results for
Patient 1 indicated Patient 1's name, date of birth,
sex, address, person number (medical record
number), name and address of clinic, liver test,
blood components test, electrolytes test, blood
protein test, white and red blood cell counts, and
cholesterol tests. '

Review of a copy of the clinic's 09/2013
"Reasonable Safeguards Against Privacy
Breaches" policy indicated staff who prepare
patient mailings should double-check that the
name and address on the documents to be sent
match the name and address on the envelope.

A017
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D 001 Initial Cemments D001 N/A — definitions and background only.

The following represents the finding of the
California Department of Public Health during the
investigation of a complaint.

Complaint Number: CA00425037

Representing the Department: HFEN 25206 and
HFES 25205.

The inspection was limited to the specific
complaint investigated and does not represent
the findings of a full inspection of the facility.

Three deficiencies were writien as a result of the
investigation.

The following definitions are included for clarity.

Transvaginal ultrasound: a type of ultrasound
| used by doctors to examine female reproductive
organs by inserting a probe into the vagina.

Complete Abortion: the complete expulsion or

extraction from its mother of a fetus or embryo;
compiete expulsion of any other product of |
gestation.

Incomplete Abortion: an abortion that was partiaily
successful. The pregnancy has ended-no fetus
wilt deveiop, but the body has only expelled part
of the tissue and products of pregnancy.

D&C: also known as dilation and curettage, is a
surgical procedure often performed after a
first-trimester miscarriage. In a D&C, dilation
refers to opening the cervix; curettage refers to
removing the contents of the uterus.

Invasive procedure is a medical procedure in
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| Medication abortion: Use of a synthetic steroid

| disconnecting...an IV[intravenous

Continued From page 1

which the body is "invaded" or entered by a
needle, tube, device or scope. Examples of
invasive procedures are needle prick for a blood
test, inserting a tube, device or scope.

Medical Board of California (MBC): the state
agency that licenses medical doctors,
investigates complaints, and disciplines those
who violate the law.

medication which blocks a hormone
(progesterone) necessary for pregnancy to
continue.

Medical Assistants (MAs): The classification of a
MA is defined under the provisions of the
California Medical Practice Act (Business and
Professions Code sections 2069-2071.) "Medical i
Assistants means a person who may be
unlicensed who performs basic administrative,
clerical, and technical supportive services..." who
functions under the supervision of a licensed
physician and physician assistant, nurse
practitioner, or nurse midwife in a medical office
or clinic setting. "Medical assistants are not
allowed to perform such invasive procedures as;
placing the needle or starting and

line]...administering medications ar injections into
the IV line...inserting a urine catheter...using
lasers..." (www.medbd.ca.gov)

"Technical supportive services means simple
routine medical tasks and procedures that may
be safely performed by a medical assistant who
has limited training..." (Business a Professions
Code §2069.)

Unlicensed Assistive Personnel: ..."Refers to
those health care workers who are not licensed to |

D 001
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D 001 | Continued From page 2 D 001
perform nursing tasks; it alsc refers to those
health care workers who may be trained and
certified, but are not licensed... Tasks which |
| require a substantial amount of scientific |
knowledge and technical skill may not be {
assigned to unlicensed assistive personnel.” g
{The California Beard of Registered Nursing's
adviscry statement on Unlicensed Assistive |
[UAPs] NPR-B-16 11/94.) P On March 3, 2017, we reviewed our l
| standardized procedures (SPs) and determined
D 046 T22 DIVE CH7 AHT4-75028{I3) Basic D 046 that the following changes need to be made:
Services--General Requirements a. Our standardized procedures must either

include, or reference specifically, information from
PPNorCal’s existing protocols and procedures that
address (1) how the SPs were developed and
approved in collaboration by the nurse practitioners
(NPs), the supervising physicians, and the
administrator of the health center; (2) the extent
to which physician supervision is required for
specific functions; (3) the method of periodic
review of the NP’s competence, including peer

| review and review of the provisions of the SPs;

[ (4) the entire regimen of medication the NP can

{b) All advice, diagnosis, treatment, drugs and
appliances shall be provided only by persons
authorized by law to provide such services.

! This Statute is not met as evidenced by:
Based on staff interview and record review, the
facility (Clinic 1) failed to ensure that the lead

clinician, nurse practitioner (NP 2), followed a administer/dispense; and (5) the supervisory
standar@tzed procedure, in aCCOfdaﬂQQ with relationships between the NPs and the supervising
| California laws governing nurse practitioners, physician, provided that a physician shall not
| when ordering medications for Patient 1. This [ supervise more than 4 full time equivalent NPs
failure resulted in the safety elements inherent in at one time.
| the law not being followed and therefore had the | b. As mentioned in the Statement of
potential to compromise the safety of Patient 1, | Deficiencies, PPNorCal's clinicians practice in
(Standardized procedures are the legal accordance with written medical protocols, policies, |
mechanism for registered nurses and nurse and procedures contained in its Manual of Medical
practitioners to perform functions which would Standards and Guidelines (MS&Gs) and standard |
| otherwise be considered the practice of medicine. | operating procedures. The MS&Gs and standing |
| CA Board of Registered Nursing on Nurse operating procedures (collectively, Protocals) are I
Practitioner Practice: NPR-B-23 04/1999 and based on the evidence-based protocols issued by '\ |
revised 4/2011), the Planned Parenthood national office, Planned ‘:
Parenthood Federation of America. These protocels |
Findings: are adapted for use by each affiliate, including [
! PPNorCal.
t |
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; c. PPNorCal's Protocols are written by the
D 046  Continued From page 3 D 046 y

' 1 did not have in her blood. Prescribed to prevent

| pill used to terminate an early pregnancy and

| bled heavily and passed clots. On 11/16/14,

Heview of Patient 1's Office Visit record, dated
10/28/14, showed NP 2 was the "provider."
Under the heading of, "Meds Prescribed during
this visit," for Patient 1 were:

* Micrhogam Ultra-Filtered Plus 250 unit (50
mcg), intramuscular injection given to Patient 1 in
the clinic, (Micrhogam is an antibody that Patient

a reaction in case the fetus was positive for the |
RH antibodies.) ’
* Zithromax 500 mg, one tablet, oral medication
(antibiotic)

*Misoprostol 200 meg (Quantity: 4), 4 tabs po (by
maouth) for 30 minutes: swallow remainder (Used
with another drug Mifeprex to end a pregnancy.)
*Mifeprex 200 mg, administered to Patient 1 in
the clinic (Mifeprex or Mifepristone is an abortion

causes cramping and bleeding from the uterus.)
*Acetaminophen-Codeine 300 mg-30 mg
(Quantity: 10), 1 to 2 tablets by mouth every four
to six hours as needed for pain (narcotic pain
medication)

*Promethazine HCL 25 mg, one tablet by mouth
before Misoprastol, then every six hours as
needed. (Used to treat nausea and vomiting.)

F
In a phone interview on 12/30/14 at 11:25 a.m., |
Patient 1 said she received abortion pills from the |
facility on 10/28/14, and then she took another

- set of abortion pills on 10/29/14. She returned to |

Clinic 1 for a follow-up appointment on 11/4/14.
Patient 1 said clinic staff informed her the vaginal
ultrasound showed a "complste abortion." On
11/15/14 around 1:30 a.m., Patient 1 said she

Patient 1 said she went to the hospital because
she "passed out." Patient 1 said, "...| could have
died."

Director of Quality Management and Vice
President of Medical Services, who are both
nurse practitioners, in collaboration with the
Medical Director and the administrator before
the Protocols are approved and implemented
agency-wide.

d. After the March 3, 2017 review, we
determined that all of the missing components
identified in the Statement of Deficiencies were
actually included in the Protocols or not
deficiencies at all (e.g., we adhere to the
physician oversight ratio requirement of 4:1).
However, because these components were not
included or referenced in the Mifepristone
Medication Abortion document reviewed by the
inspector, they were identified as deficiencies

in our SPs.

e. The revised SPs will serve as a model
for all process-specific or disease-specific SPs
used by PPNorCal, which will all be revised as
soon as practicable to ensure they include all

of the required elements outlined in 16 CCR 1474.
f. Our revised SPs will be distributed to
all NPs providing services for PPNorCal no later
than March 27, 2017. Director of Quality
Management will incorporate compliance with
standardized procedures into the ongoing

monthly audits performed at PPNorCal to ensure |

that all NPs and supervising physicians are
aware of and are following the current SPs.

g. We note that the last “deficiency”
cited on page 7 of the Statement of Deficiencies
is not actually a deficiency. Specifically, while the
inspector correctly noted that the Associate
Medical Director (AMD) had oversight over 20
clinics, it should not be inferred from that
statement that the AMD is the supervising
physician for all NPs located at all 20 clinics

at all times.
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D 046 Continued From page 4 D 046 To clarify: PPNorCal has two levels of physician

supervision and oversight: agency-wide and
NP-specific. The agency-wide level of supervision

Review of the hospital's Discharge Summary, ‘ is performed by either the Medical Director, the
dated 11/18/14 at 1:46 p.m., showed Patient 1 AMD, or another contracted OB/GYN, at least one
was admitted for treatment of "...profound of whom is available (either in person, over the
vaginal bleeding due to incomplete abortion from phone, or via electronic communication) 24 hours
medical abortion..." a day, seven days a week (any time services are
being provided and after hours) for consultation
In a staff interview on 11/8/16 at 11:59 a.m., and guidance. The AMD was referring to this level
Associate Medical Director (AMD) said that she of oversight when she stated on 11/08/16 that she
worked for the facility since 2011, AMD said she | had oversight over 20 clinics.
had ovarsight of twenty clinics in a network that However, we believe the inspector was attempting
pravided similar services and had the same to determine who the assigned supervisor for the
policies and procedures. AMD had oversight of NP in question was, which relates to the second

level of review. All PPNorCal NPs are assigned
an individual physician supervisor. The physician
supervisor conducts chart reviews, discusses
cases, and reviews the results of medical audits.
Each physician supervisor is assigned no more
than 4 full-time equivalent NPs. The guidelines
for physician supervision are documented in

the nurse practitioners who did the clinical work in
i the twenty clinics.

On 11/8/16 at 12:25 p.m., AMD looked at the
document, entitled, "Mifepristone Medication _
Abartion," implemented, 9/1/14, and agreed it |
was the standardized procedure for nurse PPNorCal’s Protocols, and as discussed above
practitioners to perform medication abortions. g b : -
AMD said in the document "MD" meant will be incorporated either directly into the revised
i SR s SPs or referenced by name and page number.

physicians; "clinicians" meant nurse practitioners,
midwives and physician assistants.

On 11/10/16 at 1:20 p.m., during an interview, the
| Administrator, (Director) said, "We

follow [national organization's]
protocols." Director could not say who wrote the
protocels, and didn't know the process of policy
development. Director said: "l only implement the
protocols."

On 11/10/16 at 2:21 p.m., during an interview, NP
i 2 said she didn't know what the surveyor meant
by a standardized precedure. NP 2 said she
followed the health organizations protocols. NP 2
said she had a furnishing number from the the |
Board of Registered Nursing of CA., and "That's i
what | need to prescribe drugs. Why would | need |
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a standardized procedure if | have a furnishing
number." NP 2 said that she was the lead
clinician in the clinic.

Review of one of the laws, Business and
Professions Code (BFC) sections 2834 - 2837,
governing the scope of practice of Nurse
Practitioners in California requires that nurse
practitioners who order drugs and devices must
have a furnishing (to order drugs) certificate and
provide drugs in accordance with approved
standardized procedures.

Also, in section 2836.1 of BPC, the nurse
practitioner may order drugs when all the
following apply:

"...(a) Drugs or devices are furnished or ardered
by a nurse practitioner in accordance with

' standardized procedures or protocols developed
| by the nurse practitioner and the supervising
physician...when the drugs or devices furnished

or ordered are consistent with the practitioner's
educational preparation or for which clinical
competency has been established and
maintained..."

"(b)...The standardized procedure ar protocol
shall be developed and approved by the
supervising physician and surgeon, the nurse
practitioner, and the facility administrator...

- "..{c) (1) The standardized procedure or protocol

covering the furnishing of drugs or devices shall
specify which nurse practitioners may furnish or
order drugs or devices, which drugs or devices

| may be furnished or ordered, under what

circumstances, the extent of physician and
surgeon supervision, the method of periodic
review of the nurse practitioner's competence,
including peer review, and review of the
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I

a standardized procedure if | have a furnishing
number." NP 2 said that she was the lead
clinician in the clinic.

Review of one of the laws, Business and
Professions Code sections 2834 - 2837,
governing the scope of practice of Nurse
Practitioners in California requires that nurse
practitioners wheo order drugs and devices must
have a furnishing (to order drugs) certificate and
provide drugs in accordance with approved
standardized procedures.

Also, in section 1236.1 of BPC, the nurse
practitioner may order drugs when all the
following apply:

"...(a) Drugs or devices are furnished or ordered
by a nurse pragctitioner in accordance with
standardized procedures or protocols developed
by the nurse practitioner and the supervising
physician...when the drugs or devices furnished
or ordered are consistent with the practitioner's
educational preparation or for which clinical
competency has been established and
maintained..."

"(b)...The standardized procedure or protocel
shall be developed and approved by the
supervising physician and surgeon, the nurse
practitioner, and the facility administrator...

"...(c) (1) The standardized procedure or protocol
covering the furnishing of drugs or devices shall
specify which nurse practitioners may furnish or
order drugs or devices, which drugs or devices
may be furnished or ordered, under what
circumstances, the extent of physician and
surgeon supervision, the method of periodic
review of the nurse practitioner's competence,
including peer review, and review of the

I
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|

|

| Continued From page 6

provisions of the standardized procedure..."

"...(d) The furnishing or ordering of drugs or
devices by a nurse practitioner occurs under
physician and surgeon supervision. Physician and
surgeon supervision shall not be construed to
require the physical presence of the physician,
but does include (1) collaboration on the

| development of the standardized procedure, (2)
approval of the standardized procedure, and (3)

availability by telephonic contact at the time of
patient examination by the nurse practitioner."

"(e) For purposes of this section, no physician
and surgeon shall supervise more than four nurse
practitioners at one time..."

Review of the document, "Mifepristone
Medication Abortion," showed it did not comply
with standardized procedure elements described
in the above law in that:

*There was no evidence of collaboration on the
development and approval of the standardized
procedure by the nurse practitioner, the
supervising physician, and administrator.

*The extent of physician and surgeon supervision
was not included.

' *The method of periodic review of the nurse

practitioner's competence, including peer review,
and review of the provisions of the standardized
procedure were not specified in the document.
*The document had a "IX. Medication Regimens"
section which included Mifepristone and
Misoprostel (medication abortion pills) and
antibiotics (Azithromycin.) The regimen did not
include the other medications prescribed:
Micrhogam, acetaminophen-codeine, and

" Promethazine.

*The physician had oversight of nurse
practitioners in twenty clinics as stated in an

D 046

|
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Services--Other Health Personnel

(b) The professional director shall ensure that, in

| addition to meeting the licensing, certification or

other legal requirements, all health personnel are
qualified by training and experience to perform
those services they are assigned to provide.

This Statute is not met as evidenced by:

Based on staff interview and record review, the
praofessional directors: Associate Medical
Director, Vice President of Medical Services, and
the Regional Director of Clinic 1:

1. Failed to provide qualified staff to perform
transvaginal ultrasounds for Patient 1, who had a
medication abortion. A "Reproductive Health
Specialist" (RHS 1), with a high school diploma
and a medical assistant class, was trained by the

' clinic's staff to perform transvaginal ultrasounds.

The performance of a transvaginal ultrasound is
an invasive procedure and outside the scope of
service of a medical assistant. (See Business and
Profession Code §2069 - §2070.)

This failure resuited in staff, without the required
educational background and certification
performing an invasive procedure which could

potentially result in patient injury and poor quality, |

ultrasound images.

2. Failed to ensure the RHS' job description
complied with the laws of California when the job
descripticn included giving advice, and providing
comprehensive education and options
counseling. The listed clinic responsibilities
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D 046 | Continued From page 7 D 046
interview on 11/8/16 at 11:59 a.m. as reported
above.
D 068 T22 DIV5 CH7 AHT4-?5029(b) Basic D 068 On March 3, 2017, PPNorCal reviewed its entire

clinical operations system and policies and made
the following changes:

1. Transvaginal ultrasounds.

a. As of Friday March 3, 2017, unlicensed
Reproductive Health Specialists (RHS) no longer
perform transvaginal ultrasounds (TVUs). All
PPNorCal policies and procedures, training
materials, and forms related to TVUs have been
updated to reflect this change.

b. On Thursday March 2, 2017, this
change was communicated via teleconference to
all health center managers and Senior Regional
Directors. On Thursday March 2, 2017, PPNorCal
also distributed a memorandum about this change
to all health center staff, including all RHS staff.

C. No later than Friday, March 17, 2017,

a chart audit of all TVUs performed after March 3,
2017, will be completed by Director of Quality
Management to ensure that all health personnel
are performing only those services they are
authorized and assigned to provide. If any TVU

is found to be not in compliance with PPNorCal's
revised policies and procedures, the Director of
Quality Management will inform the health center
manager who oversees the staff member who
performed the procedure, and specific corrective
action will be taken as needed, under the direction
of the health center manager, the Director of
Quality Management and the Senior Regional
Director.
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D068 | Continued From page 8 D 068 d. The PPNorCal Medical Quality

| exceeded the scope of service of the RHS. This
| failure had the potential RHS' and other staff

| would rely on the job description and be unaware
of the limitations of an RHS.

Findings:

1. Review of Patient 1's clinic Office Visit, dated
11/4/14, showed that Patient 1 received
medication abortion pills; Mifepristone on
10/28/14 and Misoprostol on 10/29/14. Review
with the Vice President of Medical Services (VP
and also a nurse practitioner,) showed NP 2
interpreted the ultrasound and documented

| Patient 1 had an empty uterus and a complete
abortion.

In a phone interviews, on 12/30/14 at 11,25 a.m.,
Patient 1 said she returned to Clinic 1 for a
follow-up appointment on 11/4/14. Patient 1 said
clinic staff infarmed her the vaginal ultrasound
showed a complete abortion, and she was
released. Patient 1 said, on 11/15/14 around 1:30
a.m., she bled heavily, and passed clots. On
11/16/14, she went to an emergency room
because she passed out at home. Patient 1 said
| she was hospitalized and had surgery to remove
the contents from inside her uterus, and had a
blood transfusion. Patient 1 said hospital staff told
her the uterus' opening was not closed yet, and
she still had blood and pregnancy tissue in her
uterus.

| On 12/9/16 at 1:05 p.m., during a phone

| interview, Patient 1 said NP 2 did not check

| whether her cervix (opening of the uterus) in the
follow-up appointment on 11/4/14. Patient 1 said
she did a manual check herself later at home,
and felt a huge blood clot, the size of a baseball.

Review of the hospital's Emergency Department

| Physician Notes, dated 11/16/14 at 2:09 p.m.,

Assurance Committee reviews all medical
incidents on a quarterly basis. At Monday,
March 6, 2017 meeting, a retrospective review of
all abortion-related incidents was performed to
determine whether any incidents from 2014 to
date may have been related to an RHS'
performance of a TVU. No incidents were
determined to have been the result of RHS
performance of a TVU. The Medical Quality
Assurance Committee will continue to monitor
and discuss all incidents on a quarterly basis.

2. RHS job descriptions.

a. The current job description for RHS position
will be reviewed no later than Thursday, March 9,
2017 by legal counsel and the VP of Medical
Services to ascertain compliance with all relevant
rules and regulations, including but not limited to
California Business and Professions Code

§§ 2069-2070. Any needed revisions to the job
description will be completed no later than
Monday, March 13, 2017. Health center
managers will review with all RHS staff the

scope of their work and limitations of their scope,
using the revised job description as a guide.

b. The revised job description will reflect
existing PPNorCal policy with respect to RHS staff,
which includes the direction that unlicensed staff
may not give advice or provide recommendations
to patients. Rather, RHS staff provide patient
information and instruction, as authorized under
16 CCR 1366. This includes reviewing written
information sheets with patients and directing
any patient questions to a licensed clinician or
physician. To ensure compliance, staff
observations will be conducted on an ongoing
basis by both health center managers and lead
clinicians to ensure that all health personnel are
performing only those services they are authorized
and assigned to provide.
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Continued From page 9 D 068 3. Informed copsen{. . .

a. RHS staff will no longer witness informed |
showed Patient 1: "Presents with vaginal consent documents. As of Monday, March 27, ‘,
bleeding--patient had a tab [therapeutic abortion] 2017, PPNorCal's policy with respect to obtaining |
about 2 weeks ago, had large amount of spotting informed consent from a patient in advance of a
and clots. Saturday [11/15/14] started heavy complex procedure will include asking a licensed
vaginal bleeding...had a syncopal [fainting] clinician to obtain a patient’s signature on a written
episode..." informed consent form and to have that licensed

clinician witness the signature. This practice will
Review of the hospital's Discharge Summary, better document PPNorCal’s exist.i?g policy of
dated 11/18/14 at 1:46 p.m., showed that Patient ensuring that a patient has the ability to ask
1: "Was admitted to the hospital for treatment of queslions:abeul gtain informetiors fron.a
profound vaginal bleeding due to incomplete licensed clinician before consenting to a
abortion from medical abortion 10/29/14. She had complex procedure. N
acute blood, symptomatic blood loss that required - . Al RRROF po"c'eé and proceflures;

2 units of PRBC [packed red blood cells] to be el i e s
transfused and D and C by a gynecology [women . % ’
health] physician." Patient 1's post-operative 5 T;J T mrmm—
diagnosis indicated incomplete abortion. observations will be conducted on an ongoing
In staff interviews on 10/25/16 at 2:58 p.m. - 4 basis I:‘!y‘b‘oth health center managers and

‘ . e A lead clinicians to ensure that all health personnel
Ea:g l’[ ;ZBSY;%epZEg :??;ooéyrfe;jrﬁae:dstiglces (VP) are performing only those services they are

authoriz n ign ide.
transvaginal ultrasound was a Reproductive horized and assigned fo provide
Health Specialist (RHS 1.) VP said RHS 1 ‘

* performed the ultrasound scans of Patient 1, %
' before and after the medication abortion, on
1 10/28/14 and 11/4/14. RHS 1 loaded the images '?
_into the computer and NP 2 interpreted the ‘
' images at a computer outside the exam room. VP
| said RHS' were unlicensed staff, trained by clinic
staff to perform ultrasounds,
| On 10/25/16 at 2:59 p.m., during an interview, |
' Director said she "pretty much runs the clinic."
| Director said that some RHS' had medical
f assistant certificates, and some had college &
| degrees and all had extensive in-house training. |
Director said a physician initially signed off on the
RHS' skill and annually audited their skills to
perform transvaginal ultrasounds. Director also | ‘
| said she did not know Title 22 (California | |
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regulations which pertain to legal operations of
health care facilities including primary care
clinics): "I can't say | heard of it." Director said
she followed OSHA guidelines (Occupational
Safety and Health Administration: federal and
state organizations which protects and improves
the health and safety of working men and
women), the policies and procedures of Clinic 1,
| and HIPAA {Health Insurance Portability and
Accountability Act of 1996, federal legislation that
provides privacy and security provisions for
safeguarding medical information) to guide her in
running the clinic.

On 11/8/16 at 11:59 a.m., during an interview, the
Associate Medical Director (AMD) said she had
oversight of Clinic 1 and 19 other clinics in a
network of clinics providing similar services. AMD
said the network of 20 clinics were run the same
and had the same policies and procedures. AMD
said she had clinical oversight of the nurse
practitioners but did not supervise RHS'. AMD
said to ask the Director about policies related to
the RHS".

On 11/8/16 at 12:35 p.m., AMD said the head of
ultrasound trainers was alsc trained in-house and
was not a certified ultrasound technician. AMD
said performing a transvaginal ultrasound was not
outside the scope of a medical assistant/RHS.
| AMD said many other health care settings had
medical assistants performing ultrasounds. AMD
was unable to name another health care setting,
outside the clinic network for whom she worked,
which allowed medical assistants to perform
ultrasounds. AMD then said it was her medical
opinion that performing ultrasounds was within ‘ |
| the scope of service of a medical assistant and
£ | |
\ ‘ !
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On 11/10/16 at 1:20 p.m., during an interview,
Director said she did not contact the Medical
Board of California to determine what MAs/RHS'
can do: "We follow [national
organization's] protocols." Director could not say
who wrote the protocols, and didn't know the
process of policy development. Director said: “|
only implement the protocols." Director said that
she was the RHS' supervisor. Director said that
RHS' had to submit a certain number of
ultrasound views to the clinic's medical services,
and they were evaluated and signed off by one of
the physicians. Clinic 1 had three to four RHS'
who performed the transvaginal ultrasounds.
Director said that a high school diploma was the
minimum qualification to become an RHS,

In a staff interview, on 11/10/16 at 2;45 p.m., NP
2 said she was the lead clinician and clinical

| supervisor of RHS 1, who performed the

transvaginal ultrasound on Patient 1 by inserting
a probe into the vagina. NP 2 was not in the room
during the procedure. NP 2 said she relied on
Clinic 1's policies and procedures about what
medical assistants could do and not do.

In a staff interview on 11/10/16 at 3:32 p.m. - 4:10
p.m., RHS 1 said she inserted the vaginal probe
into Patient 1's vagina to take pictures of the
uterus in different planes, and at least two
different views. RHS 1 said that she did a final

| swipe, but the swipe was not a video for different

views. RHS 1 said that no staff observed how she
did the swipe. RHS 1 said she attended a school
for medical assistants. RHS 1 said she performed
vaginal ultrasounds since 2004, and the former
medical director signed her off to do ultrasounds.
RHS 1 also said she submitted various
ultrasound images to a physician for annual
ultrasound competency renewal. The physician
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I within the scope of practice for a medical

viewed the images, off site, through a shared
computer drive and did not observe the
performance of the ultrasound. RHS 1 did not
remember if the clinic had any policy regarding
the limitations of her job classification.

2. Review of the "Reproductive Health Specialist"
job description, undated, inciuded a list of clinic
responsibilities including: "...Answer questions
about birth control, health, and pregnancy.
Screen calls, give advice...Abortion services:
Provide comprehensive education and options
counseling to client, allowing client to make
informed decision...answer questions regarding
the abortion procedure, possible complications,
and birth control options...Primary Care/Well
Child Services: Provide health education about
prevention..."

On 11/8/16 at 9:32 a.m., after an inquiry regarding
the above job description, an e-mail from the
MBC had the fellowing: "This position would
require, at the minimum the training required by
law for a medical assistant; however, many of the
duties listed in the job description do not fall

assistant, and may only be performed by a
licensed RN or above...A medical assistant is not
permitted to counsel patients or give medical
advice, which is mentioned several times in the
job description. A medical assistant is not
permitted to examine the patient or to obtain
informed consent from a patient...A medical
assistant may provide anly technical supportive
services that are simple, routine medical tasks
and services."

On 11/10/16 at 1:20 p.m., Director said the RHS'

"...Don't give advice--they relay advice." Director

said RHS' follow information sheets and explain |
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choices/options counseling depending on the
situation. "The RHS' may ask a few clarifying
questions to get them [patients] close to making a
decision." Director said she did not question what
was in the job description. Regarding whether
there was a written guidance for RHS' limitations,
Director said there was nothing specifically
written: "They follow the protocols."

In a staff interview, on 11/10/16, beginning at 2:45
p.m., NP 2 said she was the lead clinician in
Clinic 1 and the clinical supervisor of RHS'. NP 2
said she relied on the clinic's policies and
proceduras about what medical assistants could
do and could not do. NP 2 said she did not get
involved in policy-making and she did not contact
the California Medical Board to inquire about the
medical assistants' scope of service.

On 11/10/16 at 3:54 p.m., RHS 1 said she didn't
give advice. She reviewed educational forms,
mainly about birth control, with patients. RHS 1
said she discussed side effects of birth control.
RHS 1 did not recommend one type of birth
control or another. Regarding consent forms,
RHS 1 described her process. RHS 1 abtained
the patient's signature on a service consent form
and on the medication abortion consent out of the
presence of the NP or physician. RHS 1 read off
what the consent was and gave a copy to the
patient. RHS 1 said after the patients received the
information they decided to sign or not and then
she witnessed the signature. Mutual review of
Patient 1's Client Information For Informed
Consent Using The Abortion Pill, dated 10/30/14,
showed that RHS 2 witnessed Patient 1's
signature. Typed in above RHS 2's signature was:
"The patient got this information. She said she
read and understood it. She [Patient 1] was able
to ask any guestions she had."
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In a phone interview on 12/9/16 at 12:58 p.m.,
Patient 1 said the staff who reviewed the
medicaticn abortion informed consent and
witnessed her signature, was a different person
from the NP who provided the medication for the
abortion.

Review of the AMD's job description, last revised
8/3/16, had the following: "...The Associate
Medical Director is responsible with the Medical
Director for providing medical leadership and
direction...for implementing medical protocols that
are consistent with clinical standards set by
~_[national organization] and all federal and
state regulations and for assuring on-going
compliance by all licensed staff in the provision of
medical care...”

Review of the job description of the Director,
undated, showed: "The Regional Director is
respensible for the internal systems and
perscnnel management of the health centers,
assuring compliance with regional and state
regulations and standards.

Review of the clinic network's organizational
chart, updated 11/4/18, showed the VP of Medical
Services had oversight of the medical services of
- all 20 clinics as well as Quality Management.

| Review of the clinic's Ultrasound Services

| document, implemented 6/1/14, showed that

"Both licensed and non-licensed personnel may

be trained in the provision of ultrasound where

' allowed by state and jocal law. Non-licensed
personnel may perform ultrasound for abortion,

l early pregnancy evaluation."

| On 11/8/16 at 8:55 a.m., after an inquiry, the
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Medical Board of California's Analyst sent an
amail with the following statements: "According to
the Medical Board of California's legal counsel,
conducting a vaginal ultrasound is outside of the
scope of a medical assistant. This is an invasive

| procedure, and is not authorized under the

| statutes and regulations applicable to medical
assistants."

|
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represent the findings of a full inspection of the
facility.
Representing the California Department of Public
Health: 35302, Health Facilities Evaluator Nurse.
The Department did not substantiate a violation of
| Federal or State regulations.
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The following reflects the findings of the California
Depariment of Public Health during the
investigation of complaint number CA00530016.

Representing the California Department of Public
Health Services: Health Facility Evaluator Nurse,
#2533,

The inspection was limited to the specific
complaint investigated and does not represent
the findings of a full inspection of the facility.

NO DEFICIENCIES WERE ISSUED FOR
COMPLAINT NUMBER; CAQ0530016.
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Initial Comments

The following represents the findings of the
California Department of Public Health during an
investigation for Complaint or Entity Reported
Incident Number(s): #CAD0518025.

Inspection was limited to the investigation of the
complaint or ERI and does not represent the
findings of a full inspection of the facility.

Representing the California Department of Public
Health: Health Facility Evaiuator Nurse #2533,

NO DEFICIENCIES WERE ISSUED FOR
COMPLAINT:
#CAQ0518025.
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e TR~ E
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FORM APPROVED

The following reflects the findings of the California
Department of Public Health during a Complaint
incident visit.

Complaint Incident Intake number: CAQ0432128

The inspection was limited to the specific
Complaint Incident investigated and does not
represent the findings of a full inspection of the
facllity,

Representing the California Department of Public
Health; Surveyor #2888, Health Facilities
Evaluator Nurse,

The Department was unable to substantiate a
violation of the Regualtions.

NO DEFICIENCY WAS ISSUED FOR
COMPLAINT INCIDENT CA00432128.
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The following reflects the findings of the California
Department of Public Health during the
investigation of a complaint.

Complaint: CA00340683

Representing the California Department of Public
Health Services:
Health Facility Evaluator Nurse: # 2139

The inspection was limited to the specific
complaint investigated and does not represent
the findings of a full inspection of the facility.

NO DEFICIENCIES WERE ISSUED FOR
COMPLAINT: CAQ0340683
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Department of Public Health during the
investigation of a complaint.

Complaint: CA00369382

Representing the California Department of Public
Health Services:
Medical Consultant I: # 1781

The inspection was limited to the specific
complaints/entity reported incidents investigated
and does not represent the findings of a full
inspection of the facility.

NO DEFICIENCIES WERE ISSUED FOR
COMPLAINT: CA00369382
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PRINTED: 08/21/2017

FORM APPROVED
a‘wmsm OF DEFICENGES | ix1) PROVIDENSUPPUERCLA {%2) MULTIPLE CONSTRUCTION : . L(3) DATE SURVEY
AND PN OF CORREGTION | IDENTIFICATION NUMBER A BUILDING COMPLETED

. _ CAUF N . c i
1 B WING OF PR EPAI?r
CAGTD000182 " MEN 03/24/2017
RAKE OF PROVIDER OR SUPPLER © STREET AUDRESS, CITY. STATEZIPRpE 3 0
| 1891 THEALAMEDA 20;;
EEANNCRCERERTORNR BANJOBE,CAOS128 | o
o) 10 SUMBIARY STATEMENT OF DEFICIENCIES Iz W NOFCORRECTION \
PREFIX - {EACH DEFIGIENCY MUST BE PRECEDED BY FULL PREFD . {EA IVE ACTION SHOULD coMPLETE
TAG REGULATORY OR LSC IDENTIFYING INFORMATION,; TAG BE CROSS, REFERENCED TO THE DATE
APBROPRIATE DEFICIENCY)
0005 | Initied Comments .3 ‘ DOOS  iyne following is Planned Parenthoad Mar Monte's

HPPMNMT's) responts to the Department’s request for a
Phan of Cormection with respect to Entity reported incident
CADONE , enclosed in COPH letter dated June 21,
(2017, recelved by PPMM's San Joze Health Center first
Heperted to COPH an Agrl 1, 2016 (CDPH Repeort)

Tha following reflacts the findings of the Califomnia
Depeariment of Public Haaith during the -
investigation of an entity reported incident

conducied on 10/12/18, 10/14/18 and 524717

For Entity Reported incident CA0D482515 : [PS055(b). (the dinic failed to prevent the unauthorized
regarding State Monitoring, Breach to Diciogure of patient health information)
Person/Entily Outside Facility/Health Care : e _

System,  State deficiency wes idontifiad (589

Wazz,smgorﬂs.oﬁs(m}_ _"Carvectheacﬁonsto be accomplished for the affected

hsatients) identified to have been affecied by the
ingpaction wag iimited to the specific entity Moty practlon. '
‘| reporiad incident investigated and does not

representthe indings of a fullinspection of the ' ko Masch 22, and March 30, 2016, the Privacy Officer

hospital. Bpoke with patient regarding this Incident. A notification
. mmﬂedanuardlumm
Theclinic detected the Breach of Patient's Health I STTn. U —

! information {PHon 3/22/18. sl arobect this patient's medical records, The employee who
The clinic reportad the Braach of PHi to the itted this bresch no longer works for PPAIM
Departmenton4/1/18. . o :

The clinic notified the affected paﬂem oitha ¥b) How other patients having the potential to be affected]
Braach of PHion 322/18. By the same deficient practice be ldentified, and what |
R _ar.donwﬁubetalten

Haaith: 37083, HeaithFaciiities Evaluator Nursse.

D14401 T22 DIVS CHT ARTB-75055(b) Umt Patient ] 01440 Jic) What immediate measures and systematic changes

Health Records _ﬂbemﬂhmohmmmmmmdeﬂdemwacm
{b) Information contained in the hoealth racords b enadinieb amsare s stallls e o
shail be confidantial and shall ba disciosad onty L PPA/Privacy modules th m“"'m““ww . .

to authorized parsons in m:ordanca with !ederal {Leamning (CAL).

state and iocallaws. | : .
2. Review PPMM's Sanctions for Unauthorized use and/or

sedosure of PHI (Policy B001020) in the Health Center's
weeldy micro meeting. :

This Statute is not met as evidenced by: Based b Highlight and review "Minimum Necessary/Need to
“lon intarview and record review, the clinic failed ¥naow" poltcy only as necessary for duties assigned sectiin

o prevene the unauthorized disciosure of ot PPMM's Privacy Policy #C01030

lendngndcuﬂﬂwnmm - :
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PRINTED: 06/21/2017
FORM APPROVED
California DeoartmentofPublicHealt. .
STATEMENT OF DEFICIENCIES (X1) PROVIDEA/SUPPLIER/CLIA (X2) MULTIPLE CONSTRUCTION (X3) DATE SURVEY
AND PLAN OF CORRECTION IDENTIFICATION NUMBER A.BUILDING CALIEORMA CEPARTMENT COMPLETED
OF PUBLIC HEALTH | c
CA070000182 B WING 05/24/2017
Ul 19 47
NAME OF PROVIDER OR SUPPLIER STREET ADDRESS, CITY. STATEZIP CODE ‘E LiJ 41"4“'
1691 THEALAMEDA
PLANNEDPARENTHOOD g IV )
SAN JOSE, CA 95126 L & C DIVISION
(x4) 10 SUMMARY STATEMENT OF DEFICIENCIES D PROVIDER'S PLANOFCORRECTION x3)
PREFIX (EACH DEFICIENCY MUST BE PRECEDED BY FULL PREFIX (EACHCORRECTIVEACTION SHOULD COMPLETE
TAG REGULATORY OR LSC IDENTIFYING INFORMATION) TAG BE CROSS,REFERENCED TO THE DATE
APPROPRIATE DEFICIENCY)
D005 Initial Comments D005 The following is Planned Parenthood Mar Monte’s
(PPMM’s) respanse to the Department’s request for a
The following reflects the findings of the California Plan of Correction with respect to Entity reported incident
Department of Public Health during the CAD0482515, enclosed in CDPH letter dated June 21,
investigation of an entity reported incident ;g;ggjﬁﬁ‘;‘;?ﬂ“ﬂ:j iﬂé‘;;ﬁ?ﬁﬁ:ﬁ%ﬁ?gﬁ; first
conducted on 10/12/16, 10/14/16 and 5/24/17. !
) ) Deficiency cited as not complying with Title 22, Section
For Entity Reported Incident CA00482515 75055(h). (the clinic failed to prevent the unauthorized
regarding State Monitoring, Breach to Disclosure of patient health information)
Person/Entity Outside Facility/Health Care
System, a State deficiency was identified (see F—— ) ) lshed for the affected
Title22 Section 75055(b)). a) Corrective actions to be accomplished for the affecte
Hees: (b)) patient(s) identified to have been affected by the
i - - ¢ deficient practice.
Inspection was limited to the specific entity
reported incident investigated and does not
represent the findings of a fullinspection of the On March 22, and March 30, 2016, the Privacy Officer
hospitaL spoke with patient regarding this incident. A notification
letter was mailed on March 22, 2016.
Theclinic detected the Breach of Patient's Health R ML WY - S
Information (PHI)on 3/22/16. o T L pRete SLIoHS
Ty protect this patient’s medical records. The employee who
The clinic reported the Breach of PHI to the committed this breach no longer works for PPMM.
Departmenton4/1/186.
The clinic notified the affected patients of the (b) How other patients having the potential to be affected
Breach of PHlon 3/22/18. by the same deficient practice be identified, and what
corrective action will be taken
Representing theca“foml.a.l I_Department of Public PPMM has not identified other patients affected in this
Health: 37883, Health Facilities Evaluator Nurse. R,
D1440| T22 DIVS CH7 ART6—75055(b} Unit Patient D1440 (c) What immediate measures and systematic changes
Health Records will be put into place to ensure that the deficient practice
does not recur.
(b) Informatic_)n co_ntained in the he.alth records 1. Immediately ensure all staff is current with annual
shall be _Confldenha[ and shall be disclosed only HIPPA/Privacy modules through the Center for Affiliated
toauthorized persons in accordance with federal, Learning (CAL).
state and local laws.
2. Review PPMM’s Sanctions for Unauthorized use and/6r
Disclosure of PHI (Policy #C01020) in the Health Centfr's
weekly micro meeting.
Thi_S Stat_Ute is not met as E_Videnced by Ba_sed 3.Highlight and review “Minimum Necessary/Need to
on interview and record review, the clinic failed Know” policy only as necessary for duties assigned section
to prevent the unauthorized disclosure of of PPMM’s Privacy Policy #C01030

VPHR/ Privacy Officer
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California Oecartment of Public Healt, .

PRINTED: 06/21/2017
FOAM APPROVED

STATEMENT OF DEFICIENCIES (X1) PROVIDER/SUPPLIER/CUA
AND PLAN OF CORRECTION IDENTIFICATION NUMBER
CA070000182

{X2) MULTIPLE CONSTRUCTION (XJ) DATE SURVEY
ABUILDING o COMPLETED
C
B WING 05/24/2017

NAME OF PROVIDER OR SUPPLIER

PLANNED PARENTHOOD

STREETADDRESSCITY. STATE ZIP CODE

1691 THEALAMEDA
SAN JOSE, CA 95126

patient health information (PHI) for Patient 1,
when Patient 1's PHI was accessed by an
employee. The failure resulted in the disclosure of
Patient 1's PHIto an unauthorized individual.

Findings:

Review of an audit trail of the electronic medical
record (EMA) indicated Employee 1 accessed
Patient 1's PHI on 22 occasions from 6/24/14 to
12/14/15.

During aninterview on 10/12/16 at 10:11 a.m., the
Privacy Officer (PO) confirmed that an employee
(Employee 1) had accessed the PHI of Patient 1
and disclosed the PHI to an unauthorized
individual. The PO confirmed that the employee
accessed Patient 1's PHI on approximately 22
occasions from 6/24/14 to 12/14/15.

Review of "2015 CERTIFICATION TO ADHERE
TO"the clinic's compliance program, signed and
dated by Employee 1 on 6/26/15, indicated the
employee agreed and promised that at alltimes,
the employee would not use or disclose the
confidentialinformation exceptas authorized.

(X4) ID SUMMARY STATEMENT OF DEFICIENCIES 10 PROVIDER'S PLANOFCORRECTION (EACH (X8)
PREFIX (EACH DEFICIENCY MUST BE PRECEDED BY FULL PREFIX CORRECTIVEACTION SHOULD BE COMPLETE
TAG REGULATORY OR LSC IDENTIFYING INFORMATION) TAG CROSS,REFERENCED TO THE DATE
APPROPRIATE DEFICIENCY)
D1440| Continued From page 1 D1440 (d) A description of the monitoring process and positions

of persons respensible for monitoring (i.e., Administrator,
Director of Nursing, or other responsible supervisory
personnel). How the facility plans to monitor its
performance to ensure corrections are achieved and
sustained. The plan of correction must be implemented,
corrective action evaluation for its effectiveness, and it
must be integrated into the quality assurance system.

Center Managers, Supervisors and staff are notified via
email when employees are due for HIPAA/Privacy renewal
certification. This ensures HIPAA compliance for all
employees, contractors and volunteers.

Center Managers facilitate weekly meetings for trainings,
reviews and immediate system changes. All staff are
required to attend and sign in on the attendance log.
[Those not in attendance are sent the meeting notes.

Review of privacy practices at these quarterly mandatory
staff meetings will be a standing agenda item. Evaluation
of staff knowledge will include but not limited to “pop
quizzes”, staff role play, and zero preventable privacy
deficiencies.

Random audits of the EHR System are already in place to
review access and identify odd activity, such as accessing a
chart at 2:00am.

(e) Dates when corrective action will be completed. The
Corrective action completion date must be acceptable to
fthe Department. The deficient practice should be
corrected immediately. This date shall be no more than 30
calendar days from the date the facility was notified of the
non-compliance.

Meeting took place on 6/302017. Next meeting is
scheduled for 7/7/2017.

Licensing and Cert1ficatton Division
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FORM APPROVED
California Department of Public Health
STATEMENT OF DEFICIENCIES (X1) PROVIDER/SUPPLIER/CLIA (X2) MULTIPLE CONSTRUCTION (X3) DATE SURVEY
AND PLAN OF CORRECTION IDENTIFICATION NUMBER: ) COMPLETED
A. BUILDING:
C
040000200 B. WING 06/03/2016
NAME OF PROVIDER OR SUPPLIER STREET ADDRESS, CITY, STATE, ZIP CODE
650 N FULTON
PLANNED PARENTHOOD MAR MONTE
FRESNO, CA 93728
(X4) 1D SUMMARY STATEMENT OF DEFICIENCIES D PROVIDER'S PLAN OF CORRECTION (X5)
PREFIX (EACH DEFICIENCY MUST BE PRECEDED BY FULL PREFIX (EACH CORRECTIVE ACTION SHOULD BE COMPLETE
TAG REGULATORY OR LSC IDENTIFYING INFORMATION) TAG CROSS-REFERENCED TO THE APPROPRIATE DATE
DEFICIENCY)
A000| Initial Comments A 000

The following reflects the findings of the California

Department of Public Health-Licensing and

Certification during the investigation of complaint:

CA00483026

Representing California Department of Public

Health-Licensing and Certification: Federal ID #

31505, RN, HFEN

The inspection was limited to the specific

complaint investigated and does not represent

the finding of a full inspection of the facility.

NO DEFICIENCY was issued for Complaint:

CA00483026

|
[
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PRINTED: 05/31/2018

FORM APPROVED
California Department of Public Health
STATEMENT OF DEFICIENCIES (X1) PROVIDER/SUPPLIER/CLIA (X2) MULTIPLE CONSTRUCTION (X3) DATE SURVEY
AND PLAN OF CORRECTION IDENTIFICATION NUMBER A BUILDING COMPLETED
CA060001620 B. WING 05/29/2018
NAME OF PROVIDER OR SUPPLIER STREET ADDRESS, CITY, STATE, ZIP CODE
700 S TUSTIN STREET
PLANNED PARENTHOOD/ORANGE & SAN BEI
ORANGE, CA 92863
(X4) 1D SUMMARY STATEMENT OF DEFICIENCIES D PROVIDER'S PLAN OF CORRECTION (X5)
PREFIX (EACH DEFICIENCY MUST BE PRECEDED BY FULL PREFIX (EACH CORRECTIVE ACTION SHOULD BE COMPLETE
TAG REGULATORY OR LSC IDENTIFYING INFORMATION) TAG | CROSS-REFERENCED TO THE APPROPRIATE DATE

DEFICIENCY)

D 000| Initial Comments D 000

The following reflects the findings of the California
Department of Public Health during the
investigation of COMPLAINT NUMBER:
CA00580846.

Inspection was iimited 1o the specific complaint
investigated and does not represent the findings ;
of a full inspection of the facility. ’

Representing the California Department of Public
Health: Surveyors 29865, HFEN and 34387,
| HFEN. .

THE DEPARTMENT WAS UNABLE TO
SUBSTANTIATE THE COMPLAINT
ALLEGATION AND FOUND NO REGULATORY
VIOLATIONS.

|
|
Licensing and Certification Division
LABORATORY DIRECTOR'S OR PROVIDER/SUPPLIER REPRESENTAILVE'S SIGNATURE TITLE XS).Af
Q’“@VWWEI N Direcyor of QI;OM M e
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California Department of Public Health

( PRINTED: 11/20/2019
: FORM APPROVED

STATEMENT OF DEFICIENCIES
AND PLAN OF CORRECTION

(X1) PROVIDER/SUPPLIER/CLIA
IDENTIFICATION NUMBER:

(X2) MULTIPLE CONSTRUCTION

{X3) DATE SURVEY
COMPLETED

A, BUILDING:
CA11000000812 B. WING 07/24/2019
NAME OF PROVIDER OR SUPPLIER STREET ADDRESS, CITY, STATE, ZIP GODE
1179 MCDOWELL BLVD
PETALUMA HEALTH CENTER PETALUMA, CA 94854
(X4} 1D SUMMARY STATEMENT OF DEFICIENCIES D PRGOVIDER'S PLAN OF CORRECTION (X5)
PREFIX {EACH DEFIGIENCY MUST BE PRECEDED BY FULL PREFIX {EACH CORRECTIVE ACTION SHOULD BE COMPLETE
TAG REGULATORY OR LSC IDENTIFYING INFORMATION) TAG GROSS-REFERENCED TO THE APPROPRIATE DATE
DEFICIENCY)
D 010 Initial Comments D010
The following represents the findings of the
California Department of Public Health during a
complaint investigation. Complaint number:
CAD0471159
The investigation was limited to the specific
complaint and does not represent the findings of
a full inspection of the facility.
Representing the Department of Public Health:
Health Facility Evaluator Nurse, 40742
No deficiencies were cited for complaint #
CA00471159
United
Licensing and Certification Division
LABORATORY DIRECTCR'S OR PROVIDER/SUPPLIER REPRESENTATIVE'S SIGNATURE TITLE
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Oct. 26. 2018 9:21AM PFTALUMA HEALTH CENTER , No. 6062 P
‘ PRINTED: 10/18/2018

FORM APPROVED
California Department of Public Health
STATEMENT OF DEFICIENCIES (X1) PROVIDER/SUPPLIER/CLIA (X2) MULTIPLE CONSTRUCTION (X3) DATE SURVEY
AND PIAN OF CORRECTION IDENTIFICATION NUMBER: i COMPLETED
A. BUILDING:
* CA11000000812 8. WING 10/15/2018
NAME OF PROVIDER OR SUPPLIER STREET ADDRESS, CITY, STATE, ZIP CODE
2 1179 MCDOWELL BLVD
UMA HEAL ER : :
PETAL TH CENT PETALUMA, CA 94954
(X4) ID SUMMARY STATEMENT OF DEFICIENCIES In] PRQVIDER'S PLAN OF CORRECTION (%)
PREFIX (EACH DEFICIENCY MUST BE PRECEDED BY, FULL PREFIX (EACH CORRECTIVE ACTION SHOULD BE COMPLETE
TAG REGULATORY OR LSC IDENTIFYING INFORMATION) TAG CROSS-REFERENCED TO THE APPROPRIATE DATE
DEFICIENCY)
D Q00| |nitial Comments , D0oo

The following represents the findings of the

California Dapartment of Public Health during an

investigation for Complaint or Entity Reported
Incident Number(s): CA00578840.

AT v i

Inspection was limited to the investigation of the
complaint or ERI and does not répresent the
findings of a full inspection of the facility.

e

CDPHILERC
Santa Rosa D.O. |

e T S il
‘e U

e Y

Representing the California Department of Public
Health: Health Facility Evaluator Nurse #2533,

NO DEFICIENCY WAS ISSUED FOR
COMPLAINT: CA00578840.

R/SUPPLIER REPRESENTATIVE'S SIGNATURE TITLE ) t:’-‘.ff
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PRINTED: 12/12/2014

FORM APPROVED
California Department of Public Health
STATEMENT OF DEFICIENCIES (X1) PROVIDER/SUPPLIER/CLIA (X2) MULTIPLE CONSTRUCTION (X3) DATE SURVEY
AND PLAN OF CORRECTION IDENTIFICATION NUMBER: A. BUILDING: COMPLETED
@
CA11000000812 B. WING 10/02/2014

NAME OF PROVIDER OR SUPPLIER

1179 MCDOWELL BLVD
PETALUMA, CA 94954

PETALUMA HEALTH CENTER

STREET ADDRESS, CITY, STATE, ZIP CODE

The following reflects the findings of the California
Department of Public Health during the
investigation of a complaint.

Compiaint: CA00413027.

Representing the California Department of Public
Health Services:
Health Facility Evaluator Nurse: # 2534

The inspection was limited to the specific
complaint investigated and does not represent
the findings of a full inspection of the facility.

NO DEFICIENCIES WERE ISSUED FOR
COMPLAINT: CA00413027

/

(X4) ID SUMMARY STATEMENT OF DEFICIENCIES D PROVIDER'S PLAN OF CORRECTION (X5)
PREFIX (EACH DEFICIENCY MUST BE PRECEDED BY FULL PREFIX (EACH CORRECTIVE ACTION SHOULD BE COMPLETE
TAG REGULATCRY OR LSC IDENTIFYING INFORMATION) TAG CROSS-REFERENCED TO THE APPROPRIATE DATE
DEFICIENCY)
A 000 |nitial Comments A 000
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California Department of Public Health

No. 0276

HRIN | Eu: 201 /09/2014
FORM APPROVED

STATEMENT OF DEFICIENCIES
AND PLAN OF GORRECTION

(1) PROVIDER/SUPPLIER/CLIA
IDENTIFICATION NUMBER:

CA17000000812

(X2) MULTIPLE CONSTRUCTION

A. BUILDING:

B. WING

(X8) DATE SURVEY
COMPLETED

c

11/21/2013

NAME QF PROVIOER OR SUFPFPLIER

STREET ADDRESS, CITY, STATE, ZIP GODE

1179 MCDOWELL BLVD
PETALUMA, CA 94954

PETALUMA HEALTH CENTER

(X4) 1D
PREFIX
TAG

SUMMARY STATEMENT OF DEFICIENCIES
(EACH DEFICIENCY MUST BE PRECEDED BY FULL
REGULATORY GR LSC IPENTIFYING INFORMATION)

D
PREFIX
TAG

PROVIDER'S PLAN OF CORRECTION (X5)
{EAGH CORRECTIVE ACTION SHOULD BE
CROSS-REFERENCED TO THE APPROPRIATE

COMPLETE
DATE
DEFICIENCY)

AQ00

A0

Initial Comments

The following represents the findings of the
California Department of Public Health during an
investigation of an ENTITY REFORTED
INCIDENT: CAQ0369789

Representing the Californta Department of Public
Health: Health Facilities Evaluator Nurse State
#2214- Federal #27035

Inspection was limited to the investigation of one
entity reported incident and does not represent
the findings of a complete Inspection of the
facility.

The Department of Public Health was natified
within the required timeframe for ENTITY
REPORTED INCIDENT: CA00369789

One deficiency was issued for ENTITY
REPORTED INCIDENT: CA00369789

Informed Medlcal Breach

Health and Safety Code Section 1280.15 (b}(2),

" A clinic, health facility, agency, or hospice shall
also report any unlawful or unauthorized access
fo, or use or disclosure of, a patient's medical
information to the affected patient or the patient's
representative at the last known address, no later
than five business days after the unlawful or
unauthorized access, use, or disclosure has been
detected by the clinic, health facility, agency, or
hospice.”

The CDPH verified that the facility informed the
affected patient(s) or the patient's
representative(s) of the unlawful or unauthorized
access, use or disclosure of the patient's medical
information.

A Q00

A Q01
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Sdan 270 2014 7 1:)3PM No, 0276 P 3
) ' FRIN'T B 01/09/2014
FORM AFPROVED
California Department of Public Health ,
STATEMENT OF DEFICIENCIES (X1} PROVIDER/SUPPLIER/GLIA (X2) MULTIFLE GONSTRUCTION (%3) DATE SURVEY
AND PLAN OF CORREGTION IDENTIFICATION NUMBER; A BUILDING: COMPLETED
Cn
CA11000000812 8, WING 1172172093
NAME OF PROVIDER QR SUPPLIER STREET ADDRESS, GITY, STATE, ZiP CODE ‘
1179 MCDOWELL BLVD
PETALUMA HEALTH CENTER PETALUMA, CA 84954
(Xa) I SUMMARY STATEMENT QOF DEFIQIENGIES D PHCGVIDER'S PLAN OF CORRECTION {%5)
PREFIX {EACH DEFICIENCY MUST B PREGEDED BY FULL PREFIX (EACH CORREGTIVE ACTION SHOULD BE COMPLETE
TAG REGULATORY OR LSC IDENTIFYING INFORMATION) TAG CROSS-REFERENCED TO THE APFROPRIATE DATE
DEFICIENGY)
AG01 | Continued From page 1 Aol
Pattent 1 (CAQQ369789) informed of the breach,
by malil, on 11/21/13
A017| 1280.15{a) Health & Safety Code 1280 CADI7

(a) A clinic, health facility, home health agency, or
hospice licensed pursuant to S8sction 1204,
1250, 1725, or 1745 shall prevent unlawful or
unauthorized access to, and use or disclosura of,
patients' madical information, as defined in
subdivision (g) of Saction 66.05 of the Givil Code
and cansistent with Section 130203, The
department, afer investigation, may assess an
administrative penalty for a violation of this
saction of up 1o twenty-five thousand dollars
(525,000) per patient whose medical information
was unlawfully or without authorization accessead,
used, or disclosed, and up to seventeen
thousand five hundred dallars ($17,500) per
subsaquent occurrence of unlawful or
unauthorized access, use, or disolosure of that
patients' medical information. For purposes of the
investigation, tha department shall cansider the
elinic’s, health facility's, agency’s, or hosplea's
history of compliance with this section and other
related state and federal staiutes and regulatians,
the extent to which the facliity detected violatlons
and took preventative action to immediately
correct and prevent past violations from rscurring,
and factors oulside its controf that restricted the
facility's ability to comply with this section. The
department shall have full discretion to consider
all factors when determining the amount of an
administrative penalty pursuant to this saction,

This Stalute is not met as evidenced by:

Licensing and Gerification Divislan
STATE FORM :

3]

PRANH1Y

United
for1ife




Jan. 212014 1:03PM ; ( No. 0276nmel. d1oaro014

. FORM APPROVED
California Department of Public Health
STATEMENT OF DEFICIENCIES ®1) PROVIDER/SURPLIER/GLIA (X2} MULTIPLE CONSTRUCTION (X3} DATE SURVEY
AND FLAN OF CORREGTION IDENTIFICATION NUMBER: A BUILDING: COMPLETED
' G .
CA11000000812 B, WING 11/29/2013
MAME OF PROVIDER OR SUPPLIER ETAEET ADDAESS, CITY, STATE, ZIP CODE
1179 MCDOWELL BLVD
PETALUMA HEALTH CENTER PETALUMA, GA 94954
{%4) ID SUMMARY STATEMENT QF DEFIGCIENGIES D FROVIDER'S FLAN OF CORRELTION ()
PREFIX (EACH DEFICIENGY MUST BE PRECEDED BY FULL PREFIX {(EACH CORREGTIVE ACTION SHOULD BE GOMPLETE
TAG REGULATORY OR LEG IDENTIFYING INFORMATION) TAG GROSS-RERERENGED TO THE APPROPRIATE DATE
DEFICIENCY)
A (17| Confinued From page 2 AQ17 Corrective Actions:
. . . . +  Netiflcation: Individual whose Informntion was 11/21/2013
Bazed on interview and record raviaw, the facllity aecassed on From the Californla immunization
failed to prevent unauthorized access and ' Registry [CAIR) was not a patient at Petaluma |
disclosure of a patient's (Patient 1) profected Health Center and, tharefore, we did not have the

individuals sontact Informatlon to notify the
affectad individual within 5 business days,
a.  Upon discovery on 9/11/2013 we notified the

health information when some of Palient 1's
medical information was handed o Patlent 2'

Family. This failure allowed tha unlawful or CAIR Help Pask of the breach on 8/13/2013
unauthorized access of protected heakh and requested that the patlent be contacted
information, or that we recelve the individual's contaet
information to complete notification. We
AT were advised that our message would be
Fmdmga. forwarded tn the appropriate individual at
i i CAIR for actlan,
The Galifornia Department of Public Health was b,  9/16/2013, we emalled CAIR Data Exchange
notified on 8/16/13 that a, "Breach of Prgtected _ {see atiached emall marked Exhibit A). We
Health Information (PH])“' acourred on 941013, were advised by the CAIR specialist that the
] message would be send to the Helpdesk
Duting an interview on 10/31/13 at 9 a.m,, Supervisor for action,
Admintstrative Staff A stated that Patient 1's PH] I e e, 110 confin
was handed, in error, to Patiant 2's Family by d.  11/21/2013, PHC received a call from CAOPH
Unlicensed Staff B, on 5/10/13 after she printed it RN, who inquired about the breach, We
from a community database, without comparlng discussed our attempls to secure contact
the dates of birth for bath FIEI,ﬁEI'JtS. information from CAIR, The CADEH RN

contacted CAIR and verified oyr previous
cpntacks with CAIR. The CAIR Helpdesk

o .
Patient 1's PH| Included her name, medical supervisor verlfled that they had received our

record number, date of hirlh, and immunization ‘ requests, and CAIR had failed ta raspond
I'BCDTd. timely to our notificatlon (Exhibit B), CAIR

. provided the address and phone number for
Administrative Staff A also staled that it was an the patieat’s primaty care provider, as they
arrar, on the part of Unlicensed Staff B, in that _ ?;‘h?;;‘::;“e patlent’s contact inforaratian
both patiems had the same first ar}d last names e 11/21/2013 PHC ghoned the primary care
but different dates of birth and Unlicensed Staff B provider and lefta message requesting
self reported the etror to Licensed Staff C, on - contack infarmation for the patient.
9/11113, who subsequently callad Adminisirative f.  11/27/2013 PHC called the primary care
StaffA. provider confirming that the Individual was

their patiant, but the PCP would nat disglose
. . the patient’s sdriress.

Adm:nlstratwe StaﬂAfgrther Stf':lted t.h_at, as g 11/27 Mailed fetter to patlent’s primary care
Patient 1 wag not a patient of his facility, he provider with instructions to farward our
communicated with the Communily Database: notification letter to the patiant, Patient
Helpdesk Supsiviaor, on §/1 /19, regarding advised of steps for recourse 1o protect

Patient 1 so thal she could halp Adminlstrative againsh harmful use of disclosed PH,
Staff A in notifying Patient 1's Physician. The
Lwenslng and Gertiflcation Division ‘
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A017| Continued From page 3 A017 b 11/27/2013 discussed aetiens with CADPH RN,
) and faxed a copy of our correspondence ta
Community Database Helpdesic Supervisor primary care provider and patient notification
responded, 11/21/13, by giving Administrative letter,
Staff A the name and address for Patient 1° Medical Assistant caunseled on following polley o | 09/17/2013
physician, 5o that a letier cauld be sent, in care of verify palient !_dami.ty uslng fjate of birth §nd
the physician, advising Patien! 1's Family of the ;Eim ientifiar prior to giving dovurments to a
breach . Systematic change:
. o a.  Prior to distrtbuting paper documents, circle 472013
A raview of the favility Policy and Procedura for, of highlighter the date of birth on the paper
"Authorizations Tor Uses and Disclosure of documant agalnst the patient's date of hirth. _
Protected Health [nformation”, (9/29/10), reveais b, Have established a cantact person at CAIR, 1212003
the following: “RESPONSIBILITY: 1. itis the iy e S viso 1o aaltate luuro :
. il : timely patient breach notifications. Help Des
responsibility of all [faciity] staff to verify the 5upEfw!’mwm rovide the primary g /
idantity of a patient prior to releasing protectsd provkler's address 50 that we can obtain the
healthiinformation. Patient identity will be verifled patient's cantact Information te complete
using date of birth as the primary Indicator, notlfication, _
Supplem anted by a second Identifier a8 Monitoring: The Team Manager. in cunjunction Ongging
appropriate“, with the CQO and Campliance Gfficer, it
respansibla for monitoring the staff person’s
performance for sustained Improvement to follow
privacy policy. Quality and Risk Manager and
Queality Improvement coordinator conduct random
HIPAA audits weekly.
Quallty Oversight; PHC's Internal Risk Managameant { Gngolng
Committee gversees repartable incldents and
reports trends to the Board Risk Management
Committes, The Compliance Officer pvaluatas
privacy breaches to ensura staff 1s appropriate ,-"’
tralned and that our progesses are effective to ;
ensure privacy, Corrective actions are Identified ;
and implemented to prevent breach recurrence.
[ )]
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D ¢00| Initial Comments D oo

The following reflects the findings of the California
Departrnent of Publlc Health Services during a
Complaint Investigation CAC0261637 and

The inspection was limited 1o the speciflc
complaint Investigated and does not rapresent
the findings of a full inspection of the facility.

Representing the California Department of Public
Health Services:
Health Facilities Evaluator Nurse (HFEN) #21156

The Department was unable to substantiate a
violation of regulations for CAQD216521.

The Department was able to substantiate
violation of regulation 75032(a) for CA-00261697,

D 083| T22 DIV5 CH7 ART4-75032(a) Drug Distribution | D 083
Service--General Req

(a) A clinic which provides drug distribution
service shall provide such service in conformance
with state, federal and local laws.

This Statute is not met as evidenced by:

Based on facility staff interview and review of
facliity document raview, the facility administered
an incorrect vaccine 1o a four month old patient,
Failure to administer an incorrect medication to a
four month old patient could potentially result in a
severe adverse reaction,

Findings:

On 1/29/2010, the Department recelved a

GA00216621. corEsn
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D 083 | Gontinued From page 1 D 083

complaint alleging that the faility had
administered an incorregt vacalne to a four manth
old patient on 1/26/10.

On 10/3413 at 10:40 .., the facilities Quality
Assurance Director Awas interviewed, He
provided a facility incident report indicating that
the four year old Patient 1 came in the facility with
his mother and was due to racelve the .
immunizations Hib (Hasmaphilus influenza type
b, a vaccine to prevent a bacterium that can infect
the outer lining of the brain causing meningitis),
and the IPV {polio vaccine,) Athough these
medications can be administered in a combined
formula, Patient 1's mother wanted the
Immunizations to be administered separately.

On 10/3/13 at 10:55 &.m., Medial Assistant B was
interviewed regarding the admlnistration of the
immunization. She stated she gave the
immunization to the child, She stated stie
prepared the vaccine and showed the the
prepared vaccine to the provider for accuracy.
5She stated that the Hib was to ba given to
ghildren the ages of 2, 4, and 6 months and there
was a booster which was given at 15 months.

On 10/3/13 at 11:05 a.m., Quality Assurance
Dirsctor A provided a copy of Patient 1's progress
note dated 1/26/10 which indicatad that tha plan
was 1o immunize Patient 1 with Hib 0.5 milliliters,

On 10/3/13 at 11:10 a.m., Quality Assurance
Diractor A provided a copy of a telephone
encounter datad 1/27110. The caller was Patient
1'% family member and gtated she was concerned
about the (HIBERIX) doge that was administerad
85 an initiat dose, fo Patlent 1, inatead of the Hib,
The HIBERIX is a booster and should be
administered at the ages of 15 months, This was

Licensing and Centification Division
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. D g Corrective Actions:
D 083 | Continued From page 2 023 «  Patient identification: Identified patient's pacent 1/28/2010
confirmed by a staff member call to & staff at the was "0“';2“ by the provider via tfj‘ePhﬂns that the
i izati HIBERIX booster was administered instead of the
immunization manuiacturer. HIB immunizatlon that was ordered,
On 11/13/13, the facilities Immunization |+ Determination of Risk: Medical Diractor contacted | 1/28/2010
Coordinalor C provided an emall with the Hiirix manufacturer and verified that the
acknowledgment that the error occurred because booster pased minlmal rlsk to the patient. The dose
the facllity dld not have the HIB immunization that of vacine is the same in the HIBIRIX as the HIB
the family member had asked for. The Hiberex Imraunization. However, the Hiberlx contalns 2
. : N small amount of factose. The prrent was informed
vaccine, was the only vaccine avallable an_d the by the providar that there was not a risk of adverse
facllities provider approved the vaccine for reaction to the patient and of the quantity of
administration to the four month patient. She lactese in the Hibirix, Patient’s mother ,
further indicated that the error had cocurred acknowledged satisFaction with the information !
because the vageine arder "deviated from the provided,
] H 1
nUIﬂ] and 5|5 actal Glam riﬁmrﬁ ddto] safely t »  Immediate Measures: Medical Assistant was 01/28/2010
adminlster the vaccine, off schedule, was no counseled on fellowing the InJectabla Medicine,
adequately done, and Admlnistration of Medlcation policles, to verlfy
drawn vila and opan vile of medication against the
order, and to present to 4 provider for approval
prior to administerlng Injectlon,

+  ponttaring: The Team Manager, in conjunction (ngolng
with the Team Director, Madical Direevor, and CQ0, ‘
are responslble for monitoring the staff person's !
perfermance for sustalned improvemant to follow
the Injectable Mediclne--withdrawing into 2
syringe, Ordering and Administration of
Medication, and Yaceination Pollcles and
Procedures,

o (uality Oversight: PHC'S lnternal Risk Dngofng
Management Comenittee oversees reportable
incldents and reports trends to the Board Risk
Managament Committes, The Medical Dlrector, !
€30, and Compllance Officer evaluate drug i
distributian errars to ensure siaff is appropriately !
tralned and that eur processes are eHective to
ensure patient and staff safety. Corrective actions  ({
are Identified and Implemented to prevent ervors, :
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A Q00| Initial Comments A Q00
The following represents the findings of the
California Department of Public Health during an
investigation of an ENTITY REPORTED
INCIDENT: CA00339762
Representing the California Department of Public
Health: Health Facilities Evaluator Nurse 2214.
Inspection was limited to the investigation of one
entity reported incident and does not represent
the findings of a complete inspection of the
facility,
The Department of Pubiic Health was notified
within the required timeframe for ENTITY
REPORTED INCIDENT: CAQ0339762 D
One defici issued for ENTITY Mﬁ&‘ X ¢/,
ne deficiency was issued for (7 3;%
REPORTED INCIDENT: CA00339762 :D ‘[%/ A3 ’Qu.ad, As BeBNQR ﬁ@fj
A 001 Informed Medical Breach AT | g 'meﬁmﬁb &4 g,
Health and Safety Code Section 1280.15 (b)(2), ! > b o ! -"_
" A clinic, health facllity, agency, or hospice shall ] h( ‘e‘"%-af 4 /3 p—_—— J
also report any unlawful or unauthorized access PR Bo frelecse 2
to, or use or disclosure of, a patient's medical A, i ' %
information to the ﬁffelzctei patient ‘;JJ the patient's el "E:';u( Mg.};gd
representative at the last known address, no later Hre Paatvessg .
than five business days after the unlawful or Pt} telerst Corrch ru_-P @
unauthorized access, use, or disclosure has been LA focsimanh Ll
geteqted by the clinic, health facility, agency, or oV Y ,M
ospice." Do i
_ . o Mamg o ey
The CDPH verified that the facility informed the BmA Libads be Yoo ’
affected patient(s) or the patient's uﬁ,__ o K Ceirvgr
representative(s) of the unlawful or unauthorized Lottt +a het, | a_,,ﬂ
access, use or disclosure of the patient’s medical e o> & M’Y""‘K}{ -y g
information, . ‘Sﬂ»af/. Qo cas "

#rom o Sacorkf 5
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A001| Continued From page 1 ADD1 | ok tre PABEL e /. '»*3
phone on 1/15/13 and by mail on 1/22/13 corbe a0 pacs dpes L
Ol Lrsrefiapt fralled guttre_
A 017 1280.15(a) Health & Safety Code 1280 A7

(a) A clinic, health facility, home health agency, or
hospice licensed pursuant to Section 1204,
1250, 1728, or 1745 shall prevent unlawful or
unauthorized access to, and use or disclosure of,
patients' medical information, as defined in
subdivision (g} of Section 56.05 of the Civil Code
and consistent with Section 130203. The
department, after investigation, may assess an
administrative penalty for a violation of this
section of up to twenty-five thousand dollars
($25,000) per patient whose medical information
was unlawfully or without authorization accessed,
used, or disclosed, and up to seventaen
thousand five hundred dollars ($17,500) per
subsequent occurrence of unlawful or
unauthorized access, use, or disclosure of that
patients' medical information. For purposes of the
investigation, the department shall consider the
clinie's, health facility's, agency's, or hospice's
history of compllance with this section and other
related state and federal statutes and regulations,
the extent to which the facility detected violations
and took preventative action to immediately
correct and prevent past violations from recurring,
and factors outside its control that restricted the
facllity's ability to comply with this section. The
department shall have full discretion to consider
all factors when determining the amount of an
administrative penalty pursuant to this section.

This Statute is not met as evidenced by:

Based on interview and record review, the facility
failed to prevent unauthorized access and
disclosure of a patient's (Patient 1) protected
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health information, when some of Patient 1's
medical information was mailed to Patient 2
instead of Patient 1. This failure allowed the
unlawful or thautharized access of protected
health Information.

Findings:

The California Department of Public Health was
notified on 1/15/13 that a, "Breach of Protected
Health [nformation (PHI)", occurred on 1/9/13.

During an interview on 1/16/13 at 11:30 a.m.,
Administrative Staff A stated that the clinic
recelved a phone call, on 1/11/13, from Patient 2
that she had received a mailed copy of Patient 1's
[aboratory results which included Patient 1's
name, medical record number, date of birth, and
type of test done with results.

Administrative Staff A further stated that it was an
errar, on the part of Team Member B, In that
facility policy and procedure were not followed.

A review of the facility Policy and Procedure for,
"PRIVACY POLICY STATEMENT", (1/1/13),
teveals the following: "Purpose:...Pratection of
patient privacy Is of paramount importance to this
organization...Safeguards It is the policy of the
facility that appropriate physical safeguards will
be in place to reasenable safeguard protected
health information from any intentional or
unintentional use or disclosure that is in violation
of the HIPAA Privacy Rule...Training and
Awareness Itis the policy of the facllity that all
members of our workforce have been trained by
the compliance date on the policies and
procedures governing protected health
information and how this medical practice
complies with the HIPAA Privacy and Security

-‘Petaluma Health Center's Risk

managers, Chief Clinical Operations

Management Committee of the Board
overseasiall reportable Incidents that
occur within the health center. The Risk
Management committee meets monthly
to evaluate health center risk areas and
mitigate risk through corrective action.
Qur policy is for privacy incidents to he
documented and submitted to the
Compliance Officer for evaluation,
investigation, reporting, follow-up action,

Privacy breaches are evaluated to ensure
staff Is appropriate tralned to our policies
and that our processes are effective to
protect privacy of PHI. Corrective actions
will be identified and implemented to
prevent privacy breach recurrence.

Monitoring performance to ensure
corrections are achieved and sustained is
the responsibility of department

Officer, and Compliance Officer in
conjunction PHC's Risk Management -
Committee, -
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AD17

Continuad From page 3
Rules",

A reviaw of the facility Policy and Procedure for,
"Notice of Privacy Practices”, (4/14/03), reveals
the following: "THIS NOTICE DESCRIBES HOW
MEDICAL INFORMATION ABOUT YOU MAY BE
USED AND DISCLOSED AND HOW YOU CAN
GET AGGESS TO THIS INFORMATION.. We
understand that health informatfon about you and
the health care you receive is personal. We are
committed ta protecting your health
information...We are required by law to: Make
sure that health information that identifies you is
kept private in accordance with relevant law".

A review of the facility Polioy and Procedure for,
"Authorizations for uses and disclosure of
Prolected Health Information”, (4/14/03), reveals
the following: "RESPONSIBILITY: 1. Itis the
responsibility of all facility staff to verify the
Identity of a patient prior to releasing protected
health Information, Patient identity will be verified
using date of birth as the primary indicator,
supplemented by a second identifier as
appropriate”,

A review of the facility Privacy Training at
employee paint of hive and annual thereafter
{1/16/13), reveals the following: "Why comply with
HIPAA? Prolecting confidentiality of (sic) critical
to maintaining our patlent's trust and confidence
in healthcare and public health systems.. Tha
HIFAA “privacy Rule" requires the confidentiality
of medical records. Specifically it....applies to
protecting health information no matter wether it
ie in elactronis, oral, or paper farm...Any
infarmation or record (including electronic, papar,
or oral), about an individual's mental or physicai
health, condition, or treatment (wether past,
present, or future), should be considered

AD17
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A 017 Continued From page 4 A 017

Protected Health Information (PHI)...All staff

members are responsible for taking reasonable

measures to the (sic) protect information from

unautharized or accidental disclosure,

including:... Transmission awareness:

Recheck/verify mail addresses and fax numbers

before sending documents".

)
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A 000 [nitial Cornrents A QDD

The following represents the findings of the
California Department of Public Health during an
investigation of an ENTITY REPORTED
INCIDENT: CA00302434.

Representing the California Department of Public
Health; Health Facilities Evaluator Nurse
2139/26290.

Inspection was limited to the investigation of the
entity reported incident and does not represent
the findings of a complete inspection of the
facility. '

The Department verified that the facility was
unable to determine the identity of the patient
possibly affected by the unauthorized disclosure
of protected health information, '

A001] Informed Medical Breach A 001

Health and Safety Code Section 1280.15 (b)(2),

" Aclinic, health facility, agency, or hospice shall
also report any unlawful ar unauthorized access
to, or use or disclosure of, a patient's medical
information to the affected patient or the patient's
representative at the last known address, no later
than five business days after the unfawful or
unauthorized access, use, or disclosure has been
detected by the clinic, health facility, agency, or
hespice."

The CDPH verified that the facility informed the
affected patient(s) or the patient's
representative(s) of the unlawful or unauthorized
access, use or disclosure of the patient's medical
information.
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PETALUMA HEALTH CENTER

STREET ADDRESS, GITY, STATE, ZIP CODE
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(X4) 1D
FREFIX
TAG

SUMMARY STATEMENT OF DEFICGIENCIES
(EACH DEFICIENCY MUST BE PRECEDED BY FULL
REGULATORY OR LSG IDENTIFYING INFORMATION)

D PROVIDER'S PLAN OF CORREGTION (%5
PREFIX {EACH CORRECTIVE ACTION SHQUALD BE COMPLETE
TAG CROS5-REFERENCED TO THE APPROPRIATE DATE -
PEFICIENCY)
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A7

Continwed From page 1

nitial Comment

The following represents the findings of the
California Department of Public Health during an
investigation of an ENTITY REPORTED
INCIDENT: CAQ00302434.

Representing the California Departmeant of Public
Health; Health Facilities Evaluator Nurse
2139126290.

Inspection was limited to the investigation of the
entity reported incident and dpas not represent
tha findings of a complete inspection of the
facility. :

ONE DEFICIENCY WAS |SSUED FOR
CA0Q302434.

1280.15(z) Health & Safely Code 1280

(m) A clinic, heaith facillty, home health agency, er |

hospice licensed pursuant to Section 1204,
1280, 1725, or 1745 shall pravent urlawful or
unatthorized access to, and use or disclosure of,
patients' medical information, as defined In
stbdivision (g) of Section 56.05 of the Civil Code
and ¢onsistent with Section 130203, The
department, after investigation, may #5885 an
administrative penalty for a violation of this
section of up to twenty-five thousand dollars
(%$25,000) per patient whase medical information
was unlawfully or without authorization accessed,
used, or discleged, and up o seventesn
thousand five hundred dollars ($17 500) per
subsequent occurrence of unfawful or
unauthorized access, use, or disclosure of that
patients' madical infermation. For purposes of the
investigation, the department shall consider the

/| Ao0o ‘

A 000

A7
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NAME OF PROVIDER OR SUPPLIER

PETALUMA HEALTH CENTER

STREET ADDRESSE, GITY, STATE, ZIP CODE

1478 NORTH MCDOWELL BEVD
PETALUMA, CA 34854

" ADTT

clinic's, haaith facilily's, agency's, or hospice's
history of compliance with this section and other
related state and federal statutes and regulations,
the extent to which the facility detected violations
and took preventative action to immediately
correct and prevent past violations from racurring,
and factors oulside its confrol that restricted the
facility's ability to comply with this section. The
department shall have full discretion to consider
all factors when determining the amount of an
administrafive penalty pursuant to this section,

This Statute Is not met as evidenced by:

Based on interview and record Teview, the facility
fatled to prevent unauthorized access to a
patient's protected health information (PHI) whan:
1. Patient 1 found copies of ancther patient's
medical information included with a copy of her
medical records; and 2. Staff did not follow the
facility's policy and procedure regarding proper
authorfzation for retease of PHI,

Findings:

The Department was nofified via fax of possible
unauthorized disclosure of an unknown patient's
PHI to Patieni 1. The Department verified the
facility was notified of the privacy breach on
3/2/12, and the facility then notified the
Department onh 3/9/12, within the required five
business days.

During interview on 3/16/12 at 12:20 p.m.,
Adminisirative Staff A stated Patient 1 was seeh
at the facility on 2/22/12 and requested a copy of
her medical record bacause she was transfetring
her aare to 2 new physiclan in another clty.
Administrative Staff A stated Staff B, who worked

Cortestrne fichen s )
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A017| Continved From page 3 A7

in the facility that day, printed the recards, placed
thern in an envelope, and released them direclly
to Patisnt 1 without appropriate signed
authorization for the Medical Records
Department, which was responsible for fulfilling
such requests. Administrative Staff A stated Staff
B should not have provided the records to the
patient.

Administrative Staff A stated Patient 1 called the
facility on 3/2/12 and left a voicemail, and stated
she had another patient's medical information in
the envelope but did not remember that patien's
name. Patient 1's voicemall indicated she had
gane to her new doctor's office and given them
the records, but she did not recall her haw
doctor's name.

Adminietrative Staff A stated after several
attempts, she spoke with Patient 1 on 3/5/12 and
obtained the new physician's narma, but Patient 1
was still unable to recall the name of the other
patient or what type of inforimation she had
inadvertentiy recelved.

Administrative Staff A slated she contacted the
new provider's office, and was fold that there had
been information that belonged to another patient
inciuded in the copy of Patient 1's records, but
staff had shredded it and did not recall the name
of the patient or what information had been
destroyed. Administrative Staff A stated she was
unable to determine the name of the patient who
may hava had unauthorized disclosure of PHI and
was therefore unable to provide notification of a
privacy breach {o the affected patient.

The facility's policy and procedure, titled
"Au‘thorizations for Uses and Disclosure of
Protected health Information,” revised 9/29/10,
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Provider Identification Number: CA 11000000812
Complaint Numbet: CA0D302434
Name of Provider:

Pataluma Health Center

1179 North McDowell 8lvd

Pataluma CA

Provider Plan of Correction - ID Prefix Tag ADL7 (continuation from State | Date
Form A81311) Complete
7) Quality Assurance Monitoring Ongoing
Petaluma Mealth Center's Risk Management Committee of the Board
oversees all reportable incidents that occur within the health center.
This committae meets monthly to evaluate health center risk areas and
mitigate risk through corrective action. Qur policy is for privacy
incidents to be documented and submitted to the Cornpliance Officer
for evaluation, investigation, reporting, follow-up action. Privacy
breaches are evaluated to ensure staff is appropriate trained fo our
policies and that our processes are effective to protect privacy of PHL
Corrective actions will be identified and implementad to pravent
privacy braach racurrence.

8) Mitigate Risk of Harm to the Individual as a result of Disclosure: 3/8/2012
Patient 1 stated to the Compliance Offtcer that she “did not look” at the
documents that were provided after she saw they were for angther
patient. Patient 1 stated to Compliance Officer that she could not
identify the name of Patient 2 and that she provided the envelope from
Petaluma Health Center and its coptents to her new QB/Gyn practice,
Compliance Officer spoke with the new OB/Gyn office staff who
confirmed receipt of the contents, including the documents for anather
patierst, and had shredded the contents. Risk to Patient 2 as a result, of
this breach was not significant to financial, reputational or other harm.

“~Za ST Conglabes Efier fo)aa

Representative Signature Tltle Date

United
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D 005

Initial Comments

The following reflects the findings of the California

Department of Public Health during investigation
of an Entity Reported Incident CA00627620
regarding Patient Rights; Patient's Privacy Not
Protected.

Inspection was limited to the specific Entity
Reported Incident investigated and does not
represent the findings of a full inspection of the
facility.

Representing the California Department of Public
Health: 39588, Health Facilities Evaluator Nurse.

The Department was unable to substantiate a
violation of Federal or State regulations.

D 005
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DEFIGIENCY)
J000| Initial Comments 1000 a. What corrective action(s) will be
accomplished for the patient(s)
The following reflects the findings of the California identified to have been affected by the
Department of Public Health, Licensing and deficient practice.
Certification, during an invesfigation of one The patient was informed of the breach
Facility Reported Incident (FRI), including the action we took to terminate | 5/6/19

employment with the employee involved
in the incident. The patient was reassured
that the copy of the identification and

FRI: CA00649646--Substantiated

Representing the Department;

HFEN 39106 medical cards retrieved from her medical
record would not impact her current

The inspection was limited to the specific facility employment or ability to be employed in.

reported incident investigated and does not another department. In fact, they-were

represent the findings of a full inspection of the deleted. The patient verbalized - <= @

| tacility. . ‘| appreciation for the swift action taken. ;|

b. How other patients having ;t}‘lgﬂ e | e
potential to be affected by thé same ~< | . -
deficient practice will be idenfified, and | - <

J 099.CCR TITLE 22 DIVS CH7 ART6 -75085(b) Unit | J 099
' Patient Health Records

(b) Information contained in the health records Wwhat corrective action will be faken. {Uj
shall be confidential and shall be disclosed only This was a unique situation with an action
to authorized persons in accordance with federal, taken by one employee. We do not

state and local laws. beligve this will happen acain.

c. What immediate measures and
systemic changes will be put into place
to ensure that the deficient practice
does not recur,

The employee invelved in this incident
was the Director of Revenue Cycle
(DOR). In theit role, they have access to
patient medical records. However, they
violated HIPAA policy when they used
Findings: that access to retrieve information for the
purpose of employment. The patient was

This Statute s not met as evidenced by:

Based on interview and record review, the facility
falled to protect the privacy of a patient (Patient 1)
when an employse intentionally accessad the
patient’s slectronic health record.

G/e5) 4

i 7 LATL A A

82119
This fallure resulted in disclosure of information to
another employee and the patential for miguse of
the patient's information.

The facility policy and procedure titled "General %j con?grreptly an employee seeking a
Security Compliance” dated 12/01/2018, indicates Qo position in a different department. The
in part "As a covered entity under the Security DOR’s employment was terminatéd for

Regulations, the facility works to protect against violating policy and using poot
i any reasonably anticipated uses or disclosures of judgement.
Licensing and Certlficatlon Division
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J 099 Continued From page 1 J 099 d. A description of the monitoﬁng

such information that are not permitted or
required by the Privacy Regulations“.

The facility policy and procedure titled "Uses and
Disclosure of PHI based on an Authorization”
dated 01/01/2019, Indicates in part "A use or
disclosure of PHI for purposes other than
treatment, payment or healthcare operations
must be accompanled by an Authorization signed
by the patient..".

Curing an interview on 8/14/19, at 11:30 a.m., the
chief financlal officer (CFQ) Indicated the director
af revenue cycle (DRC) communleated on 8/1/19
that she needed clarification of the spelling of a
prospactive employes's first name. The DRC was
directed to the human resources dirsctar (HRD)
for asslstance with this matter. The CFO further
explained that later that same day, the DRC
ermailed the prospective employse's driver's
lizense and insurance card to the CFO. The CFO
Indicated the DRC acknowledged accessing the
pragpective empluyee s (who had been a patient
of the facllity in the past) medical record to obtain
a copy of the driver's llcense and health
insurance card,

Curing an interview on 8/14/19, at 1150 a.m., the
chlef operating officer (CQQ) confirmed the
unauthorized access of Patient 1's electranic
health record by the DRC on 8/1/19. The COO
further confirmed there was not a legitimate
reason for the DRC to have accessed the health
record,

process and positions of persons
responsible for monitoring (i.e.,
Administrator, Director of Nursing, or
other responsible supervisory
personnel). How the facility plans to
monitor its performance to ensure
corrections are achieved and sustained.
The plan of correction must be |
implemented, corrective action
evaluated for its effectiveness, and it
must be integrated into quality
assurance gystem.
.| We do not believe this was a systemic
problem. All employees go through
intensive HIPAA training within the 1°
week of employment and participate in an
annual review. We believe this was a
one-time oceurrence involving one
employee who used poor judgement. As
a result, they are no longer employed with
the agency.
¢. Dates when corrective action will be
completed. The corrective action
completion must be acceptable to the
Department. The deficient practice
should be corrected immediately, This
date shall be no more than 30 calendar
days from the date the facility was
notified of the non-compliance,
Coincidently, we were due for our annual
HIPAA training. The HIPAA Privacy
Officer and HIPAA Security Qfficer
provided their fraining at all of our
administrative and health center locations
between the dates of Aupust 20 - Angost
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A Q00 |nitial Comment A 000

The following reflects the findings of the California
Department of Public Health, Licensing and
Certifiacation, during the investigation of an Entity
Reported Incident (ERI).

ERI CA00595373 - Substantiated

Representing the Department:

| 2875-HFES =
The investigation was limited to the investigation ; ; 1‘: P | =
of the ERI and does not reflect the findings of a 2. What o rBcive actlort(ﬂi.),l f:‘;']l] be
full inspection of the facility. accomplished for the patien(s)
identified to have been affected by the
A170, 1280.15(a) Health & Safety Code 1280 A170 deficient practice. .
We were informed that Patient A’s lettjr 7/6/18
a) A clinic, health facility, home health agency, or was received by a person who was not the
hospice licensed pursuant to Section 1204, 1250, ; intended recipient. We apologized for the

1725, or 1745 shall prevent unlawful or
unauthorized access to, and use or disclosure of,
patients' medical information, as defined in

error and she agreed to return the letter
Several phone calls were made to

Section 56.05 of the Civil Code and consistent EailteaffSsminiie atter_npt to_ inform her
with Section 1280.18. For purposes of this of the breach. The patient did not reply.
section, internal paper records, electronic mail, or
| facsimile transmissions inadvertently misdirected A letter was mailed informing patient of ~ 7/13/18

within the same facility or health care system
within the course of coordinating care or
delivering services shall not constitute
unauthorized access to, or use or disclosure of, a

the breach. In addition, we have been
working with Ventura’s Public Health
Department to locate the patient given

patient's medical information. The department, that treatment for STD has not been
after investigation, may assess an administrative attained. They have attempted phone
penalty for a violation of this section of up to calls and field visits without success:

i whose medical information was unlawfully or

- without authorization accessed, used, or _ potential to be affected by the same
' disclosed, and up to seventeen thousand five |

. . il be idehtified o
| hundred dollars (§17.500) per subssquent deficient practice will be identified; ‘u‘:(i

~occurrence of unlawful or unauthorized access, what G ectl-ve action will ken.q
| use, or disclosure of that patient's medical A report was run identifying
Licensing and Certification Division
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A170) Continued From page 1 AT0 patients who had letters mailed out
information. For purposes of the investigation, the regarding lab follow-up on the same day.
department shall consider the clinic's, health Each patient was contacted to ensure they
facility's, agency's, or hospice’s history of received letters intended for them.
compliance with this section and other related
state and federal statutes and regulations, the . ;
extent to which the facility detected violations and ¥z WHIE IR UL OHEAGIARGS 0
took preventative action to immediately correct systemic changes will be put into place
and prevent past violations from recurring, and to ensure that the deficient practice
factors outside its control that restricted the does not recur.
S| | facility's ability to comply with this section. The | _Call Center Director did an immediate | 7/9/18

department shall have full discretion to consider review of procedures regarding abnormal
all factors when determining whether to

x : o lab follow up. He spoke with the
investigate and the amount of an administrative At Lib Contdinstsr involved sid
penalty, if any, pursuant to this section.

reminded her that the process includes the
mandatory double checking of the patient
name and address on the envelope label,
prior to placing the letter in the envelope.
He also reinforced with the employee the
need to handle only one patient letter and

| This Statute is not met as evidenced by: env.elop © at.a hnie, Thispracess was
| Based on interview and record review, the facility reviewed with all of the case management
| failed to ensure a patients' (Patient A) protected team.

health information (PHI) was kept private, when

Patient A's confidential information was sent by d. A description of the monitoring

i US postal service to the wrong recipient. process and positions of persons

i ol i i ible for monitoring (i.e.,
| This failure resulted in the unauthorized e e g(

| disclosure of Patient A's PHI and the potential for Administrator; IHvector of Nursiug, of
" misuse of the information. other responsible supervisory |

' . personnel). How the facility plans to |

| Findings: monitor its performance to ensur¢

corrections are achieved and.sust
The plan of correction mugtbe -
implemented, corrective action x-

ained.
" |
|,

- During a telephone interview with the chief
| operating officer (COQ) on 7/24/18, at 8:10 a.m.,
| the COO stated, on 7/06/18 the facility received a

. phone call from an individual who stated she had evaluate('I foris eff'ectivegg ey RS Ee
received a letter addressed to her in the mail but mnst be integrated into gty ¥
| the information inside had another patients name assurance system.
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A170| Continued From page 2 A170

contact Patient A by phone_but sent a lefter fo_
i inform her of the unintentional disclosure.

and lab results (Patient A).

The letter and lab result were related to a sexually
transmissible disease. The COO explained that
case management personnel had accidentally
enclosed a letter and lab result intended for
Patient A into the wrong envelope.

According to the facility they were unable to

The Call Center Director and Sr. Medigal
Services Director are responsible for
monitoring and supervision of the case
management team. They will provide an
additional review of entire Case
Management and Abnormal Follow-Up
Policies and Procedures on 8/24/18. The
training could not be scheduled earlier
due to a few team members’ scheduled
_vacations. . SR |

The facility policy and procedure entitled "Notice
of Health Information Privacy Practices" revised
11/2018, indicated in part "The privacy and
security provisions of the Health Insurance
Portability and Accountability Act ("HIPAA")
requires us to: Make sure that health information
that identifies you is kept private."

The facility policy and procedure entitled "Case
Management and Abnormal Follow-Up Policies
and Procedure"” revised 2/2018, indicated in part
“Case management staff will handle medical
records request and medical record release
according to HIPAA guidelines.”

The Risk and Quality Manager will be
doing a quality follow up audit on 8/24/18
and quarterly thereafter. This new audit
will be incorporated into the affiliate’s
Compliance, Quality and Risk
Management 2018-2019 Work Plan.

¢. Dates when corrective action will be
completed. The corrective action
completion must be acceptable to the
Department. The deficient practice
should be corrected immediately. This
date shall be no more than 30 calendar
days from the date the facility was
notified of the non-compliance.

All corrective actions will be completed
by August 24, 2018

Licensing and Certification Division
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Services--Policies and Procedures

(1) Description of the types and scope of services
which the clinic will provide.

This Statute is not met as evidencad by:

Based on intarview and record review the facility
failed to implement it's written policy and
procedure for scope of services when an ahortion
procedure was initiated on Client A whoss
pregnancy was beyond the gestational age of the
clinics established limits.

Findings:

Review of the clinic's policy in the "Manual of
Medical Standards and Guidelines", dated
121412, revised 6/12, page 5 subhead "Client
Selaction”" #2 indicates “...is pregnant and is not
mors than the gestational age limit of the affiliate
program”. This clinic was appraved for abortion
sarvices up to 16 weeks gestation,

Licensing,and Gertitication Divisio
LABO ORY DIRECTQR'S Q%

Y

The majority of corrective actions outlined
in this document occurred immediately
following the incident. This was shared
with the DPH surveyer when on site.

Safegquards are now in place to ensure
the deficient practice does not recur.

PPSBVSLO's medical standards and
guidelines are being updated (performed |
on an annual basis). The policy and
procedure portion regarding our ability to
perform procedures to 16 weeks
gestational age remains unchangad.
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gestational age was greater than 16 weeks,
stopped the procedure. Client A was transported
to a nearby hospital for complation of the
procedure,

During an interview with the physician assistant
(PA) on 12/18/14, at 1:45 p.m., the PA indicated
she had performed the ultrasound on Client A
prior to the procedure. The PA also indicated this
was her first time using this particular ultrasound
machine (Brand S). According 1o the PA, all of the
other ultrasound machines in this and the ather
two associated clinics were a different brand
(Brand G).

Further investigation revealed prior to the
ultrasound being performed, the patient sarvices
representative routinely enters the clients stated
last menstrual petiod date, into the (Brand g)
ultrasound machine. This results in the Brand 8
ultrasound machine priniing out two dates. The
first line date is the calculated gestational age
according to the patients stated last menstrual
period. The second line date (s the actual
uitrasound calculated gestational age according
to the ultrasound image. However, when using
the G brand ultrasound there is only the first line
date which with the G brand ulirasound is the
actual ultrasound calculated gestational age.

The PAindicated she requested assistance from
the nurse practitionar (NP) with the ultrasound
because "She wasn't getting a clear picture’,
During an interview with the NP on 12/18/14. at
5:10 p.m., the NP indicated she took another
ultrasound and after raviewing the image she

X4} 1D SUMMARY STATEMENT OF DEFICIENGIES o PROVIDER'S PLAN OF CORRECTION (%)
PREFIX (EACH DEFICIENCY MUST BE PRECEDED BY FULL PREEIX [EACH CORRECTIVE AGTION SHOULD BE COMPLETE
TAG AEGULATQRY QR LSC IDENTIFYING INFOAMATION) TAG CROSS-REFERENGED TO THE AFPROPRIATE DATE
DEFIGIENCY)
D070 Continued From page 1 Do7o The following corrective actions took place
; i T irm i fi i 1% in¢i :
DEtE da Review of client A's medical record on 12/18/14, iminedigtely follawing this incident
11/28 | yeccd the followng: ClientAwas seen an 1) A debriefing with the clinic stafftook | 11/18/14
11/11/14 for a surgicat abortion. The procedure : . T g e
not was started and the physiclan, realizing the place immediately following the incident.
11/11 BiTY ’ g Attachment | shows the incident as the first

agenda time on a staff meeting that had
already been scheduled to take place that
day after clinic.

2) Three days later, a clinical debriefing 11/21/14
took place with the staff and was lead by
the medical Director (alse the surgeon).
During this meeting the incident was
reviswed, outcomes discussed and
Attachment [l ouilines the corrective
actions to be implemented which would
prevent a similar incident from cccurring
again. The emergency was handled
appropriately with all staff carrying out their
roles effectively.

3) On December 2, 2014 a Root Cause 1212114
Analysis was performed by our Manager of
Quality and Risk. Attachment lll outlines
the analysis followed by corrective action
to be taken. Follow up onthe
recommendations were made on January
2, 2015 with most tasks completed. The | 1/2/15
remaining action item is the purchase of an| .
ultrasound machine (same az Brand G)
which was ordered on 2/19/15. We
anticipate arrival within the next 2-3 weeks.
Brand S machine was removed from
abortion services on 11/21/14. |
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results and an Interview with the MD on 12/18/14,
at 6 p.m.,The MD indicated prior to the
procedure, when asked to look at the ultrasound,
she was "only looking af the image" and was
responding as to whether or not the image was
“clear”. The MD confirmed that two dates
showed up on the ultrasound Brand § machine
and the Brand 8 machine is the only ultrasound
machine used which has a different systermn of
printing out the gestational age.

(X4) 1D SUMMARY STATEMENT OF DEFICIENCIES D PROVIDER'S PLAN QF CORRECTION (X5)
PREFIX (RACH DEFICIENGY MUST BE PRECEDED BY FULL PREFIX (EACH GORREGTIVE ACTION SHOULD BE COMPLETE
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DEFICIENGY)
D 070| Continued From page 2 DO70 4) As part of this incident review, it was 11/18/14
\ . ; detarminad that the PA appropriatel

stated she "Wasn't seeing the classic landmarks consrulted e — gfpesenceg
far the gestational ?‘ge"' The NP approachaq the clinician. Both appropriately consulted
MD to ask "If the image was OK ?" According to with the physician
the NP when she was discussing the ultrasound '
image with the MD, she refayed to the MD,in 5) On the day of the incident, the Medical |11/18/14
error, the gestational age was the first line age Director (surgeon) appropriatsly was in
p””.teﬁ on the ultrasound image, 13 weeks 1 day communication with the receiving hospital |11/19/14
{which was actually the age Galc.u{ated by the physician before the patient arrived
clients stated last menstrual peried). The actual Follow up with the same local physi'c:ian
ultrasound calculated gestational age prints out ook pla fe the following day to obtain
on the second line when using the Brand 8. In information on the patient outcome and
this case the actual ultrasound caloulated trent atiént statiis
gestational age was aciually 21 weeks and 1 day. ¢ P )
Puring & concurrent review of the ultrasound ) In ametion te snsiie thatnoothar H2dite

patients were effected by this incident, an
audit was conducted on all patients
receiving abortion service that same day.
All tissue examinations matched
gestational age obtained on ultrasound
and were appropriately documented in
EHR. As stated above, the ultrasound
Brand 8 was removed service.
Attachment 1V.

Quarterly gestational age audit added to
QM Plan effective January 2015.
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D 000 Initial Comments D 000
The following represents the findings of the
California Department of Public Health-Licensing
and Certification during a complaint investigation, el
Moy s
; ; Zzm =2
Complaint No. CA00372073- Substantiated =HE 8 by
o H B
. . TR x> r{:—"—, !
Representing the Department of Public Health ey B
Surveyor ID # 22363, HFEN 8 — =
g v Lm
The inspection was limited to the specific facility o P
event investigated and does not represent the D= f’_‘ .
findings of a full inspection of the facility. ol = QT
" =% e T
D 172 T22 DIV5 CH7 ART6-75053 Unusual D172 Qc D
Occurrences f -
Unusual Occurrences. Occurrences such as 0 e oo B s —
8 1 H { 5 H pon notitication from 5 0 requirem 0
Eprqemlc Outbreaks' poisonings, f|res, major them of Unusual Qceurrences within 24 hours, our
accidents, deaths from unnatural causes or other _ policy and procedure was updated. We have since
catastrophes and unusual occurrences which \L\ shared these expectations with all health centers.
threaten the welfare, safety or health of patients, t ' |
fal p n summary:
perls.onnc‘al c.)r visitors shgll be reparted by the \\Qﬁ - When there is an Unusual Occurrence, health center |
facﬁ@ within 24. hours either by telephone (and w2 taff must immediately notify Clinical Services |
confirmed in writing) or by telegraph to the.local Administration, i
health officer and the Department. An incident P, Clinical Services Administration (specifically, the VP
report shall be retained on file by the facility for ot & e i eerid BEH 2 fakcuinibg e
One.year'.The fac!hty shall furnish such other Yy L 3. Clinical Services will follow up on Unusual
pertinent information related to such occurrences \) Dccurrences as we normally do with notification/
as the local health officer or the Department may e }  pubmission of documentation to our insurance carrier
require. Every fire or explosion which occurs in or ) i”ilréi”"ec;Pa;:';th0;%553?;3%3”&?&5;?L,ua!ity
. - B e s currenc re
on the premises shall_be reported_ within 24‘hours ay anagement program. This is not a change.
to the local fire authority or in areas not having an (\
organized fire service, to the State Fire Marshal. ) This type of DPH reporting does not change how we
currently handle occurrences nor does it affect the i
outcome of patient care.
This Statute is not met as evidenced by:
Based on interview and record review, the facility | Ps
(Clinic A) failed to report an unusual event which
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D172

Continued From page 1

threatened the health of one Patient (Patient A) to
the California Department of Public Health
(CDPH) within 24 hours of the occurrence.

Findings:

Patient A, a 23 year old female, was seen in the
facility (Clinic A) on 9/18/13 for a planned abortion
at approximately 15 weeks gestation (date per
transactional ultrasound performed on 9/12/13).

The medical record was reviewed with
administrative staff on 10/8/13. According to the
record Patient A came to the facility for a planned
surgical abortion which began at 11:32 a.m. The
physician (Physician X) performing the abortion
noted the following: "...complication occurred
during procedure Bleeding-Amount 1000 cc. ..."
According to Physiclan X's notes, the facility
attempted to control the bleeding with medication
suspecting uterine atony (a loss of tone in the
uterine musculature. Normally, contraction of the
uterine muscle compresses the vessels and
reduces flow. This increases the likelihood of
coagulation and prevents bleeds. Thus, lack of
uterine muscle contraction can cause an acute
hemorrhage). Patient A failed to respond to
medication and the facility called 911, '

The Paramedic Prehospital Ambulance Report
was reviewed. According to the Paramedic notes,
upon arrival Patient A had a blood pressure of
73/48 was confused, with slurred speech, pale
and cool to touch. Patient A was taken to a local
Hospital (Hospital B) Emergency Department
(ED) by paramedics, arriving at 12:15 p.m.,
according to the Prehospital Ambulance Report.

Upon arrival to Hospital B at 12:15 p.m., the ED
Physician noted Patient A to be in "Severe

D172
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D 172 | Continued From page 2 D172

distress, cool, pale, and in hemorrhagic
shock"(resulting from acute hemorrhage and
characterized by hypotension, tachycardia,
oliguria, and by pale, cold, and clammy skin.)
Patient A was rapidly transfused with 6 units of
blood and taken to surgery at 1:23 p.m.
(according to the ED physician notes).

The operative report from the surgeon (Physician
C) was reviewed. According to the report, *...After
the procedure (Patient A) began having heavy
vaginal bleeding and was transferred emergently <t
to (Hospital B). Upon arrival (Patient A) was in T
hemorrhagic shock and had profuse vaginal —
bleeding...Massive transfusion protocol was 5T
begun and the patient was taken emergently to o>
the operating room...examination of the uterus
revealed a perforation (a hole made by boring or
piercing; an aperture passing through or into
something) of the left lateral lower portion of the
uterus,.because of the volume of bleeding and
the location of the laceration...the decision was
made to proceed with hysterectomy (a surgical
operation ta remove all or part of the uterus).

The California Department of Public Health
(CDPH} was notified of the above unusual
occurrence through an anonymous complainant
on 10/4/13. CDPH entered Clinic Aon 10/8/13,
twenty days after the date of occurrence
{9/18/13).

Clinic A staff were interviewed on 10/8/13 and
stated they recognized the occurrence as unusual
for their facility, management staff stated
administrative staff were aware of the incident
and it was administrative staff that reported any
occurrences to the correct authority.
Administrative staff at Clinic A were interviewed
on 10/30/13 by telephone. According to
administrative staff, they were unaware unusual

occurrences such as this should be reported to | ®
Sensing and Certification Division We
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